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Abstract: - Ensuring network security has consistently been a matter of utmost importance, especially concerning the confidentiality of
enterprises and individuals' privacy. This significance is accentuated as valuable and sensitive information is continually transferred across
networks. Furthermore, as various systems depend more on web services like e-government platforms, online banking, email, and e-
commerce, the role of intrusion detection systems (IDS) has grown significantly. IDS systems are extensively employed to safeguard data
and mitigate the impact of network intrusions and security breaches.

The research community seeks to develop an intrusion detection system to meet security challenges. However, a significant limitation of
most existing systems is their lack of capability to identify novel forms of threats. Therefore, the present study suggests the utilization of
machine learning methodologies, specifically neural networks, inside the framework of a network intrusion detection system (IDS).

The objective of this research is to construct (IDS) utilizing a neural network framework in order to identify and mitigate instances of
unauthorized network access and hostile behavior. The system conducts an analysis of network traffic patterns and detects any intrusions and
anomalies. The model is trained with the KDD-99 dataset, and the evaluation of the network's performance is conducted through the
utilization of various metrics in addition to the confusion matrix. The experimental findings demonstrated that the proposed model attained a
level of accuracy equivalent to 99.7%. Consequently, it may be deemed a viable solution for effectively tackling intrusion detection issues.

Keywords: neural networks, machine learning, intrusion detection, preprocessing.

I.  INTRODUCTION

An intrusion detection system (IDS) is a mechanism designed to examine network traffic for any signs of unusual
or suspicious behavior and issues alerts upon detecting such activities. It operates in conjunction with an
Information and Event Management (SIEM) system. SIEM, in turn, compiles data from various origins and
deploys alert filtering methods to differentiate between genuine security alerts and false alarms. Intrusion
prevention systems also monitor incoming network packets to see if they include any malicious activity and send
alerts if this occurs. While intrusion detection systems monitor networks for suspicious activity, they are also
vulnerable to false alarms. There are several types of intrusion detection systems, as shown in Figure 1[1-2].

1. Network Attack Detection System (NIDS): Installed on the network to scan traffic from various devices
connected to it, detect known attacks, and issue alerts [3].

2. Host Intrusion Detection Systems (HIDS): Installed on individual devices, monitoring incoming and
outgoing data packets from these devices, and issuing alerts if suspicious behavior is detected on these devices[4].
3. A protocol-based intrusion detection system (PIDS): Controls and interprets the protocol between users
and servers and aims to secure web servers [5].

4, Application Protocol-Based Intrusion Detection System (APIDS): Monitors and interprets

communications at the application protocol level to detect intrusion into applications and their communications
[6].

5. Hybrid IDS: Combines multiple types of intrusion detection systems to increase their efficiency in
detecting threats [7].

1 *Corresponding author: Al-Rafidain University College, Baghdad, Iraq
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Figure 1 : Categories of Intrusion Detection Systems .

Intrusion detection is an important field in security and network protection. It is among the broadest topics
explored in the world of information security and is essential to protecting organizations and individuals from
cyber threats. However, no system is perfect without flaws.

Therefore, there is an urgent need to continue research and development in the field of intrusion detection systems
to achieve the highest level of security. The use of artificial intelligence techniques has become an urgent
necessity in a strong intrusion detection system capable of analyzing traffic in electronic networks, accurately
detecting anomalous behavior, and achieving the best results in terms of system accuracy, intrusion detection rate,
and reducing false positives.

Incorrect detection can cause the system to be overridden and not approved. Artificial neural networks can be
defined as a technology based on the working principle of the human brain as shown in Figure 2 [8]. Artificial
neural networks essentially mimic a biological neural network but use a limited set of concepts. Processing
elements (also known as neural or cognitive) are linked to other processing elements. Neurons are usually
arranged in a layer or vector, where the output of one layer serves as the input to the next layer and so on through
the other layers until the output layer [9].
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Figure 2 : The neural networks[8]

This research relies on three main components: intrusion detection systems (IDS), neural networks (NN), and
databases. Standard network traffic data was used to evaluate intrusion detection systems and was preprocessed.
The (NN) algorithm was used to build the proposed system, as these networks are useful in detecting intrusions
and achieving high accuracy in distinguishing between anomalous activities in networks.

The performance of the proposed system was evaluated and compared using the confusion matrix as one of the
tools for evaluating the performance of intrusion detection systems. Experiments were conducted and neural
networks were trained on the dataset KDD-99 dataset. In our research, we seek to improve the efficiency of
intrusion detection systems and provide higher security for organizations and individuals in the face of cyber
threats.

3492



J. Electrical Systems 20-3 (2024): 3491-3501

Il. RELATED WORK

We suggest training machine learning algorithms on the KDD-99 dataset with the aim of developing a reliable
system for detecting network intrusions. This section discusses notable research in the field of designing systems
that use machine learning (ML) techniques in intrusion detection and proposes the use of the KDD-99 dataset for
experimental testing.

1. [10]: This research effort involves comparing different fusion methods for distinguishing normal
network traffic from specific Denial of Service (DoS) attacks. The methods compared include majority voting,
Dempster-Shafer, Naive Bayes association, neural network (NN), and averaging. The researchers found that the
halftone network with integrated radial basis performed the best. Fusion methods are used to combine the output
of multiple classifiers to improve classification accuracy.

2. [9]: In this study, the authors introduced a neural network (NN) and a kernel Support Vector Machine
(SVM) design for classifying attacks and normal network traffic. Thirteen features were extracted for training the
model. The results showed that both algorithms were effective, with SVM slightly outperforming the NN.
However, using only the thirteen selected features led to a slight drop in accuracy.

3. [12]: This research proposed a deep belief network (DBN) model for an Intrusion Detection System
(IDS) using the KDD-99 dataset. The DBN was found to outperform Support Vector Machines (SVMs) and
artificial neural networks (ANNSs). DBNs are a type of deep learning model that has been successful in various
machine learning tasks.

4, [13]: In this study, researchers presented an intelligent proposal for a hybrid deep network designed for
binary and five-factor classification. Hybrid deep networks typically combine traditional machine learning
techniques with deep learning methods to leverage the strengths of both. This approach is useful in various
classification tasks.

5. [15]: The researchers in this study contributed to developing an intrusion detection model using the
Random Forest (RF) algorithm with non-deep asymmetric encryption (NDAE). They used a hybrid dataset
consisting of both the 10% KDD-99 and the entire NSL-KDD dataset. The researchers reported results for both
five-class and thirteen-class classification, indicating that their solution not only provided accurate results but also
significantly reduced training time. Random Forest is an ensemble learning method that can handle various types
of data and is known for its accuracy and robustness.

These studies demonstrate the diversity of machine learning and deep learning techniques applied to intrusion
detection and network security. Researchers are continually exploring and refining methods to improve the
accuracy and efficiency of these systems, which are crucial for identifying and mitigating network attacks and
anomalies.

I1l. PROPOSED SYSTEM

The proposed methodology for building an Intrusion Detection System using Neural consists of several main
stages, which will be elucidated in the following section:

A. Dataset

The KDD-99 dataset is obtained from the California University , Irvine's Machine Learning Repository, which is
commonly known as the UCI ML Repository. This online collection is renowned for providing datasets
extensively utilized in machine learning and data mining research. The KDD-99 dataset was initially employed in
the Third International Competition for Knowledge Discovery and Data Mining Tools. The primary aim of this
competition was to address data mining and knowledge discovery challenges within the field of computer science.
The KDD-99 dataset is substantial, comprising 4,000,000 cases or records, and it encompasses a diverse range of
categorical variables, often of a non-numeric nature. Additionally, the dataset includes numerical features.
Importantly, the KDD-99 dataset contains no missing data [20].
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B. Preprocessing

The KDD-99 dataset stands out for its complete absence of missing values. The preprocessing stage encompasses
a set of primary steps:

1. The first step involves defining attack types. In this stage, the various attack types present in the dataset
are identified, contributing to the creation of a dedicated dictionary specific to attack types. Table 1 provides an
attack types in the KDD-99 dataset. This categorization and definition of attack types serve as a foundational
component for subsequent analysis and modeling in the context of intrusion detection.

Table 1: types of attacks

Attack Name Attack Type
‘normal’ ‘mormal’,
‘back’ ‘dos’,
‘buffer overflow’ ‘udr’,
"ftp_write' 21",
‘guess passwd’ 21,
‘imap’ T2l
‘ipsweep’ ‘probe’,
land’ ‘dos’,
loadmodule’ 'ur’,
‘multihop’ T2l',
‘neptune’ 'dos’,
‘nmap’ ‘probe’,
‘perl’ ‘udr’,
'ohf r2l'.
‘pod’ ‘dos’,
‘portsweep’ ‘probe’,
‘rootkit’ war’,
‘satan’ ‘probe,
"surf ‘dos’,
spy 21,
‘teardrop’ ‘das’,
‘'warezclient” =21,
‘waresmiaster’ T2l
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In Table 1, the denial of service attack represents the most common type in the data set, as shown in Figure 3.
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Figure 3: Distribution of attacks in the dataset.
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2. Feature Reduction

Feature Reduction in machine learning using the Pearson correlation coefficient entails picking the most
informative features by evaluating their association with the target variable. The Pearson correlation coefficient,
symbolized by the letter "r," measures the relationship between two variables (magnitude and direction), where -1
represents a strong negative correlation, while 1 indicates a high positive correlation, in addition to a value of 0,
which represents no correlation. The coefficient plays a vital role in feature selection and other machine learning
tasks, facilitating the identification of significant features. Figure 4 illustrates the process of reducing features.
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Figure 3: Pearson Correlation Coefficient

3. Protocol type encoding

In this preprocessing step, categorical data, undergo encoding using a “Label Encoder” in order to convert them
into numerical representations. This step enables the use of these variables in machine learning algorithms.
Tables 2,3 and figure 4 display encoded “protocol types” and ‘flag’.
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Table 2
Protocol Type Code
ICMP 0
TCP 1
UDP 2
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Figure 4: Flags Histogram

Table 3: the count of feature flag after encoding processing

Flag Count Code
SF 378440 0
30 87007 1
EEJ] 26875 2
RETR 903 3
ESTO 579 4
SH 107 5
31 57 &
52 24 7
RSTOS0 11 g
33 10 8
OTH g 10

After the preprocessing step, we note the remaining features are 32 out of 42.

C. Normalization

An additional preprocessing procedure involves min-max normalization, often referred to as feature scaling.
This method entails applying a linear transformation to the data, effectively rescaling it within a range of (0, 1)

[21]. The normalization process is carried out in accordance with equation (1):

x—-min (x)
xnew = —————

@)

(x) —min (x)

Where x new represent normalized x.
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D. Splitting dataset

In the next step, we Convert time series data to a dataset divided into two main parts: the testing set and the
training set. In this procedure, 20% of the data was allocated to the testing set, while the training set received
80%.

E. Machine learning

Machine learning, a fundamental part of Al, employs algorithms to learn from data and make informed decisions.
It encompasses supervised learning, where models are trained on labeled data for predictions; unsupervised
learning, which uncovers patterns in unlabeled data; and reinforcement learning, involving agent-environment
interactions for optimal choices. Supervised learning includes techniques like support vector machines, decision
trees, and logistic regression, while regression predicts continuous outcomes. This framework offers powerful
tools for data analysis, prediction, and decision-making across various fields. Figure 6 shows the ML types [22-
23].

Types of Machine Learning

Machine
Learning

Supervised Unsupervised Reinforcement
Task Driven Data Driven Learn from
(Predict next value) (Identify Clusters) Mistakes

| 2 %

Figure 5: Type of Machine learning [22].

To perform the task of financial fraud detection and user behavior analysis, four machine learning algorithms
have been selected, as elaborated in the following section.
1. Neural Network

A neural network is a formal structure consisting of nodes that represent neurons in their biological dimensions
and are interconnected by arcs. Each node is assigned a weight. An artificial neural network has interconnected
processing units that collaborate to process information and produce significant outcomes called layers [24]. Each
layer performs a set of specific tasks, as shown below:[24], and neural network architecture is shown in figure 6.

Feed forward
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Figure 7: neural network algorithm [24]
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A The input layer receives data representing explanatory attributes for each observation. It has nodes equal
to the number of input features and serves as the network's initial data receiver, duplicating and transmitting the
values to the hidden layers for processing.

B. Hidden layers apply transformations to the input data using weighted connections. They can be stacked
in multiple layers to capture complex patterns. The primary operation involves multiplying input values by
weights, summing them, and often applying activation functions to introduce non-linearity.

C. The output layer produces final network predictions or responses. In classification, it typically has one
node. The output values are derived from the processed information in the hidden layers. The network's
effectiveness relies on weight selection and adjustment learned during training.

After thorough training, it can be utilized to efficiently extract patterns and classify data. Research indicates that
the neural network software sector is projected to experience significant growth at a compound annual growth rate
(CAGR) of 33.5% from 2019 to 2026 [25]..

dense input | input: | [(None, 30)]

InputLayer | output: | [(None, 30)]

:

dense | input: | (None, 30)
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l

dense 1 | input: | (None, 30)

Dense | output: | (None, 10)

l

dense 2 | input: | (None, 10)

Dense | output: | (None, 5)

Figure 8: the proposed structure

The proposed model consists of two input and output layers with three hidden layers to perform the search task of
creating an intrusion detection system using a neural network as shown in figure 8

IV. METHODOLOGY

In this section, we present the proposed methodology. In this section, we present the proposed methodology for
building an artificial intelligence model that focuses on designing an intrusion detection system using a neural
network. The main stages include problem definition, data collection, pre-processing, selection of relevant
features for the Al model, selection of an appropriate machine learning algorithm based on data characteristics,
and training and evaluation of the selected models. The research uses a neural network on the KDD-99 dataset.
Model performance is evaluated using metrics of precision, precision, recall, and F1 score for a comprehensive
evaluation. The proposed approach is shown in Figure 11. This methodology provides a well-organized strategy
for developing an artificial intelligence model for intrusion detection using a neural network, which contributes to
mitigating illegal traffic.
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Figure 10: Block diagram of main stages for the proposed model

V. EXPERIMENTAL RESULTS

In this section, we present the implementation results of the neural network algorithm used in the proposed
system. Furthermore, we apply classification metrics based on the distributions of the confusion matrix.
1. Neural network

Model Accuracy vs Epochs
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Figure 11 : The train model curve .
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Figure 11 shows the training phase of the neural network, where the neural model recorded a training accuracy of
99.7% in epoch 8 of training. The results indicate the success of the proposed approach in analyzing traffic and
distinguishing between normal traffic and abnormal traffic.

Model Loss vs Epochs
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Figure 12 : The loss curve.

The loss curve shown in Figure 12 also indicates low percentages. Which indicates the detection accuracy of the
proposed model.

V1. DiIsCUSSION

The experimental results of the proposed model indicate the accuracy of the model in analyzing traffic and
accurately detecting anomalous behavior in Internet networks. The proposed model is characterized by
generalization and lack of overfitting. The loss rate was very small..

VII. CONCLUSION

Network security remains a paramount concern in safeguarding sensitive information and individual privacy,
especially with the increasing reliance on web services and data transmission. Intrusion Detection Systems (IDS)
play a pivotal role in detecting and mitigating network attacks and breaches. In this research, we applied machine
learning (ML) techniques to the KDD-99 dataset to assess their effectiveness in detecting attacks on the internet
network. The proposed methodology for building an IDS using Neural Networks, based on the KDD-99 dataset
offers a comprehensive and well-organized strategy. Through data preprocessing, feature reduction,
normalization, and machine learning, particularly neural networks, the system can effectively analyze and
distinguish between normal and abnormal network traffic. The promising results obtained during the experimental
phase underscore the system's potential for enhancing network security. In a world where network attacks are
ever-evolving, this approach represents a valuable tool for identifying and responding to malicious activity,
contributing to the overall cybersecurity landscape.
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