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Abstract: - The use of cloud and edge computing as a revolutionary model has gained importance for improving the data processing facilities of 

Internet of Things (IoT) applications. This review paper aims to identify the status of cloud and edge computing and use them collectively to 

overcome the problems of handling data in IoT networks. Combining the global management of central cloud computing and the local optimization 

of edge computing, this integration results in lower latency, higher bandwidth utilization, and real-time calculation ability. The paper presents a 

review of the current literature regarding research and developments related to integration as well as the methodologies and cases that discussed 

the strengths and weaknesses of this integration. The results establish the necessity of combining imperfect solutions, which can fulfill the 

fluctuating demand for IoT applications; this topic opens more research and development opportunities in this area.    

Keywords: Cloud Computing, Edge Computing, IoT Applications, Data Processing, Real-time Processing, Latency, Bandwidth 
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I.  INTRODUCTION  

The exponential growth of IoT devices has changed numerous fields such as industrial automation, home automation, 

health, and farming. Due to the increasing number of these devices, methods used in data processing, storage, and analysis 

should be efficient enough to produce information that could be used. Primarily due to cloud computing's massive scale 

of processing and storage, it has traditionally underpinned the management of Internet of Things data. Nevertheless, cloud 

computing follows the centralized model which looks disadvantageous for real-time systems in terms of latency, 

bandwidth, and problems in dependability. To tackle these limitations, the edge computing paradigm emerges as 

secondary which decentralizes data storage and processing nearer to the point of data creation. Because of this proximity, 

the model of a centralized cloud does not require as much because processing and decision-making can occur more 

rapidly. Combining the best of both worlds, an integration of cloud and edge computing known as a hybrid approach is 

efficient in managing IoT data.In this review paper, the integration between cloud and edge computing points out how it 

might enhance data processing for the Internet of Things. First, discussion of the integration's theoretical framework, the 

state-of-the-art approaches, and the practitioners' experience. The primary objectives are to understand how cloud and 

edge computing are combined, to state the pros and cons that arise from this integration, and to focus on the major usage 

cases showing how efficient is integration in practice. The subsequent parts comprise the detailed description of the 

contemporary practices and methods, on which this introduction is based. The aim is to offer information. figures for the 

IoT and data processing researchers, practitioners, and other stakeholders in offering an upright review of the status. Our 

assessment should contribute to the ongoing discussion as to how edge and cloud computing are most appropriate to meet 

the evolving requirements of Internet of Things applications to increase efficiency, and creativity in this rapidly growing 

area.  

 

 

 
1 *,2,3,4,5Department of Computer Science and Engineering, Koneru Lakshmaiah Education Foundation, Andhra Pradesh, Vaddeswaram, India 

*Corresponding Author: Revathi Bobba 

*Department of Computer Science and Engineering, Koneru Lakshmaiah Education Foundation, Andhra Pradesh, Vaddeswaram, India 

Copyright © JES 2024 on-line : journal.esrgroups.org 



J. Electrical Systems 20-3 (2024):3951-3956 

 

  3952  

II. LITERATURE REVIEW 

In this research, the corresponding cloud and edge computing developments released in the journal within the last five 

years will be analyzed with special attention paid to their synergism for Internet of Things data processing. To illuminate 

new trends and shifts in dynamics, it will focus on contemporary research, theories, and methods. This paper aims to shed 

light on the possibilities, challenges, and opportunities in the integration.   

A.  Overview of Cloud Computing in IoT   

Evaluation of huge amounts of data generated by the Internet of Things has always relied on cloud computing due to the 

unrivaled computing power and scalability of the cloud environment . The efficient handling of vast data generated by 

IoT devices can be possible due to efficient storage patterns, and strong analytical capabilities. AWS IoT, Azure IoT, and  

Google IoT Cloud are cloud services that provide IoT data management features for data collection, storage, analysis, and 

machine learning integration. It is on such solutions that data can be facilely transferred from the Internet of Things 

devices to the cloud, where further complex analytics and computations may be performed. However, the major problem 

with relying on centralized cloud infrastructure is that there are a lot of problems encountered . When it comes to 

transferring data from a device attached to the Internet of Things to the cloud and vice versa, latency emerges as an issue. 

This is especially true where real-time processing such as in smart healthcare and self-driving cars is required with very 

minimal latency. Additionally, the more IoT devices are deployed, the more bandwidth is consumed when congesting the 

network thereby increasing operating costs.   

Figure 1: Diagram of Cloud Computing in IoT 

(Source: https://www.mdpi.com/1424-8220/22/22/8646) 

B. Overview of Edge Computing in IoT 

At the same time, edge computing gets rid of these problems by decentralizing data processing and bringing the 

computation closer to the data source . Through the processing of data at the periphery of the network, this shift reduces 

latency because data is processed near the IoT devices. Edge computing reduces dependency on offshore centralized cloud 

services and helps in quicker decision-making. Real-time monitoring, low latency, and reliable automation procedures, 

ubiquitous in industrial automation, smart cities, and other similar applications, can especially benefit from it.  

Virtual edge computing platforms, Internet gateways, routers, and IoT devices themselves are examples of such edge 

devices capable of performing data processing tasks . The local processing capacity is simultaneously a means of 

decreasing the amount of information transmitted to the cloud, which enhances the speed of response and strengthens 

data protection. Emerging technologies such as edge artificial intelligence (AI) and machine learning at the edge to help 

process data at the edge.  

Figure 2: Diagram of Edge Computing Infrastructure 

(Source: https://www.wipro.com/infrastructure/edge-computing-understanding-the-user-experience/) 

C. Comparative Analysis of Cloud and Edge Computing  

Both cloud computing and edge computing have a different approach for better performance and when the two 

components are incorporated, then they appear best suitable for each other in many ways . Cloud computing offers remote 

storage of data and functionality of higher order; thus, it is suitable for cases where a vast amount of data needs to be 

stored and/or analyzed over a long time. It is more proficient in cases where significant computations and large amounts 

of storage are needed, like in data crunching, and deep learning model development. The IoT data processing requires 

ingestion, storage and real-time analysis, Machine Learning integration which are supported by cloud service providers 

like AWS, Microsoft Azure, Google Cloud platform, etc.  

 However, inherent to cloud computing are the problems revolving around latency and bandwidth usage . The need to 

upload data from the IoT devices to a central cloud server and download results will entail a substantial amount of time 

and hence is comparatively slower for applications that require near real-time computations and lower latency. Moreover, 

it implies the necessity of a constant internet connection and susceptibility to network traffic issues as well as resulting in 

high operating expenses. This is overcome in edge computing which decentralizes the data processing function . As a 

result of moving computation closer to the source of data, the latency introduced by edge computing is notably lower than 

that of conventional computing and results in real-time decision-making for IoT devices. It also decreases the bandwidth 

https://www.mdpi.com/1424-8220/22/22/8646
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consumption as much of the data is processed close to the source, thus decreasing the network traffic. The use of edge 

computing applies mostly to solutions that need fast data processing or are critically important, for example, auto-driving 

cars, numerous industrial uses, or advanced healthcare services.  

 The combined solution of Cloud and Edge Computing sometimes referred to as the hybrid model takes advantage of both 

. This allows edge computing to perform low latency and real-time analytics at the edge and leverage a cloud set for 

performing large computations and data storage. Thus, a combination of the two approaches is the most effective, 

considers data security, and helps to use resources more effectively.   

Figure 3: Comparative Analysis Table of Cloud and Edge Computing 

(Source: Self Developed) 

D. Case Studies and Current Implementations 

Many practical cases prove the effectiveness of the cloud and edge computing in IoT use cases . Such as in smart 

manufacturing, edge computing is used in the online monitoring and control of manufacturing equipment. Smart devices 

and nodes are used to collect and analyze information to guarantee immediate response to any changes or suboptimal 

performance. This real-time processing capability meant that there is less time was spent and productivity improved when 

doing operations. At the same time, the cloud is designed to store large volumes of archival data and perform complex 

analyses of the results obtained for forecasting and improving production efficiency through the analysis of past work.  

 In the field of healthcare, this synergy is revolutionizing the treatment of patients and the advancement of medical 

procedures . Systems like wearable health monitoring devices and smart medical equipment capture and analyze patient 

data such as biometrics on the edge in near real-time. This local processing capability is especially important in fields 

connected to health since any delay could be fatal. The cloud on the other hand hosts comprehensive health records and 

enables the use of more comprehensive analytical models including machine learning that can provide a forecast of the 

patient's conditions and aid in devising the necessary treatment regime.  

 Another similar and well-known example is smart cities where information flows at the same time from bottom-up and 

top-down to manage various city infrastructures and services . Small nodes distributed across the city gather information 

and analyze it immediately to address issues concerning traffic jams, changes in the external environment, or emergencies. 

The cloud collects information from various sources offering a central view of the city’s functions and prospects for 

strategic planning and resource provisioning in the long run.  

 In the context of self-driving cars, edge computing updates information from the sensory and vision devices of the car 

almost instantaneously to make decisions on how to steer the car. This immediate processing is required to ensure safety 

and to increase the rate of work and productivity. The cloud by the same token supports this by holding large data sets 

derived from several cars with consistent enhancement of the algorithms as well as the performance of the cars.  

Documentation of the above case studies demonstrates real-world advantages of cloud and edge computing, proving how 

a converged approach improves IoT systems' performance, latency, and flexibility. Thus, the integration of the advantages 

of both paradigms will allow using the particularities of both approaches in creating a more elastic and highly adaptive 

data processing framework that can support the various and ever-changing requirements of the modern context of IoT.  

III. METHODOLOGY 

To provide an orderly approach in arriving at the findings of this review paper, the development of an appropriate 

methodology to collate, evaluate, and integrate relevant papers on edge and cloud computing for efficient processing in 

IoT systems is followed. The main objectives are to obtain an understanding of the currently most advanced technology, 

to identify the remaining unsolved issues, as well as to present feasible solutions.  

A. Research Approach and Criteria 

The research approach entails various phases. To begin with, sources such as IEEE Xplore, ACM digital library, Google 

Scholar, and Science Direct were explored by conducting an initial search. The keywords and key phrases that were used 

were ‘cloud-edge integration,’ ‘edge computing in IoT,’ 'real-time data processing,’ and ‘IOT data management’ The 

resources retrieved were limited to the ones that were published within the last decade to ascertain that the advancements 

and enhancements in the field were captured.  
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The exclusion criteria, the contribution, quality, accessibility, and relevance are the factors used in the selection of the 

relevant studies . There is available literature that covers the combined approach of edge and cloud computing for the 

Internet of Things. Originality, as well as new ideas or findings, are seen as provisions in high-quality articles, and 

scholarly source priority is placed on peer-reviewed sources. The following information will be excluded from use: data 

that is considered outdated, sources that are not peer-reviewed, articles that do not discuss the integration of cloud or edge 

computing at all, and only discuss cloud or edge computing separately.   

Figure 4: Flowchart of Research Methodology 

(Source: https://online.visual-paradigm.com/diagrams/templates/flowchart/research-process-flowchart/) 

B. Data Collection and Analysis 

Some of the activities involved in data collection were the use of full-text copies of the chosen papers and methodical 

considerations to extract relevant data. Each paper was reviewed to identify the purpose, methods, findings, and 

recommendations. To ease the comparison and integration of argumentation, the collected data was sorted into categories.  

 During the analytical phase, both qualitative and quantitative techniques were used:  

• Qualitative Analysis: Thematic analysis was conducted to identify recurrent themes and patterns among the selected 

studies . The purpose of doing this was to make coding of the data in a way that could reveal common issues, advantages, 

and approaches of the cloud-edge Integration in IoT. Some of the prime concerns include threat minimization, real-time 

data processing, efficient bandwidth, and data protection.  

• Quantitative Analysis: As relevant, quantitative data of the conducted study were also collected and analyzed . Such 

data includes; how the company or organization is performing, the costs incurred in the implementation of the strategy, 

and the level of satisfaction that the users have regarding the strategy adopted. To make the comparison of such measures 

and to get an idea regarding the effectiveness and optimality of the integration of cloud and edge, various statistical 

approaches were employed.  

Another analysis that was done includes the evaluation of methods used in the various studies . This includes the 

credibility of the results, stability of the experimentations, and feasibility of the recommended antidotes to real-life 

situations and environments. To compare similar and dissimilar aspects of the approaches under consideration, tables and 

charts were constructed.  

Secondary research materials on the same topic and opinions from professionals in the related field were used to ensure 

that the review was credible and accurate . Validating the outcomes and strengthening the conclusions drawn from them 

was another purpose of the application of triangulation.   

The final step was integrating the findings of data analysis into one story that answers the goals of the study. In the 

synthesis, emphasis was placed on the practices that have been identified to be best practices, and the potential gaps that 

have not been filled in the existing literature were pointed out in addition to the recommendations made concerning areas 

that may be worthwhile to study in the future. Due to the above-stated methodological stringency, the review article 

provides a comprehensive and credible elaboration of how cloud and edge computing may be synergized for enhanced 

information processing in the context of IoT.  

Figure 5: Data Analysis Process Diagram 

(Source:https://www.reddit.com/r/Essaysondemand/comments/1047sw6/data_analysis_process_linear_steps_circular/?r

dt=34939&onetap_auto=true&one_tap=true) 

IV. ANALYSIS AND DISCUSSION  

IoT applications that interact with the cloud and edge computing come with several critical benefits . First, by analyzing 

data closer to the original sender, the latency is reduced significantly. This is especially important for real-time use cases 

whereby even millisecond latency could be critical such as in the case of self-driving cars or, smart healthcare. Second, 

processing data before transmitting to the cloud as well as creating summaries at the edge reduces the amount of data to 

be transmitted through the network. This reduces the congestion of the network and reduces operating costs since less 

data must be transported over the network. Thirdly, this integration, means that the data can be handled locally and reduces 

the chances of leakage when in transmission. Finally, it is scalable where the edge takes care of the raw data processing 

in real-time, while the cloud discusses the large data storage and complex analysis.  
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A. Challenges and Limitations 

 A hybrid of both cloud and edge has its advantages, but at the same time, it has its disadvantages as well . One of the 

challenges is the complexity of sustaining hybrid architecture since it requires complex coordination to ensure that 

interaction between components in the cloud and edge devices is seamless. This includes problems associated with data 

consistency and synchronization, and maintenance of the communication efficiency between nodes. Moreover, edge 

devices have certain constraints concerning the computational power available to them due to their design in comparison 

to cloud servers, while at the same time, they are still able to perform local computations. Security is still a problem 

especially since the edge nodes can be dispersed thus making them vulnerable to physical impulses and interferences. 

Furthermore, if local and small companies carry out cloud and edge technology, they may not be able to set up the 

requirements based on the principle that high setup costs are required, and they must, therefore, constantly enhance and 

maintain the technology. 

Figure 6: Challenges of Adopting Edge Computing 

(Source: https://www.frost.com/frost-perspectives/challenges-of-adopting-edge-computing/) 

B. Impact on Real-time Processing and Latency 

The interaction between cloud and edge computing plays a huge role in matters concerning latency and real-time 

processing . The most crucial advantage of edge computing is that it is capable of processing data near its source; this 

greatly shortens the latency period that a piece of data will spend on entering and leaving the server's central hub. In 

application areas like industrial automation, failure of the machinery to respond to sensor data in real-time would mean 

that critical decisions may have to be made virtually in this case due to local processing. In addition, the system can 

allocate and optimize resources by compressing other jobs to the cloud while ensuring that other vital and time-sensitive 

procedures are completed in the shortest time possible. Therefore, this mixed technique enhances the overall performance 

and reliability of IoT applications as well as the response speeds. 

Figure 7: Cloud vs Edge Computing Latency 

(Source: https://www.researchgate.net/figure/Latency-of-Cloud-and-Edge-computing-of-Application-and-database-

server_fig3_344218742) 

C. Future Trends and Opportunities 

The integration of cloud and edge computing in IoT is expected to evolve with several promising trends . The development 

of more powerful and energy-efficient edge devices will expand the range of applications that can benefit from local 

processing. Advances in artificial intelligence and machine learning will enhance the capabilities of edge computing, 

allowing for more sophisticated data analysis and decision-making at the edge. 5G technology is poised to play a crucial 

role by providing faster and more reliable connectivity, further reducing latency, and enabling more seamless integration 

between cloud and edge components. Additionally, emerging standards and frameworks for cloud-edge orchestration will 

simplify the management of hybrid systems, making them more accessible and easier to deploy. As these technologies 

mature, the integration of cloud and edge computing is likely to become a cornerstone of future IoT solutions, driving 

innovation and efficiency across various industries. 

Figure 8: Future Cloud and Edge Computing 

(Source: https://www.sciencedirect.com/science/article/abs/pii/S0065245822000389) 

V. CONCLUSION 

The incorporation of IoT edge and cloud computing is a balanced method of effective data management with benefits 

including; flexibility in accommodating the huge amount of data storage, enhanced security as compared to central 

processing for IoT data, enhanced broad bandwidth utilization as well as minimized response time. However, there is a 

need for integrated cooperation and high-security measures to cover issues such as distributed architectural control, 

relatively limited computational capacity, and security threats. As artificial intelligence (AI), machine learning, and 5G 

technology continue to enhance edge computing, it seems that the prospects for the advancement of the cloud and the 

edge are good. More specifically, the serve IoT applications must be fully developed by continued research and 

development. 
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