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Abstract: - The Internet of Things (IoT) has become indispensable for reducing human intervention by interconnecting smart devices 

capable of data transmission and reception through the internet. However, the proliferation of IoT devices has led to heightened concerns 

regarding security and privacy, particularly in identifying and eliminating compromised or malicious nodes. In response, a light weight 

trust management system is proposed. Fog Trust features a multi level architecture comprising edge node, a trusted intermediary known 

as the trust agents, and fog layer. The agent facilitates communication between IoT node and fog layer for computational purposes, 

alleviating the computational burden on node and ensuring a reliable environment. By calculating the trust degree, the trust agent transmit 

it to fog layer, that employ encryptions techniques to uphold intigration. The encrypted data is shared with previous trust to add on, 

enhancing the accuracy of the trust degree. Evaluation of the trust management system  approach against potential attack such as 

GoodMouthig, and Bad-mouthng shows its efficacy in assigning low trust degree to malicious node across different scenario, even when 

network gets varying proportions of malicious node. 
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1. Introduction 

In between the data sources and cloud [Arpanet 20], fog computing operates by conducting computations, memory 

storage, and node communication through edge device, which regulate data flow between network such as router, 

switche, access device, gateway, and hub. Operating within a DIST network environment [Yi et al. 21], fog 

computing is nearly linked with cloud data center and edge node. It process specific data at edge fog node to send 

it to the cloud network, thereby here decrese the frequency [Yi et al. 22] and latency [Yi et al. 23] requirements. 

An essential advantage of fog computing lies in its enhanced security, as it furnishes local computing security as 

opposed to remote alternatives. 

This article introduces Trust Management System, a mechanism designed to identify and remove compromised 

and malicious nodes within IoT networks. Leveraging fog computing, the proposed system aims to ensure data 

integrity, thereby mitigating efficient the cyber attacks.To reduce computational burden on less capable nodes 

through trust evaluation conducted by a trust agent, the proposed approach enhances security and mitigates 

vulnerabilities originating from like nodes. 

The propose approach is succinctly summarize as follows: 

1. Proposed Trust management system employs a multi-level trust management framework to detect and eliminate 

suspected nodes exhibiting less trust. 

2. Integration of fog node into the framework facilitates encryption and preservation of trust integrity computed 

with fog nodes. 

3. The system accumulates current trust and previous trust to get Trust Degree of a node, bolstering resilience 

against attacks. 

The paper's structure is outlined as per the following: 

 - Section - 2 describes a survey of existing work and conducts a comparative study to elucidate limitation. 

- Section - 3  explains The functioning of the newly proposed Method, which also covers the suggested 

architecture, trust parameters and calculations, trust development, direct and indirect trust computation, and 

decision-making procedures.  

- Section 4 evaluates Fog Trust's performance in comparison to previous research and presents evaluation. 

- The paper is conclude in 5th Section.  
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2. Related Work 

This section summarizes the related works conducted by other researchers pertinent to the current research problem. 

Various trust management models for social IoT have been proposed, focusing on context-dependent trust 

computation, yet they lack robust validation against trust-related attacks, potentially compromising their security 

effectiveness 

Ref. Contributions Limitations 

24 A trust managment model is 

presented in social IOT that is 

context dependnt toCompute the 

trust. 

The propose trust model for  IoT, although context-dependent for trust 

computation, lacks validation against potential trust-related attacks, 

potentially compromising its effectiveness in ensuring security. 

25 Multi dimensional trust 

management Model is present to 

check the Trustworthines of FSP. 

Fog Service Providers (FSP) requires evaluation regarding its ability to 

mitigate suspected behavior of application within the fog environment, 

ensuring robust security against trust-related attacks. 

26 Utilize a light-weight mechanism 

which 

manage trust in Edge nodes 

Evaluation of suspecious nature of application entering the fog environment 

is necessary, which may pose a challenge in ensuring security against trust-

related attacks. 

28 Establishes a secure environment for 

fog applications by using a TM 

While the system generated security using a Trust Management  mechanism, 

achieving robust network security requires the implementation of a hybrid 

technique. 

30 Utilizes a fuzzy approach to 

evaluate trust in fog computing. 

While the lightweight mechanism manage trust in Internet of Thing Edge 

nodes, the system's performance improvement is hindered by the need for 

enhanced prediction capabilities. Without these capabilities, the system may 

struggle to effectively manage trust and mitigate vulnerabilities against 

potential attacks. 

 

31 Utilize a MAPE-K feedbak control 

loop of evaluations of trust level. 

The MAPE-K feedbck control loop facilitates Trus level evaluation, the 

requirement for trust calculation prior to the fog layer and data protection 

within the fog layer may introduce complexity and potential vulnerabilities. 

32 Utilize the COMITMENT approach 

security in fog computing. 

Although the COMITMENT approachs enhance securit in fog computing, 

the system's reliance on a Certification Authority (CA) for trust evaluation 

before the fog layer may introduce complexities and potential 

vulnerabilities, necessitating careful consideration for robust security 

implementation. 

33 T.W-T.M.S evaluate the trust level 

of Service Provider and then check 

the TD and SD 

The T.W. and T.M.S. evaluate the trust for Service Provider and then check 

the Trust Degre.However, simultaneous calculation of trustworthiness for 

SP and SD is needed, which may pose challenges in maintaining 

synchronization and accuracy. 

34 Utilize a rendom walk algorithms 

for the navigetion of trust 

relationship and parallelisation 

methods for attack detaction. 

It enhances the system's capabilities, the limitation arises in the extension of 

the work to include Trust Management (TM) for data entities. This extension 

is crucial for comprehensive security but may pose challenges in 

implementation and scalability. 

 

35 Utilize fuzzy logic of trust 

aggregation to handles uncrtainity in 

fog computing 

While utilizing fuzzy the logic addresses uncertainty, managing static node 

proves to be diffcult. This limitation may affect the ability to accurtely assess 

trust levels and handle trust-related attacks. 

Table 1: Comparison of different Literature 

3. Porposed Modelling  

3.1. The Proposed Trust Management System  

Three levels make up the suggested Fog Trust architecture: the collaborating edge nodes, the trust aggregators, 

and the trust offloading. The suggested architecture's functionality is displayed in As shown in Figure 1, the Fog 

Trust consists of communities divided into several domains, each of which has nodes that may communicate with 

one another to carry out particular duties. Each IoT node has an identity of its own, and the message file contains 

information about them, their community, and domain details. Another node sends information to the trust agents 

for the purpose of evaluating trust when a node requests communication from it. IoT gadgets like smart watches, 

smart cameras, and other connected devices make up the collaborating edge nodes, the trust aggregators, and the 

trust offloading.  
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Smartphones, computers with intelligence, sensors, and other Internet of Things devices that are able to produce 

and send data or information on their own [25]. In The trust aggregation layer the trust aggregator assesses the 

data's trustworthiness prior to transmission to the fog, establishing whether or not the information is reliable.  

 

Figure 1. The Trust Management System Architecture 

3.2. Parameters used for Trust Management System and Computation 

 The Figure 2 represents a hierarchical structure of Fog Computing Security centered around a Trust Management 

System. It encompasses four primary categories: Quality of Service (QoS), Quality of Security (QoSec), Economic, 

and Indirect Trust. Under QoS, it includes Total Blocking Time (TBT), Latency, Packet Loss Ratio, and Reliability. 

QoSec focuses on Confidentiality, Access Control, and Integrity. The Economic aspect is divided into Execution 

Cost and Migration Cost. Indirect Trust is based on Recommendations 

 

 

Figure 2. The proposed Fog Trust Model parameters 

3.3 Computation of Fog nodes Trust using parameters 

The trust parameters outlines a Weighted Multi-criteria trust model assigning weights to categories like QoS, 

QoSec, and Economic parameters. The trust factor is computed using specific formulas, incorporating parameters 

such as Latency, Packet Loss Ratio, Reliability, Execution Cost, and Migration Cost, and normalized for overall 

trust evaluation. 
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4. Results And Discussions 

4.1 Simulation Environment Implementation Setup 

The simulation involves a network with numerous devices, a specified duration, and a defined trust level. Devices 

are randomly distributed, have a set transmission rate, and include a significant percentage of malicious nodes. 

Parameters Value Parameters Value 

Network Coverage area 200 m2 

No. of device 600 

Duration of Simulation 100 (s) 

Trust Degree  0.0 to 1.0 

Defalt trust  0.5 

Distribution of Nodes  Randomly 

Rate of Transmission  6 to 8 Mbps 

Percentage of Suspicious nodes 50 to 75% 

Table 2: Simulation Parameters 

4.2. Trust Aggregation Analysis 

The result of applying the aggregation technique on the trust computation is shown in this section. The 

computation carried out without the aggregation process is compared to apply the calculated trust degree of the 

present to the previous trust.  

As seen in Figure 3, the trust degree computation is significantly impacted by the employment of the aggregation 

procedure, producing numbers that are more consistent.  
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Figure 3. Impact of Prior Trust Aggregation on Direct Trust Assessment  

4.2 Analysis of Detection Rate 

The comparison of the three papers—Fog Trust [2], SLA Trust [10], and ConTrust [13]—reveals that our proposed 

trust model demonstrates the highest trustworthiness. Through rigorous analysis, it shows significant 

improvements in reliability, security, and economic efficiency, outperforming the other models in maintaining 

robust trust metrics in fog computing environments.  

The detection rate is a critical performance indicator for any trust management system. In this paper, we suggest 

a method that increases the detection rate by combining  

present calculated trust with prior trust degrees will produce more accurate and trustworthy trust decisions. Each 

node in this simulated scenario contains a number of close neighbors who provide different services throughout 

time, and there are 70% malevolent and compromised nodes.  

 
 

Figure 4: Comparison of three trust model with proposed Model 

 

Figure 5. The Trustworthiness Comparison of Fog Trust with Exiting Approaches 

 

4.4. Good Mouthing and Bad Mouthing Attack 



J. Electrical Systems 20-3 (2024): 4352-4358 

4357 

Given section cover the comparative simulation outcome Vs good and bad mouthing attack. The trust has fixed 

threshold which fall between 0.0 & 1.0.Trust is set to 0.5 by default, and Time (s) is 100. To evaluate the 

effectiveness of the suggested strategy  

 

Figure 6: Result Analysis against Mouthing Attack 

We implemented three trust management strategies to guard against good mouth assaults.  

Figure 6 illustrates how trust levels decrease over time as the quantity of unfavorable recommendations rises.  

5. Conclusion 

Many companies use the Internet of Things (IOT), however IoT nodes sometimes find it difficult to maintain 

security on their own, leaving them vulnerable to many types of assaults. Many privacy and trust management 

procedures are in place to help reduce these concerns. Nevertheless, several aspects of central authority trust 

management, including trust agents, and central trust authority communications are overlooked by existing 

methods. When it comes to controlling trust in fog computing's communication with Internet of Things devices, 

the suggested Trust Management System works well. Although other trust management strategies have been put 

forth, they don't take into account the establishment of a centralised trust authority prior to the fog layer. By 

lessening the computing burden on IoT nodes, this centrally trust authority increase accuracy which reduces risk 

and offer standard security. The total no. of malicious node detected ranges from 50% to 75% in the suggested 

Trust Management System technique when compared to current methods.  
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