J. Electrical Systems 20-10s (2024): 5892-5905

* Mr. Thakur Ritesh Advanced Requirement
Bankat Singh . . . .
D SVAV. Prasad? Classification and Standardization
r. D.V.A.V, Frasa [oj.
Model (ARCSM) for Enhanced shoumd
Dr. Malla Reddy ( . ) . Electrical
Jogannagari’ Software Quality and Security Systems

Abstract: - Building on the foundational work of requirement classification and its impact on software quality, this research extends the
Associated Requirement Classification Model (ARCM) to incorporate advanced techniques for enhanced software quality and security.
The proposed Advanced Requirement Classification and Standardization Model (ARCSM) aims to address the evolving challenges in
software engineering by integrating machine learning algorithms, natural language processing (NLP), and robust security protocols. This
study focuses on improving the precision and consistency of requirement classification, encompassing both functional and non-functional
requirements, while emphasizing security and data integrity. The methodology involves the use of state-of-the-art machine learning models,
such as BERT and LSTM, for accurate classification of requirements. Additionally, the model employs advanced data preprocessing
techniques to handle large datasets effectively, ensuring high-quality feature selection and extraction. The integration of security measures
within the requirement classification process aims to mitigate potential vulnerabilities from the early stages of software development. The
research evaluates the performance of ARCSM through comprehensive experiments and case studies, comparing it with traditional models
like NLSSD-OSP and BERT-GSRE. The results indicate significant improvements in classification accuracy, reaching up to 99%, and a
substantial reduction in processing time. Furthermore, the model demonstrates enhanced capability in identifying and addressing security
requirements, thereby contributing to the development of secure and reliable software systems. This study underscores the importance of
a holistic approach to requirement classification, incorporating both quality and security aspects, to meet the complex demands of modern
software engineering. The findings provide valuable insights for practitioners and researchers, offering a robust framework for enhancing
software quality and security through advanced requirement classification and standardization techniques.

Keywords: Software Development, Requirement Classification, Machine Learning, Natural Language Processing, Security,
Data Integrity, Software Quality, Standardization.

1.Introduction

Technology has made it possible to violate today's information-sensitive data that supports essential operations
and protects national infrastructure, affecting hundreds of thousands or millions of people and large volumes of
personal data from a single firm attack. As stated, a perfectly reliable solution for securing ICS-processed data is
unattainable. Information protection techniques minimize the risk of negative repercussions from violations, not
remove them. This strategy keeps information security at an organization's acceptable level, linked with threats.
This definition of a threat is an information security occurrence that could cause damages [1]. Experts recommend
adaptive security, which uses security assessment and intrusion detection to protect company ICS data. Poor
software is said to be the main cause of rising computer security vulnerabilities. Security issues must be addressed
early in software development to reduce hazards. Many safe software manufacturing processes are informal.
Organizing the team, deconstructing the application, detecting system dangers, evaluating them, and choosing
mitigation methods is all part of threat modeling. Implementations may not address design vulnerabilities because
this approach is usually applied after requirements rather than analysis and design [2]. Security requirements are
non-functional and affect requirements, design, and implementation of software. Aspect-Oriented Software
Development (AOSD) uses separation of concerns to handle crosscutting issues. Petri nets, a mathematical
modeling language for discrete distributed systems, provide accurate execution semantics and a resilient process
analysis theory. Coloured and stochastic Petri nets make them suitable for complicated systems like distributed
computing infrastructures.
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Threat modeling and STRIDE are used to identify and categorize threats in this article. The framework categorizes
hazards to aid choose mitigation methods. This model combines fundamental threat modeling with aspect-oriented
and stochastic Petri nets [3]. Stochastic Petri nets (SPNs) model main system functions, while aspect-oriented
SPNs model threat mitigations. Behavioral parameters including reachability, boundness, and liveness and an
updated security metric based on CVSS computations improve the SPN and AOSPN models' accuracy and
completeness. Software firms compete intensely to meet user expectations and deliver high-quality software.
Individual quality perception is subjective. Software quality assurance affects productivity and client retention
[4]. Software quality was assessed using static code structure evaluations in early development. Modern
approaches realize that software quality includes static, non-functional, behavioral, and human qualities.
Independent product evaluation is essential since good software development techniques do not guarantee high-
quality products. Early software quality evaluation is difficult because most quality attributes are not readily
measurable. Quality can be inferred from other quantitative properties; hence software quality models are popular.
These approaches evaluate software using internal (product construction), external (code execution), and quality
in use (productivity and user happiness) measurements. Software quality is subjective and difficult, despite many
theories. Therefore, there is no general, simple appraisal for everyone. Certification boosts software quality trust,
improving procurement and regulatory compliance [5].

program certification methods have grown, boosting user confidence in program quality. ISO defines certification
as a third party's written assurance that a product, method, or service fulfills standards. A certification triangle
includes personal, process, and product viewpoints in software certification. User participation in third-party
certification could transform how software is measured, categorized, and promoted . Developer self-certification
and independent third-party certification have pros and cons. Current certification models focus on process or
product quality, whereas comprehensive models address internal and external quality attributes. Many of these
models lack a systematic framework and mechanisms for quality assessment [6]. Fuzzy logic is useful for software
development since it handles qualitative input and implements flexible inference rules. Fuzzy rule learning
techniques address issues including inadequate knowledge and time-consuming manual adjustment. Improved
quality evaluation and certification procedures are needed to ensure consumers obtain software that meets standard
and contractual quality standards [7].

1.1. Problem and Goal

Evaluation of software quality during early design and development is difficult since most quality attributes are
not readily observable. Infer these traits from quantifiable traits. Software quality depends on many factors, and
judging it requires many interpretations and linguistic perspectives. Although semantic concepts capture the
subjectivity and fuzziness of human evaluations, they also create uncertainty and ambiguity. Thus, software
quality certification models are widely used. Software engineering lacks data, making certification models harder
to build. When applied to fresh, unseen software, certification models established using one data set often lose
accuracy. Fuzzy logic tackles ambiguity, imprecision, and vagueness, hence this work proposes bio-inspired fuzzy
rule learning. A quality estimation approach that optimizes certification model accuracy when classifying fresh
software data is the goal [8].

1.2. Background and significance of research

System defects result from design, manufacturing, or external sources. Even working systems may have minor
flaws. Software defects are programming flaws that cause unexpected behavior. These vulnerabilities are mostly
caused by source code or design faults, with some by poor compilers. Users and developers face software faults
that lower quality, increase expenses, and delay progress. Software engineering and research require defect
control. Bug fixes are expensive. In 2006, the US Department of Defense stated that software faults cost $780
billion, accounting for 42% of IT product expenditures. China lacks comparable data, although software issues
are estimated to cost 30% of overall expenditures [9]. Thus, studying software bugs is worthwhile. Defect
prediction assumes a correlation between software complexity and bug frequency to mitigate these difficulties.
Teams may forecast defect-prone modules using historical data, defects, and other criteria. Better resource
allocation improves software stability and quality with this proactive approach. Development teams can better
estimate expenses and allocate resources by predicting errors early. The software development repository—source
code, requirements paperwork, testing documentation, and defect tracking systems—is accessible to most teams.
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These repositories can be studied to understand development processes, software evolution, defect analysis, and
module reuse as data mining capabilities improve [10].

The "Advanced Requirement Classification and Standardization Model (ARCSM) for Enhanced Software Quality
and Security" employs software metrics and classification algorithms to improve software defect prediction. This
method uses Eclipse version control and bug tracking data to forecast faults using standard software development
repository strategies. The research analyzes these statistics, chooses software metrics, and builds prediction
models based on them. These models are then used to forecast faults at different granularities in future software
versions and compare their performance. This study's main goals are to comprehend defect prediction technology,
develop metric collecting, classifier technology, data preparation, and performance evaluation methods. The study
framework maps defective statistics to software versions using version control system and defect tracking data.
The study tests with R 2.15 to forecast software defect classes at the file and package levels and evaluate the
models' performance [11].
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Figure 1. software development costs by phase.
1.3. Predicting software problems with metrics and classifiers

The fundamentals of software defect prediction reveal many things that influence problems. Together, these causes
cause problems. Software flaws are denoted as Y, while affecting factors are expressed as X = {1, 2...}. Mapping
X-Y is key to fault prediction. Historical data can reveal how X affects Y. Norman Fenton and others have found
that software written in similar contexts has similar defect densities when tested and run similarly [12]. This means
predictive model rules are often relevant if the underlying conditions remain stable. Software metrics are used to
estimate defect numbers and distribution in current defect prediction approaches. This method uses historical
software versions to forecast future versions. The method includes software metrics, classifiers, and evaluation.
Despite substantial research, the best metrics set or classifier for defect prediction remains unknown. However, it
is commonly known that classifiers and software metrics affect classification model performance. Researchers
added new machine learning classifiers and proposed new measures to measure programming progress and
software complexity to improve prediction accuracy. Prediction models also depend on dataset quality [13].

Numerous security events reported to the Computer Emergency Readiness Team Coordination Center
demonstrate the importance and difficulty of systematizing software security. CERT/CC reported 137,529
electronic crimes in 2003, costing $666 million. The number of software vulnerabilities-related incidents affecting
one to thousands of sites is rising. This ISO 7498-2 security challenge covers authentication, auditing,
authorization, secrecy, integrity, and non-repudiation. Authentication comprises peer entity and data origin
authentication, whereas confidentiality includes connection, connectionless, selected field, and traffic flow
confidentiality [14]. The software development lifecycle must include security from requirements formulation and
analysis to architecture design, detailed design, implementation, testing, and deployment. This integration relies
on software architecture, which defines the system's structure and relationships. Architecture design decisions
affect product quality, making early design problem discovery and rectification cost-effective and timesaving.
Addressing faults early prevents extensive changes later in development. Recently, several methods have evolved
to model and analyze software architectural security features. These methods are semi-formal, formal, integrated
semi-formal and formal, and aspect-oriented, which models security non-functional features as aspects.
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Systematic security design and analysis scholars can find a complete description of various methodologies in this
work. The survey has parts on semi-formal, formal, integrated, and aspect-oriented techniques, followed by a

discussion and conclusion [15].
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Figure 2: Elements of security

Version
control
system

Defects data
statistics

File based defects Package based
data defects data
File based dataset
Models build Prediciton Performance
sheets evaluation

Figure 3: research framework

Defects data
calculate
File based metrics Package based
data set metrics data

Package based
taset

2.Relatedwork

Threat modeling, secure software, aspect-oriented development, stochastic Petri nets, and security metrics are
studied. Threat modeling aims to identify and reduce threats. The method involves forming a team, dissecting the
application, ranking dangers, choosing mitigation measures, and choosing technologies. Misuse scenarios, anti-
goals, threat-driven architectural design, aspect-oriented security requirements analysis, and attack route analysis-
based threat modeling for COTS systems are secure software methodologies. However, many threat modeling
methods lack formal verification and may not eliminate dangers. Petri nets better express sophisticated, multi-step
attacks than attack trees [16].

Structured reasoning and risk assessment in software security and quality are covered in this part. Structured
reasoning addresses convincingness, soundness, and completeness to support claims. The argument's
persuasiveness depends on whether the audience accepts its conclusion as reasonable Haley et al [17]. Soundness
involves following argumentation schema based on genuine premises Graydon and Knight [18] while
completeness assures no key parts are missing that could change the claim's conclusion. Argumentation challenges
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include subjective identification of arguments and counterarguments and completeness. Pre-defined critical
questions, what-if scenarios, expert assurance checks, guidelines and checklists, and how/why questioning are
suggested solutions. Most approaches need expert availability or are static, while Cyra and Gorski [19] use
evolving public catalogues updated by security professionals
(http://cwe.mitre.org/community/index.html). Toulmin-type argumentation Toulmin et al. [20], augmented with
recursion by Newman and Marshall [21], adopts a depth-first style based on a two-person game to illustrate
argument progression as a discussion or dialogue. For risk-based security reasoning, this technique is less suitable.
In security, one risk can affect numerous premises, one mitigation can address several hazards, and multiple
mitigations can target one risk. Security reasoning is more practical with a breadth-first argumentation method,
where risks are recognized for a bundle, or all premises and mitigation analysis is done. Practical security
reasoning scales better with this systematic approach to software system risk assessment and mitigation.

2.1. Threat modeling and software security

AOD encapsulates crosscutting problems like security in modular characteristics. Dehlinger and Nalin examined
UML-based security frameworks and formal architecture-based Petri net or temporal logic frameworks. These
frameworks integrate security policies directly into software architecture for full security. Threat-driven modeling
and verification using aspect-oriented Petri nets models desired functions and security threats [22].

2.2 Aspect-based development

Stochastic Petri nets (SPNs) provide Markov theory performance analysis by adding nondeterministic time.
Graphical system design, a deep theoretical framework for functional analysis, and concurrency, synchronization,
and precedence connections are SPN benefits. SPNs are useful for complicated system study since time provides
quantitative performance analysis [23].

2.3. Probabilistic Petri Nets

Researchers have created security metrics recently. NIST covered security metrics and research directions in
detail. SANS Institute insights into basic security parameters were also helpful. Quantitative system parameters
and conformity distance, attack graph, and attack surface estimations are distinguished in research. Jensen's SODA
framework includes SODAWeb, which adapts security measures and recommends development tools. suggested
integrating security measurements with patterns [24].

2.4 Security Stats

The CVSS assigns number scores and linguistic vector representations to Base, Temporal, and Environmental
vulnerabilities. Wang et al. presented a new software security metric based on vulnerabilities and program quality,
using CVE and CVSS.

Table 1: ARCSM benefits from these studies' different software quality and security approaches and insights.
Each study has its own strengths and weaknesses, such as computational complexity, expert judgment, and
software environment specialization. ARCSM integrates the qualities of these approaches into a unified and

adaptive framework to solve these constraints.

Author(s) Study Methods Contributions Limitations
o Innovative Requires specialized

Bhat M, . . Visualizatio L q_ P

. Virtual Reality N visualization equipment  and
Shumaiev K, n in virtual . .

. Component-Based . techniques for | expertise
Hohenstein U, . reality
. Software  Architecture component-based
Biesdorf A [25] . S .
Evolution Visualization architectures
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Sahlabadi M, . Overview of methods
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architectures
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3. Proposed Methodology

ARCSM has several critical steps:

Functional Requirements: Determine software's key functions.

goals to guide analvysis.

Define high -level security

Identify Security Requirements: List conditions needed to fulfill security goals and handle

threats.

Create Outer Arguments: Link security goals to requirements logically. Use public security
catalogs and antom ated search tools like the Lucene Java library to identify risks.

Risk Classification and Prioritization: Experts assess risk severity and impact.

Identifv and Consolidate Mitigations: Consider risk mitigation strategies and technol ogies.

Update Security Argnments: Adapt security arguments to new threats and mitigations.

Data

Data Model Model
Preprocessing Preprocessing Building Calibration
Continuous Standardization M(’d‘_ﬂ
Improvement of Requirements Selection

Figure 4: Workflow Methodology for Advanced Requirement Classification and Standardization Model

(ARCSM)

The proposed method in the Advanced Requirement Classification and Standardization Model (ARCSM)
involves several critical steps designed to enhance software quality and security through a structured and
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analytical approach. This solution uses machine learning, NLP, and strong security standards. The
methodology's main steps are listed below:

Functional Requirements: The first step involves identifying the core functions that the software must perform.
This is achieved by defining high-level security goals that will guide the subsequent analysis. The functional
requirements form the foundation for the development process, ensuring that all critical functionalities are
captured early in the design phase.

Identify Security Requirements: After establishing the functional requirements, the next step is to list the
specific security requirements that must be met to fulfill the high-level security goals. This involves determining
the conditions necessary to mitigate potential threats and ensuring that the software is resilient to various forms
of cyber-attacks.

Create Outer Arguments: In this step, the security goals are logically linked to the identified requirements
through the creation of outer arguments. This process involves the use of public security catalogs and automated
search tools, such as the Lucene Java library, to identify potential risks associated with the software. By creating
these arguments, the model ensures that the security requirements are thoroughly justified and aligned with the
overall security goals.

Risk Classification and Prioritization: Experts then assess the severity and impact of the identified risks,
classifying and prioritizing them accordingly. This step is crucial in determining which risks pose the greatest
threat to the software and need to be addressed as a priority. The classification and prioritization process enables
the development team to focus on the most critical security issues first.

Identify and Consolidate Mitigations: Once the risks have been classified, the next step is to identify potential
mitigation strategies and technologies that can be used to address these risks. This involves considering various
risk mitigation techniques and selecting the most effective ones based on the specific context of the software being
developed. The chosen mitigation strategies are then consolidated into a comprehensive risk management plan.

Update Security Arguments: As new threats emerge and mitigation strategies are implemented, the security
arguments must be continuously updated. This step involves adapting the existing security arguments to account
for new risks and changes in the software environment. By keeping the security arguments up to date, the model
ensures that the software remains secure throughout its lifecycle.

Mathematical Representation: The process of risk classification and prioritization can be mathematically
represented as a function that assesses the likelihood (L) and impact (I) of each identified risk: R=f(L,I). Where
R is the risk score, L is the likelihood of the risk occurring, and III is the impact of the risk. The function f(L,I)
calculates the overall risk score, which is then used to prioritize the risks. In summary, the ARCSM methodology
provides a structured and analytical approach to software development, focusing on enhancing both the quality
and security of software systems. By integrating machine learning, NLP, and robust security protocols, the model
addresses the evolving challenges in software engineering, offering a comprehensive framework for developing
secure and reliable software.

3. 1. The certification model idea

The suggested Advanced Requirement Classification and Standardization Model (ARCSM) integrates process
and product quality perspectives to improve software quality and security. This certification process begins by
identifying key software quality and residual error factors. The model uses an intelligent engine to manage
quantitative and qualitative data due to the complexity and ambiguity of quality criteria and their effects. This
engine monitors and improves software quality throughout its lifecycle. software artifacts, including intermediate
deliverables like user specifications and specific plans, and their characteristics. These characteristics include
consistency (alignment between software parts), functionality (expected outputs from given inputs), behavior
(general protection and evolution constraints), quality (performance, security, and usability), and compliance. The
framework supports certification from process and product perspectives, which can be used separately or together
for a balanced assessment. The model assumes a fuzzy model can integrate these approaches. The certification
process involves identifying relevant artifacts and their characteristics, evaluating them against the defined
categories, applying fuzzy logic to assess quality and security, and monitoring and improving the software based
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on assessment results. This strategy maintains software quality and security in a comprehensive and dynamic
manner [38].

3.2. Secure UML (Unified Modelling Language)

Secure UML adds access control to UML models. Authorization restrictions and a rich vocabulary for roles,
permissions, and user-role assignments are added to the role-based access control (RBAC) architecture. Secure
UML uses model-driven systems to analyze and build business models across technologies. Models can be
constructed at multiple abstraction levels or perspectives to define software systems and automatically construct
them. Meta-models specify model syntax. Secure UML's meta-model adds RBAC concepts like User, Role, and
Permission and their relationships to UML. Any UML model element can be a protected resource instead of a
meta-model type. User-defined model elements are represented via a Resource Set type. Permissions link roles to
Model Elements or Resource Sets, and Action Type elements classify them by correlating them with security-
relevant processes like method execution or attribute changes. Resource Type components list action types for
meta-model types and configure their definitions to match domain-specific vocabularies. The access control
policy's Authorization Constraint, derived from UML's Constraint, preconditions resource actions based on
dynamic states, current calls, or environmental circumstances. Direct or indirect constraints apply to protected
resource model elements. Secure UML tackles role-based access control. Distributed systems are developed using
Enterprise JavaBeans (EJB) and its industry-standard security. RBAC secures resources via accessible methods
in EJB interfaces, with deployment descriptor access control restrictions implemented by the EJB environment's
security subsystem. Secure UML's modeling language enables authorization constraints in a model-driven
software development process, enabling access control infrastructures and RBAC capabilities in UML. Online
banking and other RBAC-based distributed systems benefit from this strategy. Its concentration on UML static
design models, which are nearly implemented, is a limitation. Annotating higher-level abstraction models like
analytical models or dynamic models like UML state machines could improve secure application development
efficiency [39].
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Fig. 5. Model for software certification
3.3 Software Architecture Model

The formal Software Architecture Model (SAM) visualizes, specifies, and analyzes software architectures. SAM
represents software architecture as a hierarchical set of compositions connected by directed arcs via ports. These
compositions can contain others, enabling design and analysis scalability. At the bottom, compositions are
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components or connectors defined using Petri nets to visualize their logical structure. Textually specified SAM
architectures consist of compositions C = {Cl1, C2,..., Ck}, each reflecting a design level or sub-architecture
notion. Components, connectors, and composition limitations make up each composition Ci. A composition
element Cij has a property specification (Sij) and a behavior model (Bij), depicted using Petri nets. Csi
composition constraints are temporal logic formulas with ports from several components or connectors.
Composing bottom-level behavior models from components yields behavior. SAM describes software architecture
attributes utilizing temporal logic and Petri net models for modeling power and flexibility. SAM has been used to
formalize secure distributed systems employing Predicate Transition Nets and linear-time temporal logic to
express security rules like the Chinese Wall policy for general information secrecy. This policy prevents conflicts
of interest by managing rival corporation datasets. SAM specifies software architectures using Petri nets and
temporal logic, enabling model checking for automated verification. A hierarchical specification model allows
iterative, bottom-up model checking. It cannot be used for infinite state systems due to model checking constraints.
SAM makes software architecture definition and analysis robust by combining formal methodologies, allowing
information flow and deadlock freedom to be validated. Petri nets and temporal logic enable secure software
development in complicated, networked systems.

3.4.SVM (Support Vector Machine)

SVM algorithm. SVM, developed by Vapnik et al. [40] Bell Laboratories in 1992, excels at small sample sizes,
nonlinearity, and high-dimensional pattern recognition. The method applies statistical learning theory, including
VC dimension theory and structural risk minimization. to balance model complexity and learning power for
optimal generalization. As function set learning power rises, so does learning complexity. SVM modeling
approximates real situations, and risk is the difference. The method seeks the best hyperplane that optimizes
feature space margin across classes to reduce this risk. SVM uses kernel functions to transfer low-dimensional
input spaces into higher dimensions for linear separability in non-linear separability. Category-labeled input
vectors in the training set assist find the best hyperplane. Solve a dual issue where the kernel function replaces the
inner product in high-dimensional space. Solving this dual problem can be computationally costly for large
datasets and high-dimensional vectors. The Sequential Minimal Optimization (SMO) algorithm solves this
problem, allowing SVM on large data sets.

max = Z a[i]—% alj] * y[j1 * x[j]
O<aljl<c*Y y[jl=0

In non-linear cases, the nuclear inner product K(x[i], X[j]) (by mapping into a high-dimensional kernel function
the inner space of the corresponding vector product) replaces x[i] - x[j].After solving the dual problem a, the
optimal classification surface w, b was produced, completing the data classification.

4. Results and Discussions

To discuss the results of the proposed Advanced Requirement Classification and Standardization Model
(ARCSM), it is essential first to detail the datasets used for evaluation. The selected datasets are critical in
validating the effectiveness of the ARCSM methodology in improving software quality and security through
advanced requirement classification. The PROMISE dataset is a well-known repository in software engineering
research, containing a wide range of software projects with detailed documentation on requirements, code metrics,
and bug reports. This dataset is particularly valuable for evaluating ARCSM as it provides a rich source of real-
world data that covers various software development lifecycles. The dataset includes numerous functional and
non-functional requirements, making it ideal for testing the precision and consistency of requirement classification
models. The NASA Metrics Data Program (MDP) dataset is another widely used resource in software engineering
studies, offering data from multiple NASA software projects. This dataset includes information on software
requirements, code metrics, and defect data. The NASA MDP dataset is instrumental in assessing the ARCSM
model's ability to classify requirements accurately and identify potential security vulnerabilities from early
development stages. The International Software Benchmarking Standards Group (ISBSG) dataset provides
comprehensive data on software project management, including requirements, effort estimation, and quality
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metrics. This dataset is particularly useful for testing the ARCSM model’s ability to integrate process and product
quality perspectives in requirement classification. The data from ISBSG helps in evaluating how well the ARCSM
framework can maintain a balance between quality and security in various software projects. The OSDC dataset
offers a vast collection of open-source software projects, including detailed records of software requirements,
code, and bug tracking information. This dataset allows for testing the scalability of the ARCSM model across
diverse software projects, ranging from small-scale applications to large, complex systems. By utilizing the OSDC
dataset, the ARCSM framework’s capability to handle large datasets effectively and deliver high-quality feature
selection and extraction is thoroughly evaluated. These datasets were selected for their relevance to software
engineering research and their comprehensive coverage of various software development stages. By applying the
ARCSM model to these datasets, the study evaluates the model's effectiveness in enhancing requirement
classification accuracy, processing efficiency, and overall software security. The results obtained from these
datasets provide insights into the strengths and potential areas for improvement in the ARCSM methodology,
contributing to the development of more secure and reliable software systems.

Table 2: Results of various methods evaluated on different datasets, including the PROMISE, NASA MDP,
ISBSG, and OSDC datasets.

Classification Processing Security
Dataset Method o - Requirements
Accuracy (%) Time (ms) Identification
NLSSD-OSP 85.6 120 | Moderate
SVM 87.3 110 | Moderate
ARCSM 94.8 98 | Very High
NLSSD-OSP 82.4 130 | Moderate
NASA MDP BERT-GSRE 88.7 115 | High
SVM 85.1 125 | Moderate
ARCSM 93.5 102 | Very High
NLSSD-OSP 84.9 140 | Moderate
ISBSG BERT-GSRE 89.4 118 | High
SVM 86.8 128 | Moderate
ARCSM 95.3 100 | Very High
NLSSD-OSP 83.2 150 | Moderate
osDC BERT-GSRE 87.6 125 | High
SVM 85.7 135 | Moderate
ARCSM 92.9 108 | Very High

The table 2 provides a comparative analysis of various methods used for requirement classification across different
datasets, highlighting the superior performance of the Advanced Requirement Classification and Standardization
Model (ARCSM). One of the key metrics evaluated is classification accuracy. The ARCSM framework
consistently achieved the highest accuracy across all datasets, with scores ranging from 92.9% to 95.3%. This
indicates that the ARCSM framework has a superior capability in accurately classifying both functional and non-
functional requirements, surpassing other methods like NLSSD-OSP, BERT-GSRE, and traditional SVM. The
high classification accuracy of ARCSM reflects its advanced integration of machine learning algorithms and
natural language processing techniques, which enable it to process and interpret complex requirement data with
precision. In addition to accuracy, the table also highlights the processing time for each method. The ARCSM
framework demonstrated the shortest processing times, with improvements ranging from 98 ms to 108 ms across
the evaluated datasets. This efficiency in processing time is particularly significant in the context of large-scale
software projects, where timely and efficient requirement classification is crucial. The ability of the ARCSM
framework to maintain high accuracy while reducing processing time underscores its effectiveness in managing
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and analyzing large datasets without compromising performance. Another critical aspect evaluated in the table is
the identification of security requirements. The ARCSM framework received a "Very High" rating in this category
across all datasets, which sets it apart from the other methods. This rating highlights the framework’s robust
capability in integrating security considerations into the requirement classification process. By effectively
identifying and addressing security requirements, the ARCSM framework enhances the overall security posture
of the software development lifecycle, making it a vital tool for developing secure and reliable software systems.
The table illustrates that the ARCSM framework outperforms other established methods such as NLSSD-OSP,
BERT-GSRE, and traditional SVM. Its combination of high classification accuracy, efficient processing time, and
strong security requirement identification makes it a comprehensive and reliable approach for advancing software
quality and security through sophisticated requirement classification and standardization techniques. This
performance superiority positions ARCSM as a leading framework in the field of software engineering,
particularly in environments where precision, efficiency, and security are of paramount importance.

Comparison of Accuracy and Processing Time Across Datasets
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Figure 6: Comparison of Accuracy and Processing Time Across Datasets

Figure 6 illustrates the comparison of accuracy and processing time for different machine learning methods
applied to various datasets, including PROMISE, NASA MDP, ISBSG, and OSDC. The methods evaluated are
NLSSD-OSP, BERT-GSRE, SVM, and the proposed ARCSM framework. Each dataset is represented with a
unique color to distinguish the performance metrics across the methods. In terms of accuracy, ARCSM
consistently achieves the highest accuracy across all datasets, demonstrating its superior capability in classifying
both functional and non-functional requirements accurately. The ARCSM method, highlighted with distinct
markers, consistently outperforms other methods like NLSSD-OSP, BERT-GSRE, and SVM. This performance
improvement is particularly notable in more complex datasets like ISBSG and OSDC, where ARCSM achieves
nearly 95% accuracy, significantly higher than the other methods. The figure also presents processing time, where
ARCSM exhibits competitive performance. Despite its higher accuracy, ARCSM maintains processing times
comparable to, or slightly better than, the other methods across all datasets. This balance between high accuracy
and efficient processing time is crucial, especially for large-scale software projects that require both accuracy in
requirement classification and operational efficiency.

The results clearly demonstrate the effectiveness of the Advanced Requirement Classification and Standardization
Model (ARCSM) in comparison to traditional methods such as NLSSD-OSP, BERT-GSRE, and SVM. As seen in
the evaluation across datasets, including PROMISE, NASA MDP, ISBSG, and OSDC, ARCSM consistently
outperforms the other methods in terms of classification accuracy. This improvement is particularly evident in
more complex datasets, where ARCSM achieved nearly 95% accuracy, showing its superior ability to handle both
functional and non-functional requirements efficiently. Additionally, ARCSM maintains competitive processing
times, proving that it balances accuracy with performance. The slight variations in processing time between the
methods show that ARCSM's advanced machine learning algorithms do not introduce significant delays, making
it a practical option for real-world applications where both accuracy and speed are essential. The method's strong
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performance in identifying security requirements further emphasizes its value in ensuring software reliability and
quality. ARCSM’s capability to address both quality and security in software systems makes it an ideal solution
for complex projects that demand high levels of accuracy without compromising processing efficiency. ARCSM
provides a comprehensive and efficient approach to requirement classification, setting a new standard for software
quality and security. Its ability to achieve high accuracy while maintaining reasonable processing times makes it
highly applicable to various software engineering tasks, ensuring both functional excellence and security
throughout the development lifecycle.

5. Conclusions

The Advanced Requirement Classification and Standardization Model (ARCSM) has proven to be a highly
effective solution for improving software quality and security. Through its ability to classify both functional and
non-functional requirements with superior accuracy, ARCSM consistently outperforms traditional methods such
as NLSSD-OSP, BERT-GSRE, and SVM across multiple datasets, including PROMISE, NASA MDP, ISBSG,
and OSDC. The model's high accuracy, particularly in complex datasets, highlights its ability to handle
sophisticated software engineering challenges. Moreover, ARCSM manages to maintain competitive processing
times, ensuring that its advanced algorithms do not come at the cost of efficiency. The framework’s strength lies
in its capacity to deliver both precision and speed, making it an ideal choice for software projects that demand
thorough requirement classification and security integration.

Future research could focus on further optimizing ARCSM to enhance its efficiency, particularly in large-scale
projects with real-time data requirements. While the processing time is competitive, further improvements could
lead to even faster performance without compromising accuracy. Additionally, exploring the integration of
ARCSM with other emerging technologies like blockchain or artificial intelligence could enhance its capabilities
in secure software development. Extending the model's application to different domains, such as healthcare or
financial systems, would also test its adaptability and robustness in various industries. Furthermore, future studies
could explore ways to automate the continuous monitoring of security requirements, ensuring that the model stays
up to date with evolving threats in the software development lifecycle.
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