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Abstract: Generative artificial intelligence technology advancements have made it easy to generate fake news. Online community
platforms like social media have made propagation of such fake news faster and more convenient. We have witnessed the social impact
of such fake news in the past few years. In the literature, a Generative Adversarial Network (GAN) is used to detect text-based fake
news based on structured data with the supervised learning approaches. However, we have observed that most large-scale online data
are unstructured and can not be used with the supervised learning approaches. In this paper, we have used an auto-encoder to select the
features from the unstructured data and feed them to GAN.
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1.0. INTRODUCTION
Nowadays, people depend on the Internet and social media platforms to get their news on a daily basis due to low
expenses, speedy information access and fast information spreading, because they provide speedy and unfettered
dissemination of news.The term “fake news” describes information that is made up to mislead the public and has a
detrimental impact on both the person and the entire society. The fake news intentionally misleads others with inaccurate
or biased information for personal gain, which has a negative impact on public opinion and societal stability. The subject
of internet false news has grown in prominence, particularly since the 2016 presidential election in the United States[1],
[2]. In the opinion of Zhang and Ghorbani[3], misleading political comments and claims can freely manipulate voters.
Study shows that rumors are spread more quickly than facts, which have an adverse effect on society politically, socially,
and economically. Humans make decisions based on the information available. If the news is fake, then they will make
wrong inferences and that will make them less efficient to rely on any data available[4]. The quality of news is distributed
on a much lower level than by traditional methods because of the lack of restriction by authorities. There is a lot of noise
and fake news in the online information environment.
The creation of fake news is not restricted to humans, but also to intelligent machines, as internet grows. A range of tools
are therefore created to determine whether news being published or circulated is true or fake by varying degree of
precision.
In the initial work to detect whether the news is fake or real, a traditional supervised approach was implemented with
labeled datasets. However, only extracting linguistics features from the text, requires a large labeled dataset, which is not
widely available. Another problem is to get manual explanations of the predicted results which is a labor-expensive and
time-consuming task. Individual users’ network and chronological behavioral patterns are frequently learned as a result
of their use of network and spatial characteristics. The technique’s effectiveness is sometimes reliant on the persistence
of users’ network layout and behavioral habits. Also, Other than being difficult to sum up among natural languages,
techniques that use information on content would be driven by subject drift.
The below image 1 shows the different taxonomy for fake news detection with a deep learning approach.
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To overcome the limitations of the supervised machine learning approach, we have introduced fake news generation and
detection utilizing autoencoders and GANs with low amounts of loss. Our formed methodology initially produces
highdimensional feature vectors from the unlabeled news dataset. Then, using a generator, fake news is produced using
these feature vectors that were put into a generative model. To recognize machine-generated news, we concurrently trained
a discriminator. Our method is highly automated and sturdy since it uses unsupervised learning and does not require
labeled data to produce or identify fake news.

2.0. LITERATURE SURVEY

Due to the machine’s ability to perform tasks that resemble those done by humanity through hierarchical learning, deep
learning has caught interest. Nevertheless, in order to get high-quality performance and attain the desired job in such a
field, adequate representation learning is required. Generative adversarial networks are an emerging research topic
nowadays. The paper written by lan J. Goodfellow et.al. is the base of understanding of GANs[5]. In the proposed
approach, the adversarial network is introduced where a discriminative model builds the ability to distinguish samples
from the model distribution from samples from the data distribution. The discriminative model is comparable to the police
trying to find forged currency, whereas the generative model might be compared to a group of forgers trying to make false
money and utilize it secretly. In the aforementioned usecase, competition forces both teams to refine their techniques until
the fakes can no longer be distinguished from the actual thing [5], so both generator and discriminator adopt the currently
popular deep neural network[5], [6]. GAN optimization is a minimax game procedure, with the goal of reaching Nash
equilibrium[7], whereby the generator is regarded to have approximated the spread of real samples.

The paper on deep convolutions GANs developed the GANs for generating new images from original images which work
as feature extractors for supervised tasks. GANs offer an interesting substitute for maximum likelihood methods. With
the exception of the output layer, which utilizes the Tanh function, the generator uses ReLU(Rectified Linear Unit)
activation. We found that the model was able to learn to saturate and cover the training distribution’s color space more
quickly when a bounded activation was used. Leaky rectified activation performed well within the discriminator,
especially for higher-resolution models [6]. Recently published research [8], [9], and [10] has shown their capacity to
learn data distributions and perhaps produce fake image-based data. However, as such networks were created to cope with
continuous information rather than discrete data[11], they are unfit for use with text sequences. Some studies have used
Gumbel-Softmax differentiation [12], reinforcement learning (RL) [13], or tailored training objectives [14] to attempt to
address this issue. The purpose of this study is to examine and talk about the methods listed above that are specifically
used for text-generating tasks. To build their architecture, the RelGAN [15] proposed a Relational Memory-based
generator, a Gumbel-Softmax relaxation, and a multi-embedded representation discriminator. Their studies evaluated
state-of-the-art designs (MLE, SeqGAN, RankGAN, and LeakGAN) to real datasets like COCO Image Captions and
EMNLP2017 WMT News as well as synthetic data produced by an Oracle LSTM [16]. Below are the benchmark datasets
used in the study of detecting fake news.
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Weibo

Datasets:
Fake news
Weibo
Twitterl5
Twitter16
LIAR
PHEME
KaggleFN
FNC-1
PolitiFact
FakeNewsNet
News Aggregator

Twitterl5
Fake news
Twitter16
News Aggregator
FakeNewsNet

LIAR PolitiFact

FNC-1
KaggleFN

PHEME
Fig. 2. Dataset Comparison to Detect Fake News

The details of the dataset are given in the below table figure 3

The use of a Relational Memory generator, which more effectively extracts long-term dependencies caused by self-
attention layers, is its key benefit. The majority of Gumbel-Softmax-based techniques directly rely on typical GAN
objectives and
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Fig. 3. Dataset details used in the study of fake news detection

have a pre-training burden prior to adversarial training, which could lead to premature collapsing and an insufficient
generator—discriminator equilibrium. To overcome this problem. The goal is to receive reward signals from the
discriminator and send them back to the generator similarly to how a Reinforcement Learning technique would work [17].
The first RL-based work has been introduced by Yu et al.[16], denoted as Sequence Generative Adversarial Network
(SeqGAN). SeqGAN was the first RL-based work, and even though it could only be compared with conventional MLE-
based training, it set the benchmark high for subsequent RL-based research. Even though SeqGAN addressed. The model
lacks consistency for adversarial-based text production, text composed with little diversity and with power. Another
SeqGAN extension, denoted as Objective-Reinforced Generative Adversarial Networks (ORGAN)[18] proposed that a
linear combination be applied to extend the reward function.

Arjovsky et al.[19] put forward Wasserstein GAN (WGAN) by employing the EarthMover separated as a substitute for
the Jensen-Shannon variation for determining the spectrum of difference between real data and the generated data in order
to address the vanishing gradient problem. Then there was distance training with Wasserstein. The rewards between the
discriminator and the domain-specific objectives, Then there was distance training with Wasserstein. The results of their
studies have been superior to conventional baseline approaches, e.g. MLE and SeqGAN, while the authors conclude that
domain-based data can be generated by ORGAN and that RL plays an essential role in model learning.

3.0. PROPOSED APPROACH
The basic idea of GAN comes from game theory’s Nash equilibrium. It assumes two players: generator and discriminator.
The generator’s goal is to learn what is the spread of real data, whereas the discriminator’s goal is to accurately discern
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whether the information being supplied comes from genuine information or from the generator. To win this match, the
two players must consistently optimize themselves to enhance their generation and discrimination abilities, respectively.

The optimization process’s goal is to find a Nash equilibrium among the two different participants[20].
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User Interaction
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Fig. 4. Proposed Architecture

The proposed architecture diagram 4 depicts a graphical representation of the parts utilized to construct the project by
abstracting the overall system outline, linkages, and restrictions. It includes various components like dataset with original
news headlines, latent variable space, model training and retraining, model predictions, and user interaction. To train the
model, the data[21] consists of around 210K news headlines collected from HuffPost[22] between 2012 and 2022. It is
divided into different categorical news headlines like Politics, Entertainment, Business, Sports, etc. Model training has
two different neural network models, one generates the fake news from the original headlines, and another neural network
is made to identify whether the data is fake or real. Once the models are trained, the model predictions are done to check
how a model is performing. The predictions are sent to the end user.

4.0. PROPOSED FLOW OF THE SYSTEM
The following flow diagram 5 illustrates the planned sequence of operations and interactions within the proposed system.
It serves as a visual representation of the system’s overarching structure and the interplay of its key components. This
proposed flow is designed to optimize efficiency, enhance user experiences, and achieve specific objectives that the
system aims to fulfill. In the subsequent sections, we will delve deeper into each component of the flow, elucidating their
roles and relationships to provide a comprehensive understanding of the system’s functionality and its ability to meet the
desired outcomes.

NNNNNNN

InpUt News Data to
InvasTAL

Fig. 5. Proposed Flow chart
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A. Data Preparation and Preprocessing

As described above, the data preparation is done by finding and collecting the relevant dataset of news headlines from
different data sources.

For the data pre-processing step, the standard text preprocessing techniques are performed to remove punctuations and
artifacts, replacing numbers with special tokens and special characters with some words. This will help to clean and
prepare insightful textual data for further tasks to perform.

Remove punctuation: The periods, commas, exclamation marks, etc. are removed from the data as they are of no use in
providing meaningful insight.

Handling artifacts: The unwanted characters, symbols, or special characters existing in the dataset, are handled by
removing it or replacing it with meaningful words.

Replacing numbers with special tokens: The numbers appearing in the texts are replaced by special tokens like < NUM
> to treat them as a single entity rather than different numbers.

Tokenization is applied to work on textual data, which splits text into smaller units like words or subwords. It is important
to work a model with discrete units of texts. Once tokens are created from paragraphs, the words having frequency < 1
are removed from the corpus to optimize the corpus size and reduce overhead.

< Start > and < End > sentence tokens are added to each sentence to indicate the beginning and ending of the sequence.
This is done to work with seq-to-seq models.

B. Feature Extraction

To extract the features from a given text corpus, autoencoders are used as they are designed to learn a compressed
representation of data. They are helpful in learning hidden representations of data called latent vectors or embeddings
which capture the most important and relevant information from the given data. The whole space is called latent space.
Here is how it works in feature extraction:

Encoder: takes input data and maps it to lower-dimensional representation in the vector space called latent vector. It learns
to capture the necessary information from the data.

Latent space: The latent vector resides in the space, which is called latent space. It is a lower dimensional space where
data is projected. The size of the latent space can be adjusted as the value of the hyperparameter.

Decoder: It takes the latent vector as an input and reconstructs the original input vector. The goal of a decoder is to create
as near to the original input data.

C. Training Model

Different models are trained to achieve the goal. First, the skip-gram model which is the word2vec model is used to
represent words as dense vectors in continuous feature space. It is trained for vector embeddings to predict the next word
from the given input as it works on predicting the next word with maximum likelihood approximation. From the resulting
word embeddings, the semantics between the words can be captured, which is important in the generation of text
semantically.

Model training of GANs employs two distinct neural network models: one that generates false news from actual headlines
and another that determines if the data is true or not.

D. Model Predictions and Evaluations

Once the model is trained, it is important to check the correctness of the model. So the model predictions are performed
by providing a train, test, and validation set to evaluate the model.

E. User Interaction

After successful training and evaluation of the system, it is time to give input to the fake news detector on whether it is
properly able to identify the news from the user end. It will give the result that the news is real or fake.

5.0. EXPERIMENTAL RESULT

In the figure 6, the time taken to train each epoch, training, and testing loss for each epoch is shown which helps to get an
idea about whether a model is overfitting or underfitting the data and how well it generalizes on data. Along with it, the
generated fake news is shown. The proposed system will work like this. At the end, the autoencoder model with its
parameters is shown which helps to make inferences or generate text. Overall, the above image helps to monitor the
model’s inference and display the model’s final parameters.

From the figure 7, the loss between training and testing can be analyzed. It can be seen that, as the epochs count increases,
the difference between training and testing loss increases, which is an indication of overfitting. With an increase in the
number
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Fig. 6. Snapshot of training the model
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Fig. 7. Model training and testing loss

of epochs, the model tries to memorize data instead of finding underlying patterns because the model has more
opportunities to fine-tune the parameters. The monitoring of this loss will further help to identify when the model’s
performance is degrading and intervention is needed.

6.0. CONCLUSION AND FUTURE WORK

This study introduces a unique unsupervised learning strategy based on GANSs for producing and identifying fake news
items. The results show that employing adversarial generative models to handle the issues of fake news detection without
depending on labeled datasets is feasible and successful. The suggested approach not only improves the reliability of fake
news detection but also sheds light on the methods used by bad actors to create fake news.

In the next phase, the model will be trained on more number of epochs to reduce the loss and overfitting of data. The
model will be tuned with hyperparameter tuning and applying regularization techniques (i.e. L1, L2), early stopping
techniques, and increasing size of the training dataset. The versatility of this strategy makes it an important weapon in the
continuing war against fake news as disinformation continues to change.
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