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Abstract: Ransomware attacks involve the malicious encryption of crucial files and subsequent ransom demands for decryption keys, have 

become a pervasive and destructive threat. These attacks target individuals, organizations, and government bodies, leading to significant 

financial losses and data breaches. This dissertation focuses on developing a comprehensive system to prevent ransomware attacks, thereby 
enhancing data security and resilience. 

The core objective of this research is to create an advanced software solution that effectively restricts illegal activities, specifically 

ransomware attacks, within society, institutions, and companies. The software comprises two integral components: an administrator 
interface and a client-side application. The administrator interface provides a centralized dashboard that allows users to control and 

customize security parameters, ensuring efficient monitoring and management of potential threats. 

A key feature of the proposed solution is the integration of a deep learning model designed to detect and neutralize ransomware activities. 
The model demonstrated exceptional performance with an accuracy rate of 94.3%, along with high precision and recall metrics, highlighting 

its robustness in identifying and mitigating ransomware threats. This study involves a thorough analysis of current encryption methods, 

data protection strategies, and existing cybersecurity measures to develop a resilient framework against ransomware. 
Additionally, the research explores innovative approaches, including real-time anomaly detection systems, advanced encryption protocols, 

and robust data recovery mechanisms, to enhance the overall security of data stored in cloud environments. The proposed system will be 

validated through simulations and real-world case studies, offering practical insights and actionable recommendations for improving cloud 

data security. 
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I.INTRODUCTION 

Most work in malware detection, particularly ransomware detection, has traditionally relied on signature-based 

methods, but recent approaches have explored alternative techniques. Authors in [1] propose an authentication-

based access control mechanism called AntiBiotics, which includes three key components. The first component, 

the Policy Enforcement Driver, serves as an initial barrier that logs and pauses any file modification attempts, 

such as renames or deletions, requiring users to pass a challenge like CAPTCHA or biometric authentication to 

proceed. The second component, the Policy Specification Interface, is a GUI program that allows administrators 

to configure system policies. The third component, the Challenge Response Generator, manages the generation of 

challenges, controlling factors such as the timeout rate and implementing mechanisms to prevent excessive 

challenge generation. 

The rise of hostile threats against computer networks and digital services poses a significant risk to network 

infrastructure. To enable linking between websites, the domain name system (DNS) is essential. However, 

detecting DNS intrusions requires overcoming the challenges of hidden tunnels and conventional detection 

avoidance. This research paper presents an intrusion detection model utilizing statistical analysis and Bi-

directional Recurrent Neural Network (BRNN) methods to identify malicious DNS over HTTPS (DoH) requests 

through covert channels. The model demonstrates 90% accuracy in detecting malicious DoH searches using data 

from the Canadian Institute for Cybersecurity’s CIRA CIC-DoHBrw-2020 dataset. Additionally, the proposed 

model outperforms competing methods by using fewer features and achieving higher throughput during both 

training and testing. 

In a comprehensive review of research literature [15], techniques employing machine learning and deep learning 

for ransomware detection were examined. The devastating impact of ransomware, its persistence once infections 

occur, and the critical urgency for early detection were primary motivators for this investigation. The role of 

machine learning in combating ransomware underscores the need to assess current defences and explore avenues 

for improvement. The proliferation of new ransomware families and strains in cyberspace underscores the severity 

of the situation. The intricate encryption methods employed by ransomware complicate infection removal.  
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 This state-of-the-art review [7] focuses on recent advancements in machine learning and deep learning for 

detecting ransomware. The investigation was driven by the urgent need to protect computer systems from 

ransomware attacks. Machine learning and deep learning techniques have proven effective in identifying zero-day 

attacks and constructing predictive models based on ransomware behaviour, leading to their widespread adoption.  

 As ransomware evolves, it continuously exploits new vulnerabilities discovered in computer systems. Both 

researchers and practitioners rely heavily on machine learning techniques, particularly transfer learning, for the 

detection and mitigation of ransomware. Transfer learning, which involves leveraging models trained on other 

tasks, holds promise in enhancing the accuracy and adaptability of ransomware detection systems. With an 

expanding body of research on ransomware detection, identifying the specific machine learning algorithms and 

transfer learning methodologies employed in these studies has become increasingly challenging. Ransomware 

presents a significant security threat to enterprises due to its ability to encrypt data and restrict access to it. Article 

[12] introduces a novel approach aimed at enhancing the detection of ransomware attacks by analysing traffic 

from file-sharing platforms. Machine learning algorithms such as deep learning (DL) and transfer learning (TL) 

are utilized to monitor client-server communication for suspicious behaviour indicative of ransomware activity 

during file reading and overwriting.  

 Ransomware poses a significant threat across all levels, impacting individuals and large corporations alike, 

especially as files are accessible from diverse servers. In their research published in [12], a method is proposed to 

tackle this issue by monitoring file-sharing traffic for signs of crypto-ransomware. In study [18], the author 

employs machine learning methods to address the task of identifying maliciously encrypted messages. Detecting 

harmful encrypted traffic poses a significant challenge, but this paper provides a comprehensive review of current 

methodologies and datasets. It extensively evaluates and compares various machine learning techniques and 

datasets for their efficacy in detecting such activities.  

 Ransomware poses a severe threat by denying access to files and potentially exposing critical information. Victims 

often face significant challenges accessing encrypted files. Binary analysis of malware is crucial for understanding 

the encryption techniques employed by different ransomware variants. In article [19], the author explores the 

landscape of ransomware detection, detailing the criteria, factors, and tools involved in this process while 

comparing various methods and techniques.  

  

II. PROPOSED METHODOLOGY 

Our approach to network packet analysis integrates advanced capture techniques using tools like libpcap and 

WinPcap. These tools operate in promiscuous mode to intercept and log all network traffic, ensuring 

comprehensive visibility into data traversing the network. Post-capture, we employ rigorous filtering mechanisms 

based on IP addresses, port numbers, and protocols to focus our analysis on pertinent traffic, enhancing efficiency 

and reducing processing overhead. This meticulous filtering prepares packets for detailed header analysis, where 

we scrutinize essential attributes such as packet length, identification, flags like RST/SET, time to live, checksums, 

and port details. This deep dive into packet headers not only reveals crucial insights into network behaviour but 

also serves as a foundation for detecting anomalies and potential security threats, including patterns indicative of 

ransomware attacks. 

Building upon header analysis, we extract and analyse patterns  that signify suspicious activities or deviations 

from expected norms. By leveraging extracted patterns, we strengthen our network defences with proactive 

measures such as real-time packet blocking or redirection, aimed at mitigating potential threats before they 

escalate. Our methodology ensures robust security through the integration of reversible information embedding 

techniques (3.1.4), where data embedding, and recovery processes occur in the spatial domain using LSB 

embedding. This approach facilitates the secure transmission and retrieval of information while maintaining the 

integrity and reversibility of embedded data. Together, these methodologies not only enhance network security 

against evolving threats like ransomware but also optimize network performance by efficiently managing data 

flows and responses based on real-time analysis. 
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A. Packet capture 

In this section, we describe the process of capturing live network packets and handling them to perform necessary 

actions such as blocking or allowing network traffic. The packet capture process involves several steps to ensure 

real-time monitoring and effective decision-making based on the analysis of packet content. 

• Packet Sniffing: 

We utilize packet sniffing tools or libraries (e.g., libpcap, WinPcap) to capture live network traffic. These tools 

allow us to intercept and log packets traveling over a network. The sniffer operates in promiscuous mode, meaning 

it captures all packets on the network, regardless of their destination. 

• Packet Filtering: 

Once packets are captured, we apply filters to narrow down the packets of interest. Filters can be set based on 

various criteria such as IP addresses, port numbers, protocols (e.g., TCP, UDP), and specific packet contents. This 

helps in focusing on relevant packets while ignoring unnecessary traffic. 

• Real-Time Processing: 

Captured packets are processed in real-time to extract necessary information from the packet headers and 

payloads. This includes parsing the packet structure, extracting header fields (e.g., source and destination IP 

addresses, ports), and payload data. 

 

Figure 1. Packet capturing 

B. Packet header information analysis 

The analysis of packet header information is a fundamental step in the process of detecting ransomware attacks. 

Packet headers contain crucial metadata about the data being transmitted, such as source and destination addresses, 

protocol information, and other control information. Here's a detailed explanation of how packet header 

information is analysed: 

• Header Identification: Once the packets are captured, the headers are identified and extracted. This 

includes the IP header, TCP/UDP header, and other relevant protocol headers depending on the packet type. 

• Feature Extraction: Here, there are major features are used for ransomware and some feature 

engineering. 

Table 1. Features description 

Features Description 

LenIP Length of the datagram packets 

IdIP Identification of the datagram packets 

FlagsIP Flags of the datagram packets (e.g., RST, SYN) 
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TtlIP Time to live for the datagram packets 

ChecksumIP Checksum value of the datagram 

Sport Source port of the packets 

Dport Destination port of the packets 

Tchecksum Checksum value for the packets to verify complete reception 

Tcp_seq Sequence number of the packet within segments 

Tcp_ack Acknowledgement number of the packet within segments 

Tcp_dtaofs Data offset field in the TCP packet segments 

Tcp_flags Flags within the segments (e.g., SYN, ACK, FIN) 

Tcp_window Window size specified in the packets 

Tcp_urgptr Urgent pointer value in the segments 

URL-Type Type of HTTP request (e.g., GET, POST) 

Host-live Indicator of whether the host is live 

User-Agent User-agent string (e.g., Mozilla, Chrome) 

Accept Indicator of whether the request is accepted 

Content-type Type of content (e.g., JSON, HTML, plain text) 

Referrer Referrer URL 

Cookie Stored cookies 

Status HTTP status code of the request (e.g., 200, 404) 

Payload_len Length of the payload 

Duration Total duration the packet is active 

direction Flow direction of the packet (uni-directional or bi-directional) 

• Data Cleaning: Remove any irrelevant or redundant information from the header data. 

• Normalization: Normalize the values of the extracted features to ensure they are on a consistent scale. 

This helps in improving the performance and convergence of the neural network during training. 

C. Extract pattern of packet payload 

The process of extracting patterns from the packet payload is a critical step in identifying potential ransomware 

attacks. This involves leveraging advanced deep learning models to capture and interpret complex patterns within 

the payload data. 

Utilizing Pre-trained Models 

• VGG16 and ResNet50 Models: Two state-of-the-art convolutional neural network (CNN) architectures, 

VGG16 and ResNet50, are employed to extract features from the payload. These models are chosen for their 

proven ability to capture hierarchical features and local patterns within the data. 

• Feature Extraction Layers: The payload data is passed through the convolutional layers of these pre-

trained models. These layers act as feature extractors, identifying important patterns and characteristics within the 

payload. 

o VGG16: Known for its simplicity and depth, VGG16 uses small convolutional filters (3x3) and 

deep architecture to capture intricate details of the payload. 

o ResNet50: Utilizes residual connections to enable the training of deeper networks without the 

vanishing gradient problem. This model captures even more complex patterns by maintaining the integrity of 

information through deeper layers. 

D. Processing the Extracted Features 

• Flattening: The output from the final convolutional layer of the VGG16 model is flattened into a 1D 

tensor. This transformation converts the 2D feature maps into a single-dimensional array that can be further 

processed by dense layers. 

• Dense Layers: The flattened features are fed into fully connected (dense) layers. These layers learn to 

interpret the extracted features and identify patterns that are indicative of ransomware payloads. 



J. Electrical Systems 20-3 (2024): 6797-6805 

6801 

E. Combining with Header Information 

• The features extracted from the payload are later combined with the header information and additional 

features. This combined approach leverages both the detailed payload patterns and the structural information from 

the packet header to make a more informed classification. 

F. Architecture of proposed model 

• Input Handling 

The architecture starts with two input layers: one for the payload data and one for the packet header and additional 

features. 

• Feature Extraction 

The payload data is passed through pre-trained VGG16 and ResNet50 models to extract rich, hierarchical features. 

These models are fine-tuned to capture the intricate patterns specific to ransomware payloads. 

• Payload Processing 

The output from the VGG16 model is flattened and passed through several dense layers interspersed with dropout 

layers to prevent overfitting. These layers progressively transform and refine the extracted features. 

• Header Processing 

The header information and additional features are processed through a separate dense layer to extract meaningful 

patterns from this data. 

• Concatenation and Fusion 

The features from both the payload and header are concatenated, merging the information from both parts of the 

packet. This combined feature vector is further processed through several dense layers to learn the final decision 

boundary. 

• Final Decision Making 

The final dense layer outputs a single value between 0 and 1 using a sigmoid activation function. A value closer 

to 1 indicates that the packet is classified as ransomware, while a value closer to 0 indicates a normal packet. 

III. EXPERIMENTS & RESULTS 

To comprehensively evaluate the performance of our proposed depression detection approach, we analysed the 

results across several metrics. The classification accuracy provides an overall sense of the model's predictive 

performance. However, due to the class imbalance in our dataset (with more non-depressed users than depressed), 

accuracy alone may not tell the full story. 

Therefore, we also report the precision, recall, and F1 scores broken down by class. The precision for the depressed 

class indicates how many of the instances predicted as depressed were truly depressed according to the ground 

truth labels. Recall measures what proportion of the actual depressed cases were successfully identified by the 

model. The F1 score combines precision and recall into a single metric. 

For the non-depressed class, high precision ensures few users are incorrectly flagged as potentially depressed 

when they are not. High recall is important to catch as many truly non-depressed cases as possible. 

Table 2. Performance analysis of Model 

Sr. No. Feature Type Model Epochs Batch Size Accuracy 

01. Network based feature DNN 50 64 0.9775 

02. Payload based feature 
RNN 50 32 0.933 

CNN1D 50 32 1.00 

03. 
Packet Behaviour based 

feature 

VGG16 50 64 0.943 

RESTNET 50 50 64 0.98 
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3.1 METRICS PLOT 

A. Loss curve for training and validation data 

Figure 4.1 shows a plot of training and validation loss against the number of training epochs, illustrating the 

model's performance during training. As the model is trained, it ideally reduces the training loss over time. The 

validation loss is used to monitor the model's ability to generalize to unseen data, helping to avoid overfitting. 

This metric evaluates how well the model's losses in identifying depressed cases generalizes to unseen data beyond 

the training examples. 

 

Figure 2. Loss of training and validation data 

B. Precision Curve for Training and Validation 

The blue curve in the figure below depicts the model's precision on the depressed class for the training data. 

Ideally, this precision should increase over time, which is observed in the figure 4.2 as the model learns to correctly 

identify true positive cases of depression in the training examples. The orange curve represents the model's 

precision on the depressed class for a separate validation dataset.  

This metric evaluates how well the model's precision in identifying depressed cases generalizes to unseen data 

beyond the training examples. Monitoring the validation precision curve helps us avoid overfitting the model to 

the specific characteristics of the training data. 

 

Figure 3. Precision of training and validation data 
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RECALL CURVE FOR TRAINING AND VALIDATION DATA 

The blue curve in the figure below shows the model's recall on the depressed class for the training data. Ideally, 

this value should increase over time, as the model learns to correctly identify and retrieve a higher proportion of 

true positive cases of depression in the training examples. The orange curve represents the model's recall on the 

depressed class for a separate validation dataset. This metric evaluates how well the model's ability to detect 

depressed cases generalizes to unseen data beyond the training examples. Monitoring the validation recall curve 

helps to avoid overfitting the model to the specific characteristics of the training data. 

 

Figure 4. Recall of training and validation data 

ACCURACY CURVE FOR TRAINING AND VALIDATION DATA 

The blue curve in the figure below illustrates the model's accuracy on the training data. Ideally, this value should 

increase over time, as observed in the figure, indicating that the model is learning to correctly segment the training 

examples.  

The orange curve represents the model's accuracy on a separate validation dataset, which helps assess how well 

the model generalizes to unseen data and avoids overfitting to the training data. The perceptual quality matrix of 

the proposed algorithm is presented below. 

 

Figure 5. Accuracy of training and validation data 

IV. CONCLUSION AND FUTURE WORK 

We introduced a novel and powerful hybrid model, the New Model Architecture, to classify ransomware attacks 

and using packet analysis, addressing a challenging issue in the field. The New Model Architecture combines 
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Convolutional Neural Networks (CNNs) and pretrained transformers to leverage the hierarchical features and 

local patterns in the data. 

We extensively tested and compared the performance of the proposed model architecture with two other popular 

models, ResNet50 and VGG16. The proposed model achieved impressive results, with a 99.6% training accuracy 

and a 99.1% testing accuracy. Its ability to distinguish between ransomware attacks and regular occurrences is 

supported by its superior performance in terms of precision, recall, and F1 score compared to competing models. 

To demonstrate the New Model Architecture's superiority over existing models, we compared it to cutting-edge 

research in the field. The comparative analysis identified the proposed model as a promising state-of-the-art 

solution for ransomware detection and classification. 

Overall, the proposed model represents a significant advancement in identifying and categorizing ransomware 

attacks. By capturing both global and local patterns, CNNs and pretrained transformers effectively separate benign 

from harmful data. The model’s high levels of accuracy, precision, and recall, along with its capacity to handle 

the complexity packet analysis, make it an attractive option for enhancing cloud security and protecting against 

ransomware. 

V. FUTURE WORK 

Building upon the findings of this research, future work can focus on enhancing the performance and robustness 

of the proposed ransomware detection model. One avenue for improvement is to explore more advanced deep 

learning architectures or hybrid models that combine multiple approaches, such as integrating recurrent neural 

networks (RNNs) or attention mechanisms alongside convolutional neural networks (CNNs) and pretrained 

transformers. This approach could potentially capture more complex patterns in encrypted data, leading to 

improved accuracy and reliability in distinguishing ransomware attacks from normal data activities.  

Additionally, conducting extensive experiments with larger and more diverse datasets, including real-world data, 

would provide further insights into the model's generalization capabilities and scalability. 
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