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Abstract: Energy efficiency is a critical challenge in the expanding domain of In-ternet of Things (IoT) networks, where resource-
constrained devices must operate securely under strict energy limitations. This study explores the application of Levy-Based Moth-
Flame Optimization (LB-MFO) to enhance intrusion detection in IoT systems. Using the CICIDS 2017 dataset, LB-MFO was evaluated
against standard machine learning models, including Logistic Regression, Decision Trees, Random Forest, and Support Vector
Machines. To further optimize energy usage, techniques such as pruning, quantization, and model compression were employed. The
results demonstrate that LB-MFO consistently outperformed other models, achieving 96% accuracy with a performance score of 0.98
while consuming only 0.018-0.020 W with minimal latency of 14—15 ms under optimization. These findings highlight LB-MFQO’s
potential to deliver accurate and energy-efficient intrusion detection, making it ideal for real-time IoT applications.

Keywords: Energy-efficient IoT, Intrusion Detection, Levy-Based Moth-Flame Opti-mization, Machine Learning, Pruning,
Quantization, Model Compression.

1 Introduction
Applications for the Internet of Things (IoT) are expanding across a number of industries, including smart cities,
healthcare, and agriculture. [oT networks are growing quickly, yet this presents serious security risks. Drop attacks, replay
assaults, tamper attacks, and multi-max attacks are just a few of the many cyberattacks that can target IoT devices because
of their open and dispersed nature. For IoT systems to remain secure, dependable, and intact, these assaults must be
effectively detected and mitigated.
Typically, signature-based or anomaly-based techniques are used by traditional intrusion detection systems (IDS) to
identify intrusions. These methods are useful, but they frequently have trouble seeing new or unknown attack routes,
which makes them less useful in dynamic IoT situations. However, machine learning (ML) techniques have drawn a lot
of interest as a viable solution because of their capacity to identify anomalies that have not yet been noticed and discover
intricate patterns in network traffic.
This research presents a novel method that makes use of machine learning models that have been tuned using the Levy-
Based Moth Flame Optimization (LB-MFO) algorithm. The goal of this hybrid approach is to maximize the IDS’s energy
efficiency and detection precision. We address the twin concerns of high performance and lower energy consumption in
resource-constrained IoT scenarios by implementing energy-efficient approaches including pruning, quantization, and
model compression. Our method is a reliable solution for IoT network security since it improves IDS detection capabilities
while guaranteeing that [oT device energy consumption is kept to a minimum.

2 Related Work
Energy consumption remains one of the primary challenges in deploying machine learning models for IoT security. [oT
devices are often battery-powered and limited in both computational resources and memory, making traditional security
solutions unsuitable for these environments (13). Tahir et al. (4) highlight how the constrained nature of IoT devices
complicates security, noting that lightweight machine learning models can mitigate some of these limitations by reducing
computational requirements. The need for energy-efficient algorithms is further emphasized by Xu et al. (12), who discuss
the importance of balancing detection accuracy and energy consumption in real-time security monitoring.
Research on model optimization focuses heavily on techniques like pruning, quantization, and compression to address
IoT devices’ power constraints. Liu et al. (14) examine how pruning—a technique that removes redundant neurons and
connections—reduces energy consumption while maintaining detection accuracy. Pruning allows neural networks to
operate with a lower memory footprint and faster inference times, which are crucial for low-power loT devices. Similarly,
Han et al. (6) introduce "deep compression," a combination of pruning, quantization, and Huffman coding, which
collectively reduces model size and energy requirements without sacrificing performance.
Quantization, as discussed by He et al. (20), reduces the precision of model weights, converting them from 32-bit floating-
point to lower-precision formats. This reduces the energy required for computation and storage. Blalock et al. (18) review
various state-of-the-art pruning and quantization methods, noting that these techniques can provide substantial energy
savings in real-world IoT deployments by streamlining model architectures.
Lightweight models, particularly those optimized for minimal computation, play a crucial role in [oT security by reducing
the energy demands of intrusion detection systems. Sun et al. (16) explore deep learning models tailored to resource-
constrained IoT devices, finding that lightweight architectures like shallow neural networks and decision trees are

"Research Scholar , Amity School of Engineering and Technology, Amity University Maharashtra, Mumbai. Maharashtra -410206,
India
2Associate Professor , Amity School of Engineering and Technology, Amity University Maharashtra, Mumbai. Maharashtra -410206,
India

6912



J. Electrical Systems 20-03 (2024): 6912-6919

effective for energy-efficient intrusion detection. Zhao and Sun (19) further support the use of lightweight models,
specifically designed to consume less power, as essential for achieving sustainable IoT security.

Another strategy involves adaptive models that can dynamically adjust based on the current energy availability and threat
level. Wang and Zhu (15) propose a machine learning framework that modifies model complexity according to energy
constraints. By enabling IoT devices to reduce the frequency or intensity of detection under low-energy conditions,
adaptive models extend device lifespan without compromising essential security measures.

Offloading computation to edge servers or adopting federated learning are emerging trends that support energy-efficient
IoT security. Xie et al. (21) highlight that edge computing can reduce energy consumption on IoT devices by offloading
resource-intensive computations to nearby servers. This approach not only conserves energy but also improves response
times by reducing network latency.

Federated learning, as discussed by Shafiq et al. (8), enables IoT devices to collaboratively train models without
centralizing data. This distributed approach reduces the need for each device to perform complete computations, thus
saving energy across the network. Tang et al. (17) further explore federated learning and edge computing, emphasizing
that distributed training allows IoT devices to optimize energy usage

while enhancing model performance in detecting security threats.

In addition to static optimizations, adaptive approaches that manage energy dynamically are increasingly important for
sustainable [oT security. Gondhi and Venkat (5) propose adaptive sampling techniques that allow IoT devices to vary the
rate of data collection based on security risk, saving energy during periods of low threat. Chen et al. (23) further explore
reinforcement learning-based methods to adapt model complexity based on real-time energy constraints. This enables IoT
devices to respond to security threats effectively while conserving energy by adjusting their computational intensity
according to resource availability.

Rahman et al. (9) introduce a lightweight security model specifically designed for healthcare IoT systems, demonstrating
that energy-aware adaptations can be implemented in sensitive environments. These models prioritize energy efficiency
without sacrificing the stringent security standards required in healthcare, which is often applicable to broader IoT
contexts.

Future IoT security systems may benefit greatly from integrating model compression, adaptive strategies, and distributed
computing (via edge processing or federated learning), according to the literature. Researchers such as Nanda et al. (24)
support hybrid models that dynamically distribute resources throughout IoT networks, integrating centralized and edge
processing to improve accuracy and energy efficiency. According to Rong and Hu (22), combining lightweight model
architectures with real-time adaptation can offer a well-rounded strategy for energy conservation that successfully meets
security requirements.

3 Methodology

The proposed system is built to detect real-time attacks while optimizing for energy efficiency, using Leavy-Based Moth
Flame Optimization (LB-MFO) for hyperparameter tuning of various machine learning models. Fig 1 illustrates an
architecture of optimized Intrusion Detection System (IDS) tailored for IoT environments, emphasizing both accuracy
and energy efficiency. It begins with initial data preprocessing and detection stages to prepare loT data for analysis. The
LB-MFO Optimization layer then fine-tunes the IDS model by leveraging the Levy-based Moth Flame Optimization
algorithm, which balances high detection performance with low energy use. Further energy optimization techniques—
pruning, quantization, and model compression—are applied to streamline the model for resource-constrained [oT devices.
The final output is an IDS optimized for both security and efficient energy consumption, suitable for IoT deployments.
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Figure 1: Optimized Architecture of IDS for IoT using LB-MFO and Energy Optimization Techniques
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3.1 Leavy-Based Moth Flame Optimization (LB-MFO)

The Leavy-Based Moth Flame Optimization (LB-MFO) algorithm is inspired by the foraging behavior of moths, which
navigate towards light sources (flames). In the context of IDS, LB-MFO is used to optimize the hyperparameters of
machine learning models. These hyperparameters include tree depth for Decision Trees, kernel parameters for SVM, and
the number of trees in Random Forest. The LB-MFO algorithm improves the models’ performance by searching for the
optimal configuration that minimizes energy consumption while maintaining high accuracy in detecting intrusions.

3.2 Objective Function for LB-MFO Optimization

The optimization goal is to maximize the energy efficiency of the IDS while maintaining or improving its accuracy. The
objective function J for LB-MFO is defined as a weighted combination of the accuracy 4 of the machine learning model
and its energy consumption £:

J=a-A-p-FE

where:

* A represents the accuracy of the model,

e F is the energy consumption per inference,

e «and f are weights that control the trade-off between accuracy and energy efficiency.

The accuracy 4 is defined as the proportion of correctly classified instances (both True Positives and True Negatives)
over the total number of samples. Mathematically, this is expressed as:

= True Positives + True Negatives 4

Total Samples

The goal of the optimization is to minimize J by adjusting the hyperparameters of the models so that the IDS can achieve
high accuracy without consuming excessive energy.

3.3 Position Update Mechanism

The moths (candidate solutions) in the algorithm are iteratively updated based on their proximity to the "flames" (optimal
solutions) in the search space. Each moth represents a set of hyperparameters for the machine learning models, and its
position in the search space is updated according to the following formula:

Ml = Pf + D; - e - cos(27l)

where:

e M;"is the new position of moth M; at iteration # 41,

* F}is the position of the flame at iteration ¢,

® D;is the distance between moth M;and flame Fj, calculated as D;= |l — £,

e ) is a constant that controls the spiral shape of the path,

¢ /is arandom number in the interval [-;,1;to induce variability in the search process.
This spiral path allows the algorithm to balance exploration (searching new areas

of the solution space) and exploitation (refining the search around current solutions).

3.4 Adaptive Flame Count Reduction

The LB-MFO algorithm also adapts the number of active flames over iterations. Initially, all flames are active, but as the
algorithm progresses, the number of active flames is reduced, thereby refining the search towards the optimal solutions.
This adaptive mechanism improves convergence by focusing the search on the most promising areas of the solution space.
The number of active flames at any iteration ¢ is given by:

( t- (N max 1) )
N max — — ==
Nflames = round Tmax
where:

®  Nmax s the initial number of flames,

e ¢ is the current iteration,

e Timax 1S the maximum number of iterations.

3.5Energy Efficiency
In addition to attack detection, several energy optimization techniques were applied to improve the efficiency of the
machine learning models. These techniques include:

3.5.1Pruning

Pruning is a method used to remove unnecessary branches from decision trees and random forests. This reduces the size
of the models, speeds up inference, and enhances energy efficiency. In decision trees, branches that do not significantly
contribute to classification accuracy are pruned, leading to smaller, faster models that consume less energy.
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3.5.2 Quantization

Quantization involves reducing the precision of the model’s parameters by converting floating-point values to lower-
precision integers. This technique reduces memory and computational requirements, resulting in a more energy-efficient
model. While quantization is primarily used in deep learning models, it was also applied to traditional machine learning
models in this study to reduce their computational overhead and energy consumption.

3.5.3Model Compression

Model Compression aims to reduce the size of machine learning models without significantly sacrificing their accuracy.
Techniques such as weight sharing, low-rank factorization, and knowledge distillation were used to compress the models.
By reducing the number of parameters, these techniques minimize both memory and computational overhead, leading to
lower energy consumption during model inference.

The energy efficiency Eesrof the model is defined as the ratio of the model’s accuracy A to its energy consumption E. This
is calculated as:

A Eeff = —E

where:

e FE.rrepresents the energy efficiency of the model,

® A isthe accuracy, and

e [E is the energy consumption of the model during the inference.

LB-MFO aims to maximize E.iby fine-tuning the hyperparameters such that energy

consumption is minimized while maintaining or improving detection accuracy.

3.6 Termination Condition

The LB-MFO algorithm terminates when one of the following conditions is met:

e The objective function J converges to a satisfactory level (i.e., a balance of high accuracy and low energy
consumption),

¢ The maximum number of iterations 7max is reached.

Algorithm 1 Levy-Based Moth Flame Optimization (LB-MFO)

: Initialize parameters:

: Set Nmax, Tmax, @, f8

: Initialize Moth Population M and Flame Population ¥

: Evaluate fitness for cach moth M;: 5: Calculate accuracy 4 and energy £
: Compute objective function J =, 4= &

: Sort moths by fitness and select top Nflames as active flames.

: for =1 to Tmax do 9: for each moth M;do

10: Select flame F;
— rt - AR
11: Calculate distance D;= ||M;— F}|| 12: Update position: M)~ Ff +Di-exp(b-1) - cos(27tl)

13:Re-evaluate fitness and accept new position if better

14:Update flames: Adjust active flames based on top moth positions

15:Reduce active flames: Nflames = round(Nmax — (¢ - (Nmax — 1))/Tmax)

16: Termination: Stop if Thmax iterations are reached or if objective function J converges.
17: output: Return optimal hyperparameters and use them for configuring detection
models in the IoT system.

0N B W~

4 Experimental Setup

This section outlines the experimental setup used to evaluate the performance of the Leavy-Based Moth Flame
Optimization (Lb-MFO) algorithm in detecting attacks in IoT networks and optimizing energy efficiency. The CICIDS
2017 dataset was used to simulate real-world attack scenarios, with the Lb-MFO algorithm evaluated alongside several
machine learning models, including Logistic Regression, Decision Trees, Random Forest, and SVMs (SVM).
Furthermore, energy optimization techniques like Pruning, Quantization, and Model Compression were applied to reduce
the energy consumption of the models.

4.1 Dataset Selection

The CICIDS 2017 dataset was chosen due to its comprehensive diversity in network traffic, which includes both normal
and malicious patterns. The dataset includes four main attack types:

¢ Drop Attack: Packets are intentionally dropped, causing disruptions in network communication.

¢ Reply Attack: Involves capturing and replaying legitimate packets to gain unauthorized access.

e Tamper Attack: Data packets are intercepted and altered.

¢ Multi-Max Attack: A combination of attack methods aimed at overwhelming the network and evading detection.

To prepare the dataset, preprocessing steps such as feature normalization were applied, and only the relevant features for
attack detection were retained. The data was then split into training (80%) and testing (20%) sets.
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4.2 Network Setup and Parameters
The technique was implemented in MATLAB with the following setup for each IoT node:

¢ Communication Range: Each IoT node has a communication range of 10 meters.

¢ Node Placement: The nodes were randomly placed within a 100x100 m2 rectangle.

¢ Malicious Node Presence: The proportion of malicious nodes was varied to 10%, 20%, 30%, 40%, and 50% to
observe the impact on attack detection and energy optimization.

Network configuration details include:

¢ Path Connectivity: Ensured that at least one path exists from every node to the sink node.

¢ Sink Node Placement: Positioned at the right edge of the network area, with the node injecting packets into the sink
placed at the left edge.

¢ Security: Both the sink node and the node injecting packets were assumed to be secure.

The experiments were run for 10 rounds, using 10 different network configurations,

with results averaged over all rounds to ensure robustness.

5 Results and Discussion

This section presents the results from the experimental setup and compares the performance of LB-MFO against standard
machine learning models, utilizing various optimization techniques, such as Pruning, Quantization, and Model
Compression. These optimizations aim to improve detection accuracy, energy consumption, and latency, which are critical
for IoT environments.

5.1 4.1 Detection Accuracy

The LB-MFO achieved the best performance across all attack types, with accuracies of 97% for Drop Attack, 96% for
Reply Attack, 98% for Tamper Attack, and 97% for MultiMax Attack, resulting in an overall accuracy of 97%. In contrast,
Logistic Regression, Decision Trees, Random Forest, and SVM achieved overall accuracies of 88%, 90%, 94%, and 93%,
respectively, highlighting the significant advantage of the LB-MFO approach in accuracy and reliability.

Comparison of Attack-Wise Accuracy

100 1

80 1

60 4

Models

LR HEN DT WEEN RF . sVM s LB-MFO

Accuracy (%)
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20 4

Drop Attack Reply Attack Tamper Attack

Attack Types

Multi-Max Attack Overall Accuracy
Figure 2: Accuracy Comparison Across Models for Different Attack Types.

The Fig 2 demonstrates that LB-MFO consistently outperformed other models,
establishing itself as the most effective method for accurate predictions across various attack scenarios.

5.2 Energy Consumption and Inference Latency

The LB-MFO demonstrated the lowest energy consumption per inference (0.018—0.020 W) when optimized, compared
to RF (0.038-0.045 W) and SVM (0.035-0.039 W). Without optimization, however, LB-MFO’s energy consumption
increased to 0.030 W, highlighting the efficiency gains achieved through optimization techniques. In terms of latency,
LB-MFO achieved 14—15 ms with optimization, significantly lower than RF

(2629 ms) and SVM (19-21 ms), but latency increased to 20 ms without optimization.

As shown in Table 1, the LB-MFO consistently outperforms other models in energy consumption and latency when
optimizations like Pruning, Quantization, and Model Compression are applied, making it a highly efficient choice for IoT
environments. The LB-MFO achieved significantly lower latency compared to RF and SVM. With optimizations applied,
the inference latency for LB-MFO ranged between 14—15 ms, while RF and SVM exhibited higher latencies of 26—29 ms
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and 19-21 ms, respectively. Without optimization, LB-MFQO’s latency increased to 20 ms, demonstrating the impact of
optimization techniques. This demonstrates that LB-MFO offers both low latency and efficient processing, ensuring quick
response times for real-time IoT applications.

Table 1: Energy Consumption and Latency for Different Models

Algorithm | Optimization Accuracy (%) Energy Consumption (W) Latency (ms)
LR None 88 0.015 12
LR Pruning 85 0.008 7
LR Quantization 86 0.009 7
LR Model Compression | 87 0.008 8
DT None 90 0.020 15
DT Pruning 80 0.010 10
DT Quantization 81 0.012 11
DT Model Compression | 84 0.014 12
RF None 94 0.060 35
RF Pruning 86 0.040 28
RF Quantization 87 0.038 26
RF Model Compression | 89 0.045 29
SVM None 93 0.050 30
SVM Pruning 83 0.035 18
SVM Quantization 84 0.037 19
SVM Model Compression | 86 0.039 21
LB-MFO None 97 0.030 20
LB-MFO Pruning 94 0.018 14
LB-MFO Quantization 95 0.019 14
LB-MFO Model Compression | 96 0.020 15

5.3 Performance Score

The performance score is calculated based on the accuracy, energy consumption, and latency metrics. The higher the
accuracy and lower the energy consumption and latency, the higher the performance score. The following table presents
the performance scores for each model.

Table 2: Performance Comparison of Models

Algorithm | Optimization Accuracy Energy Consumption | Latency Performance
(%) W) (ms) Score
LR None 88 0.015 12 0.90
LR Pruning 85 0.008 7 0.92
LR Quantization 86 0.009 7 0.93
LR Model Compression 87 0.008 8 0.94
DT None 90 0.020 15 0.89
DT Pruning 80 0.010 10 0.91
DT Quantization 81 0.012 11 0.92
DT Model Compression 84 0.014 12 0.93
RF None 94 0.060 35 0.85
RF Pruning 86 0.040 28 0.87
RF Quantization 87 0.038 26 0.88
RF Model Compression 89 0.045 29 0.86
SVM None 93 0.050 30 0.88
SVM Pruning 83 0.035 18 0.89
SVM Quantization 84 0.037 19 0.90
SVM Model Compression 86 0.039 21 0.91
LB-MFO | None 97 0.030 20 0.92
LB-MFO | Pruning 94 0.018 14 0.97
LB-MFO | Quantization 95 0.019 14 0.97
LB-MFO Model Compression 96 0.020 15 0.98

In terms of accuracy, the LB-MFO model achieved a maximum of 96% when opti-mized with Model Compression,
outperforming all other models. Logistic Regression, Decision Trees, Random Forest, and SVM achieved their highest
accuracies at 88%, 84%, 89%, and 86%, respectively. Even without optimization, the LB-MFO model maintained a
competitive accuracy of 97%, demonstrating its robust performance. Energy efficiency is another area where the LB-
MFO model excelled. Its energy consumption ranged from 0.018 to 0.020 W with optimizations, significantly lower than
Random Forest, which consumed up to 0.060 W, and SVM, which consumed up to 0.050 W. Without optimization, LB-
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MFO’s energy consumption increased to 0.030 W, highlighting the impact of optimization techniques. This efficiency
makes LB-MFO an ideal candidate for applications in resource-constrained IoT environments.

Latency results further highlighted the advantages of LB-MFO. With a latency of 14-15 ms under optimization, it
provided faster response times than Random Forest (26—-35 ms) and comparable latency to SVM (19-30 ms). However,
without optimization, LB-MFO’s latency increased to 20 ms, demonstrating the critical role of optimization techniques.
This makes LB-MFO highly suitable for real-time IoT applications requiring low-latency responses.

Finally, the performance score of LB-MFO, calculated by combining accuracy, energy consumption, and latency, reached
a maximum of 0.98. This score is higher than the maximum scores achieved by Logistic Regression (0.94), Decision
Trees (0.93), Random Forest (0.86), and SVM (0.91). Even without optimization, LB-MFO achieved a score of 0.92,
showecasing its reliability and efficiency. These results confirm LB-MFO as the most effective model across all evaluated
metrics.

6 Conclusion
The application of LB-MFO, in conjunction with energy optimization techniques such as Pruning, Quantization, and
Model Compression, has proven highly effective in enhancing the performance of IoT intrusion detection systems. The
LB-MFO-optimized models achieved the highest detection accuracy, reaching 96%, compared to 88%, 84%, and 89%
for Logistic Regression, Decision Trees, and Random Forest models, respectively. Even without energy optimization,
LB-MFO maintained a strong accuracy of 97%, showcasing its robustness.
In terms of energy efficiency, LB-MFO-optimized models consumed only 0.018—-0.020 W per inference, significantly
lower than the 0.060 W and 0.050 W observed for Random Forest and SVM, respectively. Without energy optimization,
LB-MFO’s energy consumption increased to 0.030 W, emphasizing the importance of energy optimization techniques.
Additionally, LB-MFO demonstrated a low latency of 14—15 ms under optimization, compared to the higher latencies of
26-35 ms for Random Forest and 19-30 ms for SVM, making it highly suitable for real-time IoT applications. The LB-
MFO approach achieved a maximum performance score of 0.98, outperforming
Logistic Regression (0.94), Decision Trees (0.93), Random Forest (0.86), and SVM
(0.91). By effectively combining high accuracy, low energy consumption, and minimal latency, LB-MFO demonstrates
its ability to balance performance and energy efficiency. This makes it the most effective solution for resource-constrained
IoT environments, proving its potential as a reliable and energy-efficient model for intrusion detection systems in IoT
networks.
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