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Abstract: - The considerable data age has seen an exponential rise in personal data due to the widespread 

use of mobile devices and the Internet. Since important information is extracted throughout the data mining 

process, there are significant privacy concerns regarding the network user data. Adding random noise to 

safeguard sensitive data while preserving certain statistical aspects is called privacy preservation, a novel 

paradigm that operates independently of the attackers' prior knowledge. Expanding upon the proposed 

technique for network user data and robust privacy, this research proposes a multiple cores positive cluster 

associative schema (PCAS-PP) with privacy preservation. During the data mining, you can better optimize 

data clustering and take advantage of the privacy leakage problem. Researchers do a thorough theoretical 

study and run simulations to assess our schema. The findings demonstrate that our schema is more accurate, 

efficient, and protects privacy than earlier schemas. Some other metrics like run time, F-measure and cluster 

ratio of three datasets are evaluated and compared. 
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1. INTRODUCTION 

With ever-more-advanced services, more and more elements of the Internet of Things (IoT) are included in our 

daily lives. In conjunction with social media, the rapidly growing number of intelligent gadgets exponentially 

increases personal user data [1]. Data collecting is now done by organizations other than the government and 

statistics departments because of the growth of IoT and database technologies. Data mining allows additional 

examination and utilization of user information from social media platforms, online stores, and search engines 

from different backgrounds, individuals and organizations [2]. Regretfully, raw data, including private or sensitive 

information, may unavoidably be exposed, leading to privacy leaks. On the other hand, sensitive data may leak in 

many publishing programs that display data to users directly from databases if data publishers fail to take the 

necessary precautions for data protection [3]. For instance, if the material is not thoroughly vetted before 

publication, it may be used by commercial rivals in publications such as the annual financial report of a publicly 

traded company or product details made available by the business [4]. As a result, it is tough to guarantee privacy 

in data mining while maintaining accuracy using privacy preservation strategies. Safeguarding network user 

privacy has recently garnered significant attention from the academic community and the broader public [5]. 

Data encryption, selective data dissemination, distortion, and other methods are privacy preservation strategies. 

Data encryption is frequently utilized in remote contexts, and encryption techniques conceal sensitive data during 

data mining [6]. To publish selected data values, generalize or anonymize the data, etc., limited data publication 

disseminates information subject to specific conditions. By introducing noise, generating exchange and 

randomization, blocking, and other techniques, sensitive data can be distorted while other data or attributes are 

preserved thanks to data distortion technology [7]. The treated data likely retains specific statistical features for 

different procedures, such as data mining.  

Privacy is a revolutionary paradigm for statistical databases independent of adversaries' computing capability or 

prior information. It establishes a strict attack model that lowers the risk of privacy disclosure while successfully 

guaranteeing data availability [8]. Additionally, it's a form of data distortion method. Other algorithms that employ 

data mining and privacy techniques comprise three different clustering methods: the Privacy Preservation 

clustering method, the Privacy Preservation K-means clustering method, and the Improved Privacy Preservation 

K-means clustering method. With the addition of privacy-compliant noise, these algorithms can cluster data 
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efficiently. Still, the clustering effect diminishes when IDP-K-means is applied to a dataset with an uneven density 

distribution and an undetermined number of clusters [9] – [11]. More significant dataset volumes and less privacy 

budget constraints require more time and less clustering when using the clustering model. To address these issues, 

a fresh data mining technique must be developed to protect privacy [12]. The researchers' focus in this study is on 

protecting privacy when clustering analysis is performed on network user data. It suggests the preservation of 

privacy [13] – [15]. The proposed technique creates a clustering schema for multiple cores PCAS-PP, effectively 

addressing privacy leakage in data mining for network user data. Differenced privacy is advantageous since it 

ensures data privacy regardless of previous information, which makes this possible. For more exacting purposes, 

select the optimal initial core point selection to produce a collection of initial vital points, and then choose from 

the output set the best core points for clustering. Here is an overview of the main contributions made by this work.  

 

1) The researchers suggest a model to enhance data security and accuracy through network user data clustering 

analysis. According to a privacy study, our clustering structure can shield publishers' data from attacks while 

satisfying their query needs.  

2) Using privacy, researchers suggest a proposed clustering approach with multiple cores. By optimizing the first 

core point selection, the proposed, as opposed to existing methods, effectively overcomes the blindness and 

unpredictability of PCAS-PP. Additionally, the suggested technique demonstrates clear benefits when applied to 

datasets with bigger scales, considerable density dispersion, and more flexible budgetary constraints for privacy.  

3) It validates our approach through extensive experiments and demonstrates the accuracy of our schema. The 

findings show that our algorithm outperforms the others regarding accuracy, efficiency, and privacy protection. 

The work is drafted as follows: section 2 details privacy preservation in mining; the proposed PCAS-PP is drafted 

in Section 3. The numerical discussion is shown in section 4, and the outcomes are explained in section 5. 

2. RELATED WORK 

Privacy protection measures must be integrated into process mining analyses, as demonstrated by the expanding 

awareness of global data privacy, the application of privacy legislation and the expanding acceptance of the 

Fairness, Accuracy, Confidentiality, and Transparency (FACT) concept [16]. It will summarise research in this 

field in this section. Privacy concerns have gained more attention in recent years, especially in light of the need 

to avoid incidents involving the improper use of personal data. Legislative privacy restrictions, like the GDPR in 

[17], have been enacted due to this. They forbid the sharing of potentially dangerous information between 

institutions and encourage employing design strategies such as data minimization, encryption, and 

pseudonymization to protect privacy [18]. 

The possibility of privacy breaches has also prompted the creation of novel approaches to data storage and 

retrieval, blockchain technology, and the exchange and exploration of encrypted data from cloud infrastructure 

for various commercial purposes, for example. As a result, privacy protection has gradually gained more attention 

from scientists across multiple disciplines. Many concepts and approaches have been presented in the literature to 

address privacy problems in process mining [19]. Anonymization, data disruption, and encryption are the three 

main categories into which these techniques fall. Process mining has comparable privacy protection problems to 

pattern mining, emphasizing retaining anonymized trace characteristics and order preservation. As part of the 

Responsible Data Science (RDS) framework [20], the idea of Responsible Process Mining (RPM) was presented 

to address problems with data abuse analysis and lessen adverse effects. Process mining privacy issues are similar 

to those involving anonymous trace characteristics and ordered pattern mining. RPM (Responsible Process 

Mining) was initially presented in the literature as a fresh RDS (Responsible Data Science) challenge to combat 

data analysis misuse and stop unintended consequences. 

The two primary study areas that are now the focus of privacy preservation in process mining are intra-

organisational and between organizations. Studies on protecting intra-organisational privacy focus mainly on 

restricting access to sensitive data to preserve data privacy. On the other hand, research on inter-organizational 

privacy preservation demands more intricate security protocols to deal with the problem of confidentiality leaking 

while exchanging data between various companies. Three categories of privacy protection strategies are the 
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primary focus of intra-organizational research: data perturbation, encryption, and anonymization, together with 

the algorithm models that result from them—in addition to assessing the risks and proposing a confidentiality 

framework [21] talked about the outstanding challenges associated with event log encryption, such as the 

inadequacy of encrypting event data and the drawbacks of relying on one solution. As mentioned by Burattin et 

al. in their discussion of the outsourcing of PM analytics, sensitive data must be hidden using symmetric or 

homomorphic encryption to guarantee the privacy of event logs and the procedures subsequently. A trustworthy 

third party for business process models in the public and commercial sectors was provided by [22]. The author 

presented an Alpha technique for process discovery using encryption protocols that may safeguard people's and 

software's privacy. According to the literature, a PM privacy-preserving system architecture based on the 

authorization model of attribute-based access control (ABAC) should be implemented to impose privacy laws on 

event logs. Nonetheless, these previously indicated methods still carry some risk of information leakage, assuming 

the attacker has little prior knowledge. 

On the other hand, the author focused on how privacy approaches cause utility loss and provided an ideal method 

to set ε through utility-based estimation. In response, the notion of localized privacy was made possible by 

Fahrenkprog-Petersen et al.'s privacy-protected event log release Framework (PRIPEL); it made it possible to 

maintain privacy at the case level instead of the log level. Privacy based on the (𝜀, Ό) engine was introduced by 

[23] for privacy protection to guarantee that personal information cannot be detected even if an attacker knows it 

beforehand. To safeguard event records, anonymization techniques are used in various investigations. The author 

suggested that the event log cleaning algorithm utilizes T-closure and K-anonymity as requirements for privacy 

protection. Comparable traces are found and merged to satisfy privacy protection regulations. Expanding upon 

the anonymization characterizations of privacy metadata and healthcare data, the author examined the need for 

data privacy in healthcare process models. To help with PM analysis for healthcare procedures, they provided a 

theoretical framework for PM. 

Additionally, approaches for evaluating how well privacy-preserving techniques work were presented and broad 

privacy quantification frameworks were proposed. The current study uses these techniques with a comprehensive 

wen-based PM system to create an open-source, web-based PM application [24]. Group-based anonymization 

formalizes a TLKC privacy model that guards against attribute-linking attacks in performance analysis and 

process discovery. In research protecting privacy, performance indicators are the measurable standards that enable 

the assessment of privacy protection measures in processes. Performances come in a variety of forms. Indications 

for common PPPM approaches about different research areas. However, because of the uniqueness of the analysis 

goal and the peculiarities of the log data structure, these current performance indicators are not appropriate for 

use in general analysis. Table 3 shows that when it comes to utility loss, standard performance measures include 

timeliness loss, accuracy loss, completeness loss, and usability loss. On the other hand, performance 

measurements of information loss, degree of trust, degree of assistance, and budget for privacy are often used 

when it comes to privacy gain in PM [25]. 

Additionally, it emphasizes how process mining's privacy-preserving study goal differs from other study 

viewpoints in this area. Another crucial aspect of PPPM is the identification of deviations, the ones that are 

privacy-secured and the initial event log-based process models [25]. The graph theory-based structural similarity-

based method, the group-based strategy with several points of view, and other approaches are examples of the 

scant research that has been done on this topic. The behaviour viewpoint is crucial regarding privacy-preserving 

techniques, in addition to the features of the event log related to control, resources, time, and other perspectives. 

To the best of our knowledge, this problem has yet to be the subject of any prior research; therefore, this paper 

represents the first to take a behavioural viewpoint on privacy preservation. 

3. METHODOLOGY 

3.1. Problem description 

For each unit of information, let us denote a finite collection of unique objects by 𝐼 =  {𝑖1, 𝑖2, . . . , 𝑖𝑚}. The terms 

indicate sensitive or non-sensitive items 𝐼𝑆 𝑎𝑛𝑑 𝐼𝑁 for each pair of elements, i.e. 𝐼 =  𝐼𝑆  ∪  𝐼𝑁  𝑎𝑛𝑑 𝐼𝑆  ∩  𝐼𝑁  =  ∅. 

A transaction is denoted by 𝑡𝑖𝑑, a distinct subset of 𝐼. Here, 𝑇𝑖  represents the 𝑖𝑡ℎ arrived transaction in the infinite 

series of transactions that make up a transactional data stream and is represented by 𝑇𝐷𝑆 =  {𝑇1, 𝑇2, . . . , 𝑇𝑛, . . }. 
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Over a data stream 𝑇𝐷𝑆, the most recent 𝑇𝐷𝑆 transactions are stored in a transactional sliding window 

𝑇𝑆𝑊𝑑
[
𝑛−𝑤+1

𝑝
]

=  [𝑇𝑛−𝑤+1, 𝑇𝑛−𝑤+2, . . . , 𝑇𝑛]. The most recent p transactions are added to TSW, and the oldest 𝑝 

transactions are eliminated from the window when 𝑝 new transactions are received from 𝑇𝐷𝑆:  the window 

identification and size are represented by [
𝑛−𝑤+1

𝑝
] and 𝑤, respectively. 𝑇𝑆𝑊 moves forward at a pace of 𝑝 steps. 

Fig 1 displays a sliding window-based transactional data stream with window and step sizes of 6 and 2, 

respectively. Slightly sensitive things are 𝛼 𝑎𝑛𝑑 𝛾, whereas sensitive items are 𝑎1, 𝑎2, 𝑏1, 𝑎𝑛𝑑 𝑏2. 𝑡𝑖+1, . . . , 𝑡𝑖+6 are 

contained in the transactional sliding window 𝑇𝑆𝑊
[
𝑖+1

2
]
. In the transactional sliding window (TSW), the two oldest 

transactions (𝑡𝑖+1 𝑎𝑛𝑑 𝑡𝑖+2) are removed when fresh ones (𝑡𝑖+7 𝑎𝑛𝑑 𝑡𝑖+8) arrive. Assume, as illustrated in Fig 1, 

that Mike is aware that on a specific day, Lily bought a2 and b1 from a store and that the store allows mining of 

its purchasing data stream. Assume that Mike knows about Lily's transaction in 𝑇𝑆𝑊
[
𝑖+3

2
]
 and that a sliding 

window will enable him to view the data stream. Then, Lily's privacy is in jeopardy because Mike can assume 

that Lily also purchased 𝛾. 

3.2. Privacy model 

Researchers expand the privacy paradigm of ρ-uncertainty, created to broadcast transactional static data in data 

streams. Assume that the attacker can view a data stream using a sliding window paradigm and is aware of specific 

elements 𝜑 in the victim's transaction inside a sliding window of transactions. A violation of privacy occurs if an 

attacker might reasonably be anticipated to deduce from the transactional sliding window that t includes a sensitive 

item (𝛼) in addition to 𝜒, where 𝛼 ∈ ώ. Taking 𝜒 as the antecedent and 𝛼 as the consequent, by employing the 

transactional sliding window as a mine, one can obtain the association rule 𝜒 →  𝛼. Sensitive association rules 

(SARs) are association rules that fall under this category. In a transactional sliding window, 𝑇𝑆𝑊𝑖, The formula 

to calculate the confidence of a 𝑆𝐴𝑅 𝜒 −  𝛼 𝑖𝑠 𝑠𝑢𝑝(𝜒 ∪  𝛼)/𝑠𝑢𝑝(𝜒), where 𝑠𝑢𝑝(𝜒) is the total number of 

transactions in 𝑇𝑆𝑊𝑖 containing 𝜒. Every transactional sliding window must be anonymized, and the likelihood 

that each SAR appears will be smaller than a specific threshold value represented by the symbol 𝜌 in a 

transactional sliding window.  

Lemma 1: The transactional sliding window 𝑇𝑆𝑊𝑖 over a transactional data stream 𝑇𝐷𝑆 is said to meet 

𝜌 −uncertainty if and only if, for any 𝑓𝑜𝑟 𝑎𝑙𝑙 𝑡 ∈  𝑇𝑆𝑊𝑖 , ∀𝜒 ⊂  𝑡, 𝑎𝑛𝑑 ∀𝛼 ∉  𝜒, 𝛼 ∈  𝐼𝑆, the confidence of the 

𝑆𝐴𝑅 𝜒 →  𝛼 is smaller than a threshold value 𝜌, where 𝜌 ∈  (0, 1). TDS fulfils 𝜌 −uncertainty if any transactional 

sliding window does as well.  

 

 

 

 

 

 

 

 

 

 

Fig 1 Block diagram of proposed PCAS-PP 
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3.2. Sliding window model for privacy preservation 

Suppose a sliding window meets the requirements for 𝜌 −uncertainty; it advances when p new transactions arrive. 

In that case, the most recent p transactions are added to the window, and the oldest p transactions are removed. 

Due to the addition and deletion of transactions, the present sliding window might violate 𝜌-uncertainty. When a 

transaction fulfils 𝜌 −uncertainty, researchers examine how changing its addition or deletion affects a sliding 

window's privacy.  

Theorem 1: Assume that a sliding window meets the 𝜌 −uncertainty requirements. It encompasses the gathering 

of objects. For a transaction called 𝑡. The following scenarios could occur in a sliding window:  

1) The sliding window does not alter ρ-uncertainty for any 𝑆𝐴𝑅 𝜒 →  𝛼;  

2) Any 𝑆𝐴𝑅 𝜒 →  𝛼 in the sliding window when 𝜒 ⊆  𝐼𝑡  𝑎𝑛𝑑 𝛼 ∈  𝐼𝑡;  

3) Any 𝑆𝐴𝑅 𝜒 →  𝛼 in the sliding window. 

Proof: As long as the association rule meets 𝜌-uncertainty, The formulas for calculating the confidence of each 

𝑆𝐴𝑅 𝜒 →  𝛼 𝑎𝑟𝑒 𝑠𝑢𝑝(𝜒 ∪  𝛼)/𝑠𝑢𝑝(𝜒) 𝑎𝑛𝑑 𝑠𝑢𝑝(𝜒 ∪  𝛼)/𝑠𝑢𝑝(𝜒)  <  𝜌. It examines the following scenarios 

when removed from the sliding window. 

1) 𝑆𝑢𝑝(𝜒) decreases and remains constant for each 𝑆𝐴𝑅 𝜒 →  𝛼 𝑤ℎ𝑒𝑛 𝜒 ⊆  𝐼𝑡  𝑎𝑛𝑑 𝛼 /∈   𝐼𝑡 . 𝑠𝑢𝑝(𝜒 ∪

 𝛼)/𝑠𝑢𝑝(𝜒) rises as a consequence. Supp (𝜒 ∪ 𝛼)/𝑠𝑢𝑝(𝜒)  >=  𝜌 is an example of this type of result. Thus, 𝜒 →

 𝛼 can be thought of as the antithesis of 𝜌 −uncertainty.  

2) It is evident that for any 𝑆𝐴𝑅 𝜒 →  𝛼, the elimination of t does not affect the association rule's degree of 

confidence, where 𝛼 ∈  𝐼𝑡  𝑎𝑛𝑑 𝜒 ∗  𝐼𝑡 .  

3) Put differently, if 𝜒 ≒  𝛼 for every 𝑆𝐴𝑅 𝜒 →  𝛼, 𝑡ℎ𝑒𝑛 𝜒 ∧  𝛼 ⊆  𝐼𝑡 . It has ownership of it.  

sup(𝜒 ∪ 𝛼)

sup(𝜒) 
=  

sup(𝜒 ∪ 𝛼)

sup(𝜒 ∪ 𝛼) + sup(𝜒 ∪ ¬𝛼)
 

(1) 

=  
sup(𝜒 ∪ 𝛼) + sup(𝜒 ∪ ¬𝛼)

sup(𝜒 ∪ 𝛼) + sup(𝜒 ∪ ¬𝛼) 
−  

sup(𝜒 ∪ ¬𝛼)

sup(𝜒 ∪ 𝛼) +  sup(𝜒 ∪ ¬𝛼)
 

(2) 

= 1 − 
sup(𝜒 ∪ ¬𝛼)

sup(𝜒 ∪ 𝛼) + sup(𝜒 ∪ ¬𝛼) 
 

(3) 

Where the number of transactions with χ but no α is represented by sup(𝜒 ∪ ¬𝛼). The deletion of 𝑡 results in a 

decrease in 𝑠𝑢𝑝(𝜒 ∪  𝛼), which consequently results in a drop in 𝑠𝑢𝑝(𝜒 ∦ 𝛼) 𝑠𝑢𝑝(𝜒). The sensitive association 

rule does not violate ρ-uncertainty after t is removed. 

Theorem 2: Let us assume that 𝜌 −uncertainty is satisfied by a sliding window. It consists of a group of things 

for a transaction called 𝑡. We have the following after adding 𝑡 to the sliding window. There is no ρ-uncertainty 

if 𝜑 ≤  𝛼 in the sliding window and 𝜒 ∗  𝐼𝑡  𝑎𝑛𝑑 𝛼 ∈  𝐼𝑡.  

1) Any 𝑆𝐴𝑅 𝜒 →  𝛼 in the sliding window and 𝜒 ∗ It does not violate 𝜌 −uncertainty in this situation; and  

2) Any 𝑆𝐴𝑅 𝜒 →  𝛼 in the sliding window and 𝜒 ⊆  𝐼𝑡  𝑎𝑛𝑑 𝛼 ∈  𝐼𝑡  might be. Supporting data is provided in the 

form of similar proof. The sliding window could break 𝜌 −uncertainty. If modifications are made, just these 𝑆𝐴𝑅𝑠, 

which might contradict 𝜌 −uncertainty, must be considered. Utilizing the static anonymization technique 

suggested, an analysis is conducted on each SAR inside the current sliding window to determine whether or not 

𝜌 −uncertainty is violated. 
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3.3. Information metrics 

Should there be a transactional sliding window 𝑇𝑆𝑊𝑖 that does not satisfy 𝜌 −uncertainty within a transactional 

data stream TDS, then we can use generalization and suppression to change it so that it does. A generalization 

hierarchy tree is built for the items in 𝐼𝑁, having three nodes: a leaf indicating an item that is not sensitive, an 

internal node that stands for both the generalized value for every item represented at the root and a generic value 

for specific objects. This procedure is the same as that described. Items 𝑎1, 𝑎2, 𝑏1, 𝑎𝑛𝑑 𝑏2 are not sensitive. One 

can generalize 𝑎1 𝑎𝑛𝑑 𝑎2 𝑡𝑜 𝐴 𝑎𝑛𝑑 𝑏1 𝑎𝑛𝑑 𝑏2 𝑡𝑜 𝐵. Moreover, 𝐴 𝑎𝑛𝑑 𝐵 are generalizable to all presume that in 

the non-sensitive object hierarchy tree 𝐻, 𝑘 is a node. 𝐼𝐿𝑘  =  |𝑙𝑒𝑎𝑣𝑒𝑠(𝑘)|/|𝐼𝑁 is the formula for calculating the 

information loss of 𝑘, where 𝑘 represents the root node in 𝐻 and 𝑙𝑒𝑎𝑣𝑒𝑠(𝑘) represents the collection of leaves in 

the sub-tree. In the case of a leaf 𝑘, 𝐼𝐿𝑘  =  0. For instance, node 𝐴 has an information loss of 
24=1

2
. 

𝐼𝑛𝑓𝑜𝐿𝑜𝑠𝑠(𝑎) =  𝐼𝐿𝑘 defines information loss for a suppressed item; if an item is an item and is generalized to 

node 𝑘 ∈  𝐻, 𝐼𝑛𝑓𝑜𝐿𝑜𝑠𝑠(𝑎) = 1. The number of 𝑇𝑆𝑊𝑖 transactions that contain an is denoted by 𝑠𝑢𝑝(𝑎).  

𝐼𝑛𝑓𝑜𝐿𝑜𝑠𝑠 (𝑇𝑆𝑊𝑖) =  
∑ sup(𝑎) ∗ 𝐼𝑛𝑓𝑜𝐿𝑜𝑠𝑠 (𝑎)𝑎∈𝐼

∑ sup(𝑎)𝑎∈𝐼

 
(4) 

This is the information loss incurred when anonymizing two types of transactional sliding windows: 

𝑇𝑆𝑊𝑖  𝑎𝑛𝑑 𝑇𝐷𝑆 (transactional data stream).  

The following formula can be used to determine the average information loss of a sliding window for a 

transactional data stream (TDS):  

𝐴𝑣𝑒𝐼𝑛𝑓𝑜𝐿𝑜𝑠𝑠 (𝑇𝑆𝑊) =  
∑ 𝐼𝑛𝑓𝑜𝑙𝑜𝑠𝑠 (𝑇𝑆𝑊𝑖)

𝜔
𝑖=1

𝜔
 

(5) 

The sliding window count is represented by 𝜔. 

3.4. Data transactions 

To find the confidence of 𝑆𝐴𝑅 𝜒 →  𝛼, one must ascertain the supports of itemsets 𝜒 𝑎𝑛𝑑 𝜒𝛼. It is possible to 

transform a 𝑇𝑆𝑊𝑖 transactional sliding window into a soft set. Assume the following: 𝑈 is the initial universe set, 

𝑃(𝑈) is 𝑈′𝑠 power set, 𝜂 ⊆  𝐸 is an array of parameters is 𝐸. To illustrate a soft set over 𝑈, consider the pair 

(𝐹, 𝜂). A mapping 𝐹 with the notation 𝐹: 𝜂 →  𝑃(𝑈) is represented. Regarding 𝑇𝑆𝑊𝑖 , consider 𝑈 the transactions 

that occur in 𝑇𝑆𝑊𝑖; 𝐼 represents the collection of items in 𝐸, and 𝜂 for the subset of objects in 𝑇𝑆𝑊𝑖. Thus, item 

an in 𝑇𝑆𝑊𝑖 , 𝑎 ∈  𝜂, is contained in the collection of transactions denoted by 𝐹(𝑎). |𝐹(𝑎)| is a support for 𝑎.  

 

𝐹(𝑎1) = {𝑡𝑖+2, 𝑡𝑖+5} (6) 

𝐹(𝑎2) = {𝑡𝑖+1, 𝑡𝑖+2, 𝑡𝑖+3, 𝑡𝑖+4 } (7) 

𝐹(𝑏1) = {𝑡𝑖+1, 𝑡𝑖+2, 𝑡𝑖+3, 𝑡𝑖+4 , 𝑡𝑖+5, 𝑡𝑖+6} (8) 

𝐹(𝑏2) = {𝑡𝑖+1, 𝑡𝑖+2, 𝑡𝑖+3, 𝑡𝑖+4 , 𝑡𝑖+5, 𝑡𝑖+6} (9) 

𝐹(∝) = {𝑡𝑖+1, 𝑡𝑖+5} (10) 

𝐹(𝛾) = {𝑡𝑖+3, 𝑡𝑖+4, 𝑡𝑖+6} (11) 

 

Where 𝑎 𝑎𝑛𝑑 𝑏 are in 𝜂, ab's support is |𝐹(𝑎) ∩ 𝐹(𝑏)|. Regarding 𝑇𝑆𝑊
[
𝑖+1

2
]
 two 𝑒, the suitable soft set (𝐹, έ) is 

Supports for 𝑎1 are |𝐹(𝑎1)|  =  |{𝑡𝑖+2, 𝑡𝑖+5}|  =  2, and support for 𝑎1𝑎2 are |𝐹(𝑎1)  ∩  𝐹(𝑎2)|  =  |{𝑡𝑖+2, 𝑡𝑖+5}  ∩

 {𝑡𝑖+1, 𝑡𝑖+2, 𝑡𝑖+3, 𝑡𝑖+4}|  =  |{𝑡𝑖+2}|  =  1. It aims for the sliding window to anonymize it to meet 𝜌 −uncertainty 

dynamically. Every transactional sliding window can be anonymized using the static technique. Nevertheless, an 

effective algorithm is required due to the sliding window's quick and frequent updates. Due to transaction 

additions and deletions, the adjustment to the sliding window does not eliminate 𝜌-uncertainty. All it has to do is 

look for and investigate the impacted SARs that could potentially breach ρ-uncertainty. Before introducing the 

suppression-added generalization technique, we first give the suppression algorithm. 
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Algorithm 1: 

Input: sliding window, data item set, step size, transactional data stream, window size, soft set and privacy 

factors; 

Output: data streams from the window 

1. Slide over 𝑇𝐷𝑆 to acquire 𝑇𝑆𝑊𝑖+1
′ ; 

2. for 𝑎 ∈ 𝐼𝑠𝑢𝑝𝑝
𝑖  do 

3.       If 𝑖𝑠𝑢𝑝𝑝 is not visible in the provided raw transactions regarding 𝑇𝑆𝑊𝑖
′\𝑊𝑑𝑒𝑙 , then 

4.               Remove 𝑖𝑠𝑢𝑝𝑝 from 𝐼𝑠𝑢𝑝𝑝
𝑖 ; 

5.   else 

6.               Reduce 𝑖𝑠𝑢𝑝𝑝 from 𝑊𝑎𝑑𝑑; 

7. Predict 𝐼𝑠𝑢𝑝𝑝
𝑖+1 ; 

8. return 

 

3.5. Generalization 

Researchers employ global generalization to avoid spurious association rules from forming, much like 

suppression. Global generalization assigns a level in a generalization hierarchy tree 𝐻 to every instance of an item 

and every item in the identical hierarchy 𝐻 sub-tree. The control algorithm uses selective global suppression of 

particular items and worldwide generalization of the non-sensitive items in 𝐼𝑁 across the hierarchical tree 𝐻 to 

anonymize static transactional data and meet 𝜌 −uncertainty. In this paper, the first sliding window is anonymized 

using 𝑇𝐷𝐶𝑜𝑛𝑡𝑟𝑜𝑙. Changes to the sliding window that remove or add transactions could cause it to no longer meet 

𝜌 −uncertainty. To satisfy 𝜌 −uncertainty and control it continuously. The root of 𝐻 is contained in the 

particularization tree 𝑇, which is a subset of 𝐻. The set of its leaves indicates the current window's generalization 

case. The first 𝑇𝑆𝑊𝑖+1
′  for a transactional data (TDS) stream is 𝑇𝑆𝑊𝑖+1

′ = 𝑇𝑆𝑊𝑖+1
′  which is derived by sliding 

𝑇𝑆𝑊𝑖
′ ahead in step size 𝑝. If the items in leaves (𝑖𝑠𝑢𝑝𝑝) (𝑖𝑠𝑢𝑝𝑝  ∈  𝐼𝑠𝑢𝑝𝑝

𝑖 ) have already been eliminated from the 

raw transactions in previous anonymized processes, then delete them from there regarding 𝑇𝑆𝑊𝑖
′\𝑊𝑑𝑒𝑙  to make 

sure the anonymous sliding window does not contain any erroneous association rules. The generalized values in 

𝑊𝑎𝑑𝑑 are then saved to Gene once the 𝑊𝑎𝑑𝑑 items have been generalized per the particularization tree 𝑇 currently 

in use. Since doing so would expose sensitive information, we avoid generalizing about sensitive objects. The 

BuildASRT and supp function is called to keep some critical information hidden and ensure the SARs don't violate 

𝜌 −uncertainty because they only contain sensitive things. Furthermore, we adjust (𝐹, 𝜂), 𝑇𝑆𝑊𝑖+1
′  𝑊𝑑𝑒𝑙  𝑎𝑛𝑑 𝑊𝑎𝑑𝑑 

by SuppASRT. To identify the SARs that do not comply with 𝜌 −uncertainty. Suppression and generalization are 

then used to address the SARs. At last, we have the sliding window 𝑇𝑆𝑊𝑖+1
′ , which is anonymous. 

It consists of the impacted rules that are sensitive and have an antecedent length of 1. To address the SARs that 

defy 𝜌 −uncertainty, researchers employ generalization and suppression. As stated, identify the SARs broken with 

prior length 𝑙𝑒𝑣 and deal with them through suppression and generalization. Next, add nodes for each following 

level should the collection of level nodes not be ∅. 𝑇𝑆𝑊𝑖+1
′ , the anonymous sliding window, is the final result. Is 

it better to repress it or generalize it? which results in the least amount of information loss. Certain SARs may 

have an antecedent length smaller than 𝑙𝑒𝑣 due to suppression or generalization. Since these SARs don't violate 

𝜌 −uncertainty, they are taken from 𝐴𝑆𝑅𝑙𝑒𝑣. Based on 𝑆𝑢𝑝𝑝𝐴𝑆𝑅𝑇 and 𝑇, it updates Gene, 

𝐴𝑆𝑅𝑇, 𝑇𝑆𝑊𝑖+1
′ , 𝑎𝑛𝑑 (𝐹, 𝜂). After that, 𝑆𝑢𝑝𝑝𝐴𝑆𝑅𝑇 is returned. The info gain function in the algorithm allows users 

to choose the Gene item split that yields the highest information gain. If the information benefit from the split is 

not zero, we specialize in the divided; if not, there is nothing to specialize in. In other words, take a split out of 

Gene and use its progeny to update (𝐹, 𝜂) 𝑎𝑛𝑑 𝑇𝑆𝑊𝑖+1
′ . 

Algorithm 2: 

1. for the SAR rule, do 

2.    if rule violation leads to uncertainty, then 

3.              Include 𝐴𝑆𝑅𝑙𝑒𝑣; 

4. while 𝐴𝑆𝑅𝑙𝑒𝑣 ≠ ∅ do 

5. choose an item based on the maximal payoff ratio; 
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6.            If loss ≤ gene, then 

7.                 Reduce 𝑖𝑥 in 𝐴𝑆𝑅𝑙𝑒𝑣; 

8. Set 𝑖𝑥 as suppression;  

9. else 

10. generalize 𝑖𝑥; 

11. Remove SAR as the length is lesser; 

12. Revise ASRT and 𝑇𝑆𝑊𝑖+1
′ ; 

13. return  

 

4. NUMERICAL RESULTS AND DISCUSSION 

Researchers put the proposal into practice within this segment and conducted several tests to assess its 

effectiveness. 

4.1. Experimental setup 

Researchers looked at four datasets from UCI, Wine, Haberman, Waveform Database, and MAGIC, each with 

varying database features and scale, to assess the effectiveness of our approach. An extensive list of the dataset 

aliases, data types, attributes, and records is provided in Table []. First, pre-processing is done on the datasets to 

normalize them and control the values of all the characteristics in the same proximity. During the pre-processing 

phase, a 0.1 gradient is used to systematically modify the values of Eps and MinPts. To reduce the influence of 

the Eps and MinPts parameters, this change is only made to 1/25 of the dataset scale.   Seeing the clustering effect 

helps identify each dataset's ideal Eps and MinPts values. As the level of privacy depends on the given Eps and 

MinPts values, the clustering validity of the method is assessed across a range of privacy constraints. The average 

results of our studies are presented after 100 separate runs of each test dataset with Windows 10 X64 Ultimate 

software installed; the Intel (R) Core (TM) i7-4700MQ CPU runs at 3.4GHz and has 8GB of RAM. 

4.2. Evaluation metrics 

F-Measurement Index: F-measure is a frequently used evaluation index for clustering findings that can be used 

to assess the accessibility of the grouping outcomes. The F value is proportionate to the degree of similarity 

between the outcomes when two clustering algorithms' clustering results are computed using the F-measure. The 

assessment index for the F-measure can be calculated using the following formula: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 (𝑃) =  
𝑛𝑖𝑗

|𝐷𝑗|
 

(12) 

𝑅𝑒𝑐𝑎𝑙𝑙 (𝐶𝑖 , 𝐷𝑗) =  
𝑛𝑖𝑗

|𝐶𝑖|
 

(13) 

𝐹𝑖 =  
2 ∗ 𝑃 ∗ 𝑅

𝑃 + 𝑅
 

(14) 

Here, 𝐶𝑖 and 𝐷𝑗  represent the outcomes of two clustering techniques. Here, 𝑃 𝑎𝑛𝑑 𝑅 are for precision and recall 

rate, respectively. The number of components at the intersection of 𝐷𝑗  cluster 𝐶𝑖 is represented by the symbol 𝑁𝑖𝑗. 

An algorithm is more likely to cluster if its F-measure value is higher. The efficiency of the proposed algorithms 

for clustering data is examined in this research, and the results are evaluated using the F-measure value. Scientists 

modify the privacy budget value ε for the two clustering methods. The final results' availability is assessed by 

comparing the clustering findings with those from the original dataset. 

Calinski-Harabasz Index: Another evaluation index for assessing the validity of clustering is Calinski-Harabasz, 

commonly known as the CH index for short. The deviation matrix inside a class shows how near a class is to 

itself; the deviation matrix between groups shows how far apart the classes are. This ratio is known as the CH 

index. The CH index has the following definition: 

𝐶𝐻 (𝑘) =  
𝑡𝑟 𝐵(𝑘)/ (𝑘 − 1)

𝑡𝑟𝑊(𝑘)/(𝑛 − 𝑘)
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Where, 𝑘 is the number of classes in use at any one time, 𝑛 is the number of clusterings, the deviation matrix trace 

across classes is denoted by 𝑡𝑟𝐵(𝑘), and the deviation matrix trace inside a class is denoted by 𝑡𝑟𝑊(𝑘). The 

dataset's degree of separation is computed as 𝑡𝑟𝐵(𝑘); this is the sum square of the lengths that separate each 

cluster's centre from the dataset's centre. "𝑡𝑟𝑊(𝑘)" is the symbol for the product of squares spanning the class 

points and the cluster centre, which is used to define how close a cluster is to its core. CH stands for those ratios. 

The stronger the clustering validity, the higher the CH values correspond to a more distributed cluster within the 

class. 

 

Fig 2 Positive cluster association 

4.3. Experimental analysis 

Applying the two techniques to dataset D2, it execute privacy preservation clustering; Fig 2 displays the clustering 

findings, and Fig 3 shows the proposed clustering results. The figures show that both approaches can accurately 

distinguish each cluster's core, border, and noise points. Nevertheless, because the two approaches' initial core 

point selection procedures differ, the proposed model produces a different cluster classification in contrast to the 

existing ones. Because it was initially clustered using multi-core clustering, the proposed yielded more clusters 

and a more thorough categorization than existing. Despite non-uniform density datasets, the proposed can still 

precisely locate the noise locations. Because of this, there are times when the distribution seems identical, yet 

separate clusters are clustering, and it is hard to ignore them. Using the dataset D4 subset with different amounts 

of data, Fig 3 compares the run efficiency of two distinct algorithms. In D4, the two algorithms are run many 

times, respectively. When comparing the two methods' time efficiency, it is clear that the proposed model requires 

a little more time than the smaller data set of the original model. The primary cause is that the first time needed 

to identify several vital spots is significantly longer than the total time. Nevertheless, the proposed model run time 

advantage occurs when the dataset hits a specific scale; in this case, 1.67 ∗ 104 data points. This is because once 

the initial core points are discovered, the remaining points in each cluster only need to be determined. In contrast, 

a lot of time is spent using several iterative computing techniques to locate new core points because of the 

increased data volume and cluster size. From Fig 3, we can infer that our method performs better when dealing 

with datasets that have more clusters or a larger scale. 
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Fig 3 Run time comparison 

 

Fig 4 F-measure comparison 

Next, the effect of the F-measure on the privacy budget parameter 𝜀, which spans from strict to permissive privacy 

requirements, is investigated and goes through the following steps: 0.1, 0.2, . . . , 0.5, . . . , 1}. Fig 4 compares the F-

measure values for the two algorithms' clustering outcomes on dataset D3 for a range of 𝜀 values. As can be seen, 

there is little accuracy between the proposed and existing proposals. Both techniques cluster accurately and 

efficiently when ε is large enough. When 𝜀 is reduced, the proposed model is more adept at handling the dataset. 

However, privacy is beneficial because the extra noise remains constant regardless of dataset size. Consequently, 

the proposed excels more when it comes to managing large-scale datasets. The proposed models’ performance 

will improve, and their noise immunity will be stronger with more datasets. 
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Fig 5 Cluster ratio of dataset_1 

 

Fig 6 Cluster ratio of dataset_2 

 

Fig 7 Cluster ratio of dataset_3 

It used D1, D2, and D3 as our test datasets in the previous experiment. To further assess the clustering quality, 

compare our method of the Calinski-Harabasz (CH) index with the proposed one. It uses several executions of the 

two techniques to achieve privacy-preserving clustering and evaluate D1, D2, and D3. We calculate the average 

CH value to depict the two algorithms' CH ratio curves. The clustering validity of the two techniques is closer the 

closer the CH ratio is to 1. Fig 5 to Fig 7 display the experiment's results. The statistics show that the proposed 

may effectively preserve privacy with a modest amount of noise added. According to experts, it ensures that the 

validity of the clustering produced by the proposed and the traditional clustering approach is comparable. It 
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suggests that the value of ε affects how much privacy is preserved. The value of ε can be used to control the level 

of privacy preservation. More excellent noise addition and more robust privacy preservation are associated with 

smaller 𝜀 values. By comparing the three figures' results, upon computing the equivalent privacy preservation 

level (𝜀), it becomes feasible to ascertain that the proposed model possesses the subsequent characteristics: greater 

grouping validity when comparing smaller datasets to larger datasets and higher clustering validity for lower 

dimensional datasets in comparison to high dimensional datasets. 

5. CONCLUSION 

One of the significant and most challenging issues in data mining is maintaining the confidentiality and integrity 

of network user data. Researchers mainly concentrate on privacy preservation in network user data clustering 

analysis. Unlike previous studies, the researchers effectively tackled the unpredictability and lack of visibility of 

the proposed PCAS-PP model by selecting many cores at the most significant distance in the clustering outcome. 

The simulation results show that our method enhances the temporal efficiency of the outcomes and reduces the 

clustering effect when the added noise level becomes excessive. When the same privacy budget is applied to a 

larger dataset, the clustering impact is more accurate due to the privacy property, which states that the amount of 

noise injected is independent of the dataset size. The main goals of this research are to minimize the effect of input 

parameters on the clustering outcomes and strike a balance between process noise and clustering accuracy. 
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