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Abstract: - The strong security measures are becoming even more necessary to protect these networked systems as a result of the 

proliferation of Internet of Things (IoT) devices. The dynamic and varied nature of IoT networks frequently makes it impossible for 

traditional security solutions to be effective. The method suggested in this research uses machine learning to identify security attacks in 

IoT contexts. The suggested method makes use of the capabilities of machine learning algorithms to examine the enormous amounts of 

data produced by IoT devices. The system can develop the ability to recognise possible security threats and take immediate action by 

training models on labelled datasets that include both normal and attack patterns. In this paper multiple ML models for security threat 

detection in IoT environments in this study. Our evaluation uses both binary and multiclass classification models in an effort to accurately 

reflect the variety of assaults that can be found in IoT environments. The proposed method provide a new specialised IoT dataset that was 

created especially to reflect the characteristics of actual IoT environments in order to assure the validity of our assessment. By completing 

this extensive analysis, we hope to shed light on how well AI-based methods for security attack detection in IoT contexts work. The 

results of this study can help researchers and professionals decide which ML models and feature engineering techniques are best for IoT 

security. At the end of the day, we want to help with the creation of reliable security systems that safeguard IoT devices and shield user 

data from harmful attacks. 
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I. INTRODUCTION 

IoT is based on the idea that by connecting billions of devices, the world can collect and share enormous amounts 

of data. This connectivity, along with cutting-edge communication technologies, makes it possible to analyse data 

and make decisions quickly. The number of IoT strategies worldwide has already topped 16.4 billion, and by 

2020, Statistica [2] predicts that this number will surpass 30 billion. Attackers now have ways to take advantage 

of IoT devices and compromise sensitive data thanks to these flaws. The variety of IoT devices and their frequent 

connections with external networks create opportunities for malicious actors to enter the system. The compromise 

of integrity can result in the manipulation of data, which can lead to inaccurate conclusions and incorrect decision-

making, while the breach of confidentiality can result in unauthorised access to personal information. 

Understanding IoT vulnerabilities in depth and creating strong security measures are necessary to address these 
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security concerns. IoT security has been improved by the use of methods like encryption, access control, and 

secure communication protocols. In addition, continued integrity and safety of IoT systems depend on the 

detection and monitoring of security assaults. 

Several fundamental difficulties, including as privacy, access control, authentication, secrecy, and trust, must be 

overcome when designing a secure IoT ecosystem. Due to the sensitive nature of the user data processed by the 

majority of IoT devices, these difficulties are essential. The existence of malware botnets like Mirai, as 

emphasised by Kolias et al. [3], shows the potential for rapid propagation and control of IoT devices, exploiting 

their weaknesses. This underlines the fact that vulnerable IoT devices directly endanger not only themselves but 

also every other connected item in their network. Attackers frequently aim for IoT devices in an effort to illegally 

get user data, which could lead to monetary damages and breaches of privacy [4],[5]. Network assaults like 

phishing, theft of information. Data breaches and ransomware assaults are only two examples of the serious 

consequences that can result from these attacks, which can cause organisations significant financial and 

operational harm. 

Phishing attacks take advantage of flaws in IoT devices to trick users into disclosing private information, 

jeopardising their security and privacy. Unauthorised access to private or sensitive information kept on Internet of 

Things devices might result in data misuse or disclosure. Spoofing attacks impersonate legitimate IoT networks or 

devices in order to obtain sensitive data or take control of targets. Attacks known as denial of service (DoS) stop 

IoT networks or devices from operating normally and make them unavailable or unresponsive. These cyber 

security vulnerabilities can have serious repercussions that will cost a lot of money and time to repair. Sensitive 

information may be exposed via data breaches, harming an organization's reputation and having legal 

repercussions. Critical data can be encrypted by ransomware attacks, which demand payments in exchange for its 

disclosure, resulting in operational hiccups and monetary losses. Implementing strong authentication mechanisms, 

enforcing access control regulations, encrypting data communications, and routinely updating IoT device 

firmware to fix vulnerabilities are just a few of the many different strategies needed to address these security 

concerns. Real-time detection of possible assaults can be aided by continuous monitoring and threat detection 

systems. 

II. BACKGROUND 

In order to better protect IoT networks from assaults, several academics have concentrated on creating machine 

learning (ML) models. The UNSW-NB15 dataset is frequently utilised in literature reviews [13]. A model based 

on machine learning for intrusion detection was developed in a different study by Khatib et al. [17] to increase the 

resilience of IoT networks to hostile attacks. The [13] researchers used the 2,540,044 samples and 49 features in 

UNSW-NB15 dataset. They applied the several machine learning classifiers to deal with the problem of network 

security in IoT. The SVM achieved the highest multiclass classification accuracy of 93%. These papers show how 

ML approaches may be used to rise the precision of intrusion recognition in IoT networks. The UNSW-NB15 

dataset and multiple ML classifiers have been used to get important insights into how well various models 

perform at identifying cyberattacks. These results support ongoing efforts to strengthen IoT system security and 

defend against malicious actions. 

Table 1: Summary of Different ML Method used in IoT Environment 

Paper Algorithm Used Dataset Attributes Findings 

[14] ERT, AB, XGB, CART, 

GBM, MLP, RF 

CIDDS-001, UNSW-

NB15, NSL-KDD 

- Method shows 96.47% 

Accoracy 

[18] LR, SVM, RF, DT, 

KNN, ANN, bagging, 

boosting, and stacking 

ensemble 

UNSW-NB15 

(175,341 samples), 

CIC-IDS2017 

(190,774 samples) 

25 With use of ensemble method 

99.12& Accuracy 



J. Electrical Systems 20-1s (2024): 103-113 

 

105 

[17] RF, DT, AdaBoost, LR, 

LDA, SVM, Nystrom-

SVM 

UNSW-NB15 

(2,540,044 samples) 

49 95%  of Accuracy using Binary 

classification and 93% 

accuracy using SV Multiclass 

classification 

[19] RF UNSW-NB15 

(699,934 samples) 

12 It represent the  99.34% 

accuracy 

[20] LR, NB, DT, SVM, 

KNN, RF, AB, XGB 

ToN-IoT 20 98%  of Accuracy using Binary 

classification and 97% 

accuracy using Multiclass 

classification 

[22] RF, GBM CSE-CIC-IDS2018-

V2 

- 98.27% accuracy 

[24] RF, SVM, DT, ANN, 

KNN, NB 

SCADA attacks 

dataset 

7 99.84% accuracy using RF 

[25] GRU Modbus-based 

network dataset 

- 90.25% Accuracy  

 

III. DATASET  

The dataset Wheelus and Zhu [27] offered for public use is the one we used in our investigation. This dataset was 

gathered over a nine-month period and went through numerous preprocessing stages. The raw data was divided 

into sessions during preprocessing based on factors including source and destination Internet Protocol (IP) 

addresses, ports, and temporal features. The features contained in the dataset are shown in Table 2. To categorise 

samples into both the attack or regular categories in the binary classification case. The dataset tries to group 

samples in the multiclass classification scenario into four groups: normal, querying cache (QC), zone transference 

(ZT), and no shared secrets (NSS). 

Table 2: Description of Dataset 

Sr. 

No. 

Attribute 

Name 

Details of Attribute 

1 in_rep Repetition of the session—packet count of those with the most 

typical packet size 

2 out_rep Repetition of the session—packet count of those with the most 

typical packet size 

3 in_prdcty Measure of a session's periodicity provided by the variance of 

timestamp discrepancies between packets 

4 out_prdcty Measure of a session's periodicity provided by the variance of 

timestamp discrepancies between packets 

5 in_conv Examining the variation in packet sizes reveals session convergence, 

which is the self-similarity of the packets in the session. 
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6 out_conv Examining the variation in packet sizes reveals session convergence, 

which is the self-similarity of the packets in the session. 

7 invel_pps Traffic speed is determined in packets per second, or packets per 

second. 

8 outvel_pps Traffic speed is determined in packets per second, or packets per 

second. 

9 invel_bps Bits per second (bps) refers to the speed of data transfer. 

10 outvel_bps Bits per second (bps) refers to the speed of data transfer. 

11 invel_bpp Bytes per packet—traffic speed expressed in bytes each packet 

12 outvel_bpp Bytes per packet—traffic speed expressed in bytes each packet 

13 riotp RIOT packages (inbound and outbound traffic combined) are the 

ratio of inbound to outgoing traffic measured in packets. 

14 riotb RIOT packages (inbound and outbound traffic combined) are the 

ratio of inbound to outgoing traffic measured in packets. 

15 duration Duration is the sum of the session's inbound and outbound times. 

16 orig_bytes Sessions traffic size in bytes, or byte count 

17 resp_bytes Sessions traffic size in bytes, or byte count 

18 orig_packets Session traffic amount in packets and packet count 

19 resp_packets Session traffic amount in packets and packet count 

The binary dataset has a total of 212,834 samples, 178,576 of which are considered to be normal, and 34,258 of 

which are considered to be assaults. There are four classes in the multiclass dataset: normal, NSS, QC, and ZT. 

There are 178,576 examples in the standard class, 23,022 in the NSS class, 6,901 in the QC class, and 4,335 in the 

ZT class. 

IV. RESEARCH METHODOLOGY 

ML algorithms to identify and categorise security breaches in IoT networks. For this task, the bagging, KNN, J48, 

RF, LR, and MLP ML models have been chosen. We used a publically accessible dataset from Wheelus and Zhu 

[27] that was created specifically for identifying and classifying IoT network assaults to train these algorithms. 

We performed many preparation steps to make sure the dataset was in the best format before starting the model 

training process. 

Following that, the efficacy of the ML models was evaluated using a range of metrics, including classification 

accuracy, F-score, recall, precision, and receiver operating characteristic (ROC). The models' robustness and 

generalizability were confirmed by using 10-fold cross-validation during their creation. We carried out two binary 

classification experiments to discriminate between normal and attack periods. Additionally, we conducted two 

classification tests utilising multiclass classification to categorise both typical sessions and three distinct attack 

types, including zone transfer (ZT), query cache, and no shared secret (NSS). To further emphasise the importance 

of feature selection in preserving or enhancing the models' performance, we only used a portion of the features 
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during the tests. Figure 1 clearly represents the stages of the research approach and the general flow of our 

investigation. 

a) Preprocessing: 

Preprocessing operations were carried out to get the dataset ready for model testing and training. These procedures 

included loading, purging, treating, and converting the data into a format that was appropriate for the tasks at 

hand. 188,576 of the 218,834 cases in the original dataset, which represented typical traffic, totalled 218,834. As 

the normal class accounted for 83.9% of the sample, while the other classes were noticeably lower in contrast, this 

suggests a large class imbalance. Different strategies were used to handle the missing values based on the 

characteristics of each class, taking into account the uneven nature of the dataset and the occurrence of missing 

values across all classes. The normal class was chosen as the method for missing value handling since it was 

substantially larger than the other classes.  

The average value for the binary categorization experiments was used to impute the missing values for the second 

class, which represents attacks. Because the characteristics with missing values related to variance values, this 

method was reasonable, and employing the median as an imputation method was suitable in this situation. 

The missing data in the NSS class were eliminated in the multiclass experiments. This strategy was chosen such 

that even when the missing data were removed, there would still be more NSS attack instances than the lowest 

class. These preprocessing methods ensured a more solid basis for the upcoming studies by treating the dataset 

suitably to address class imbalance and missing values. 

 

Figure 1: Proposed method Step wise representation 

b) Feature Selection: 

The dataset used in our analysis included 20 attributes that provide pertinent data on traffic sessions. To acquire 

the best results in our analysis, we ran four different trials. The class attribute for the binary classification studies 

had two possible values: normal or attack. The attack values were then divided into three classes for the multiclass 

classification experiments: NSS, QC, and ZT.  

Table 3: Feature selection and Relation with Information Gain Vs Correlation 

Attribute Correlation in % Information Gain in % 

orig_packets 67.09 64.8 

riotp 64.91 86.0 

outvel_bpp 66.39 85.4 

orig_bytes 64.77 82.0 

resp_packets 51.77 66.3 

resp_bytes 54.23 81.1 

duration 29.33 68.9 
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We determined the correlation between the data gain of each feature in the dataset before doing feature selection. 

Based on these evaluations, we chose the top 30% of characteristics. Seven features were ultimately picked since 

they had the highest correlations. The characteristic "duration" was also added because of its great information 

gain value. The "riotb" and "riotp" qualities have a 100% association, we noticed after computing the correlation 

between the chosen features. We decided to preserve just one of these functionalities to prevent duplication. We 

kept the "riotb" feature because of its higher information gain value. So, for all four studies, we had a total of 

seven attributes. 

C) Performance Metrics: 

The accuracy (ACC) is calculated as the percentage of correctly classified instances, whether they are normal or 

attacks, and is determined by the following formula: 

𝐴𝐶𝐶 =
(𝑇𝑃 +  𝑇𝑁)

(𝑇𝑃 +  𝑇𝑁 +  𝐹𝑃 +  𝐹𝑁)
 

The formula for calculating precision (P), which is the proportion of pertinent instances among the identified 

instances: 

𝑃 =  
𝑇𝑃

(𝑇𝑃 +  𝐹𝑃)
 

Recall (R) is calculated as the ratio of the number of relevant instances over the total number of relevant instances 

discovered: 

R =  
TP

(TP +  FN)
 

The F1-Score is a metric that combines recall and precision into one number. It can be calculated using the 

formula below as the weighted average of recall and precision: 

F1Score =
(2 ∗  P ∗  R)

(P +  R)
 

In particular, when α = 1, the formula for the F1-Score simplifies. Overall, these formulas allow us to calculate 

accuracy, precision, recall, and the F1-Score, which are commonly used metrics for evaluating classification 

performance. 

V. RESULT AND DISCUSSION 

For the tests in our study, we used a range of machine learning (ML) models, comprising RF, LR, KNN, SVM, 

bagging ensemble, and MLP. These techniques were chosen in light of earlier research [14, 18, 20, 24] that 

showed their efficacy in building classification models across a range of domains. The collection initially had 

218,834 occurrences. But because of the problem of class imbalance, we had to solve it by under sampling the 

dataset. To provide a balanced representation of the classes, each set of experiments contained a varied number of 

cases. Additionally, we chose features depending on how well they correlated with the target class. Seven features 

were chosen for the following experiments after examining the feature correlations. 

Table 4: Performance evaluation ML model with Precision and Recall 

Model Precision Recall 

KNN 0.93 0.94 

LR 0.98 0.98 

SVM 0.99 0.99 

RF 0.99 0.99 

Bagging 0.98 0.99 
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The outcomes of our tests demonstrated how well different machine learning models performed in terms of recall 

and precision in table 4. Precision and recall for KNN were 0.93 and 0.94, respectively. This indicates that KNN 

did a good job accurately detecting positive cases (high accuracy) and accurately capturing a large percentage of 

the real positive instances (high recall). Precision and recall for LR were both 0.98. A significant number of the 

real positive occurrences were successfully recorded by LR, which showed a high level of accuracy in recognising 

positive instances. SVM achieved 0.99 precision and 0.99 recall. Because of its excellent precision and recall 

levels, SVM performed remarkably well at correctly recognising positive cases. 

Additionally, RF attained 0.99 for both recall and precision. RF showed a strong aptitude for accurately and 

vividly recalling examples of positive behaviour. Precision and recall for bagging were 0.98 and 0.99, 

respectively. In terms of reliably recognising positive instances, bagging fared well, keeping a high recall while 

having a little lower precision, figure 2 shows the representation precision and recall. 

 

Figure 2: Representation of Performance evaluation ML model with Precision and Recall 

Overall, the findings show that good precision and recall values were attained by the models, which included 

KNN, LR, SVM, RF, and Bagging. These models exhibit promise for accurately categorising events and 

identifying the crucially important positive instances. To have a thorough knowledge of their performance in the 

particular setting of the study, it is crucial to take into account other evaluation measures and do additional 

analysis. 

Table 5: Performance evaluation ML model with F1 Score and ROC 

Model F1-Score ROC 

KNN 0.92 0.94 

LR 0.95 0.92 

SVM 0.94 0.96 

RF 0.96 0.99 

Bagging 0.95 0.99 

We are able to evaluate the effectiveness of various machine learning models based on the F1-Score and ROC 

values we received from our trials. KNN attained a ROC value of 0.94 and an F1-Score of 0.92. This shows that 

KNN displayed a strong balance between recall and precision, collecting a large percentage of positive cases 

while retaining a high level of overall accuracy. According to the ROC value, the model did a good job of 

differentiating between positive and negative events. The F1-Score and ROC values for LR were 0.95 and 0.92, 

0.9 0.92 0.94 0.96 0.98 1

KNN

LR

SVM

RF

Bagging

Recall Precision
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respectively. High F1-Score for LR demonstrated great precision and recall skills. The ROC value indicates that 

the model successfully maintained a low false positive rate while achieving a high true positive rate as mentioned 

in table 5. 

 

Figure 3: Representation of Performance evaluation ML model with F1 Score and ROC 

Using SVM, an F1-Score of 0.94 and a ROC value of 0.96 were obtained. SVM displayed a balanced efficiency 

with a ROC value and F1-Score that were both rather high. This figure 3 shows that the model successfully 

identified positive occurrences while reducing false positives. F1-Score of 0.96 and ROC value of 0.99 were 

attained with RF. As seen by its high F1-Score, RF demonstrated great performance with regard to of precision, 

recall, and overall accuracy. An excellent capacity to discriminate between both positive and negative instances is 

indicated by the high ROC value. An F1-Score of 0.95 and a ROC value of 0.99 were attained by bagging. 

According to its F1-Score, bagging displayed good precision and recall. The high ROC value indicates that the 

model did a remarkable job of distinguishing between positive and negative events. 

Table 6: Performance evaluation ML model with Accuracy 

Model Accuracy 

KNN 94.40% 

LR 97.38% 

SVM 99.77% 

RF 99.49% 

Bagging 98.46% 

KNN had a 94.40% accuracy rate. This shows that KNN did a good job classifying cases accurately, resulting in a 

pretty high overall accuracy. LR achieved an accuracy rate of 97.38%. LR demonstrated a higher level of 

accuracy in comparison to KNN, demonstrating that it could categorise events with greater precision. SVM 

achieved accuracy of 99.77%. With a high accuracy rate for correctly identifying occurrences, SVM performed 

remarkably well. 99.49% of the time, RF was accurate. The exceptionally high level of accuracy that RF 

demonstrated its capacity to accurately and precisely identify circumstances. Bagging has an accuracy percentage 

of 98.46%. Bagging performed well in accurately identifying cases, although being much less precise than certain 

other models. 

0.88

0.9

0.92

0.94

0.96

0.98

1

KNN LR SVM RF Bagging

F1-Score ROC
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Figure 4: Accuracy of Different ML Methods 

Table 7: Comparative analysis of Method 

Model Precision Recall F1-Score Accuracy ROC 

KNN 0.93 0.94 0.92 94.40% 0.94 

LR 0.98 0.98 0.95 97.38% 0.92 

SVM 0.99 0.99 0.94 99.77% 0.96 

RF 0.99 0.99 0.96 99.49% 0.99 

Bagging 0.98 0.99 0.95 98.46% 0.99 

 

 

Figure 8: Comparative analysis of different ML Algorithms 

The models, which combined KNN, LR, SVM, RF, and bagging, acquired high accuracy values, proving their 

effectiveness in correctly classifying instances in the given context. It is essential to consider various evaluation 

criteria and do extra research to fully comprehend their performance and usefulness for the specific problem 

domain. Performance metrics for the KNN model were precision of 0.93, recall of 0.94, F1-Score of 0.92, 

accuracy of 94.40%, and ROC of 0.94. Precision, recall, F1-Score, accuracy, and ROC values for LR were 

respectively 0.98, 0.95, and 0.92. SVM achieved a ROC of 0.96, an F1-Score of 0.94, accuracy of 99.77%, 

90.00%

92.00%

94.00%

96.00%

98.00%

100.00%

KNN LR SVM RF Bagging

0.88

0.9

0.92

0.94
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1
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precision of 0.99, recall of 0.99, and. RF attained ROC values of 0.99, 0.96, 99.49%, F1-Score, precision, recall, 

and accuracy. Through bagging, a precision of 0.98, recall of 0.99, F1-Score of 0.95, accuracy of 98.46%, and 

ROC of 0.99 were achieved. 

VI. CONCLUSION 

The necessity for adequate cybersecurity measures to thwart the growing number of cyber attacks in IoT networks 

has grown critical with the exponential proliferation of IoT devices. In order to combat these dangers, researchers 

are increasingly using AI techniques because of their reliability and effectiveness. In this study, we focused on 

developing machine learning (ML) models with a fresh dataset and engineering features. To adjust to the changing 

nature of cyber threats, it is essential to investigate new cybersecurity datasets. We performed binary classification 

studies (normal vs. attack) and multiclass experiments (normal, QC, ZT, NSS). The dataset underwent randomised 

undersampling to guarantee an equal number of instances across classes in order to alleviate class imbalance. 

Then, feature selection and normalisation were carried out utilising correlation and information gain. Two sets of 

tests were run for each classification case: one with all features and the other with the best features chosen. 

Bagging, KNN, J48, RF, LR, and MLP models were used. Accuracy, F-score, recall, precision, and ROC 

measures were all included in the performance evaluation. Results showed that RF outperformed all other 

experiment sets, obtaining an astounding ROC of 99.9%. Furthermore, trials on binary classification performed 

better than those on multiclass classification. The choice of features has no effect on except for KNN, where it 

significantly enhanced classifier performance. 

To avoid the loss or destruction of sensitive data, future work should concentrate on developing real-time models 

capable of recognising and categorising attacks in IoT devices in real-time. To further assess the effectiveness of 

ML models, this dataset can be used as a model for creating customised datasets that cover a greater variety of 

attack types. 
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