J. Electrical Systems 20-3 (2024): 9211 — 9224

INilambari Mate Challenges in Safeguarding Machine
2Dr. Jyoti Yadav Learning Models Against Adversarial
Attacks Journa of
Electrical
Systems

Abstract: - The usefulness of Machine Learning (ML) has been proven in a variety of application settings, making it one of the most
frequently studied areas today. Applications with significant social influence rely on automated judgments made using machine learning
faces several concerns regarding possible vulnerabilities brought by machine learning algorithms. Intelligent attackers possess powerful
incentives to tamper with produced findings and models by algorithms that use machine learning to accomplish their goals using adversarial
attacks. Adversarial attacks can be done using many ways like contaminating models training data or altering models testing data or
polluting a central model. If model training data is manipulated by an attacker as part of an attack, the model's capacity to predict accurate
results is negatively impacted. This is called as data poisoning attack. Small perturbation may result in large side effects on the output of
the Machine learning model. This paper list out various strategies to poison the training data. It also analyzes various attacking strategies
and summarizes defensive techniques used to prevent or detect data poisoning attack. It also shows the impact of poisoning attack on the
machine learning models through experimental results. Finally, this paper highlights various research opportunities to create robust model
by preventing data poisoning attack.
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I.  INTRODUCTION

Machine Learning (ML) has become a revolutionary technology with far-reaching implications across diverse
fields, strengthening its position as a crucial research area with immense practical applications. The applications of
ML are extensive and diverse, extending across sectors like healthcare, finance, and transportation (Wang et al.,
2022). For example, ML algorithms play a crucial role in predicting disease outbreaks (Panayides et al., 2020),
improving resource distribution in education (Xiang et al., 2022) and streamlining supply chain operations (Khedr
& Ahmed M, 2024). These instances showcase how ML can tackle significant societal issues by leveraging
extensive data and advanced algorithms to derive valuable insights that direct decision-making processes. The rapid
processing of large datasets empowers organizations to address challenges promptly, underscoring ML's efficacy
as a potent instrument for positive societal impact.

The foundation of information system security is based on the CIA triad, consisting of three essential principles:
Confidentiality, Integrity and Availability. Each element is vital in protecting data and guaranteeing the efficient
and secure functioning of information systems. The violation of this CIA triad can be done by malicious actors with
sophisticated capabilities through adversarial attacks (Jagannathan et al., 2022). Many real-time applications
frequently receive dynamic data for retraining, which increases the risk of exposure of ML model to adversarial
attacks. These attacks can take diverse forms, such as contaminating training data, manipulating testing data or
polluting centralized models (Liu et al., 2018). According to the three primary categories of security violations (i.e.
integrity, availability and confidentiality) considered when examining the security of a system, the attacker's goals
are categorized along three dimensions: availability breakdown, integrity violations, and privacy compromise.

1. Availability breakdown: An attacker decreases the confidence level or performance of the classifier.
2. Integrity violations: It attempts to influence the classifier to predict incorrectly.
3. Privacy compromise goes a step further and makes sure that the incorrect classification isn't simply any

other label, but the one that is chosen by the attacker specifically (Jagielski et al., 2018; Oprea Alina & Apostol
Vassilev;2023).

The causative attack where an adversary perturb the training data by inserting or modifying training samples to
achieve their goals is called as data poisoning attacks (Xiao et al., 2015; Huang et al., 2015; Zhao et al., 2015) . As
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it prevents the model from producing accurate predictions, it may be called as an integrity attack. The main issue
with Data poisoning attack is that it's difficult to fix. Models are retrained with recently gathered information at
specific spans, depending upon their expected use and their proprietor's preference. Since poisoning typically occurs
over the long time, and over some number of preparing cycles, it may be difficult to tell when prediction accuracy
begins to move (Lucian Constantin, 2021). An attacker has the ability to poison part of training data to allow the
trained model to meet training objectives by considering conflicting samples in the training dataset. Often, these
conflicting patterns are perceived by the adversary to have similar characteristics to the malicious samples but the
labels are incorrect, causing a variation in the distribution of the training data. As a result of this model performance
is degraded with reference to accuracy, precision, recall, loss function etc. (Liu et al., 2018). For example, as a part
of business campaign, an attacker may decrease the output of classifier with the intention of damaging a business
or recommending its own product (Wang, Yizhen, and Kamalika Chaudhuri, 2018). Face recognition systems can
be attacked to evade confidentiality of sensitive data (Sharif et al., 2016; Biggio et al., 2013). In addition, malicious
actors can take control of autonomous vehicles (Papernot et al., 2017) and voice control systems (Carlini et al.,
2016) to make poor decisions about identifying road traffic signs and respective voice commands. Another example
is Tay, Microsoft’s chat bot that began to post inflammatory and offensive tweets learned by an attacker through its
Twitter account (Baracaldo et al., 2017). Poisoning attacks also have been validated in various applications like
worm signature generation (Newsome et al., 2006; Predict et al., 2006), spam detection (Nelson et al., 2008),
analysis of network traffic to detect DoS attacks (Rubinstein et al., 2009), opinion mining on social media (Newell
et al., 2014), crowd analysis (Wang et al., 2014), and health-care (Mozaffari-Kermani et al., 2014).

In this paper, a summarized information about data poisoning attack is presented. Section 2 provides review of
research and development. In section 3 gives a detail discussion of the results based on the survey done which
mainly includes training phase attacks, detailed review of defensive techniques and effect of data poisoning attack
through experimental results. Section 4 concludes the paper by giving some encouraging challenges.

Il. REVIEW OF RESEARCH AND DEVELOPMENT

Most of the existing work focused on poisoning attacks mainly include strategy of polluting the training data or
defensive approach to protect the ML algorithm, or both. Various attacking techniques and defensive techniques
are proposed in the literature.

A. Attacking techniques

Basically, many security threats to ML arise from adversarial samples (Biggio & Battista, 2016). Oprea et al., 2023
described four key dimensions which are used to form comprehensive adversarial model as attacking strategy, goal,
capability and knowledge. Adversarial samples are the harmful inputs purposely injected by an attacker that lead to
a decline in the effectiveness of ML models. Performance of model is mainly subject to the quality of the data
employed to train the model. Hence, many attacker targets training data to decrease the overall performance of ML
models. Availability and integrity of ML models is compromised by modifying training data termed as data
poisoning attack which is a kind of causative attack (Li et al., 2016; Fang et al., 2018; Ma et al., 2018). An attacker
can evaluate potential inputs before launching attack during testing phase by creating substitute model which uses
some or all training data (Biggio et al., 2012). The effect of data poisoning attack is evaluated on different ML
algorithms like Logistic Regression, Naive Bayes, Random Forests and Neural Networks (Adam-Bourdarios et al.,
2015; Zhao et al., 2017). Poisoning attack also threatens SVM algorithm (Xiao et al., 2015; Burkard et al., 2017).
Single-linkage and complete-linkage hierarchical clustering models are attacked using data poisoning (Biggio et
al., 2014; Battista et al., 2014; Ignazio Pillai et al. 2013). NN models are also targeted by data poisoning attack
(Yang et al. 2017; Shafahi et al., 2018; Huang et al 2021).

The attack strategy outlines how the attacker manipulates data to execute the planned poisoning attack. Various
contexts such as white-box scenarios (Xiao et al., 2015), gray-box settings (Jagielski et al., 2018) and black-box
models (Biggio et al., 2011) are utilized in the literature for the development of data poisoning attacks. Poisoning
attacks were initially introduced in cyber security applications to generate malicious flows intentionally to deceive
signature generation algorithms such as Polygraph (Perdisci et al., 2006). Spam emails containing extended
sequences of words found in legitimate emails are crafted to target Bayes-based spam classifiers, leading to the
misclassification of such spam emails (Nelson et al., 2008). An attacker can maximize the hinge loss for SVM or
maximize the Mean Squared Error (MSE) for regression by manipulating training samples (Jagielski et al., 2018;
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Biggio et al., 2012). Noise is added to the training samples of a generative model, which is then utilized to train the
NN model using clean label attacks (Feng et al., 2019). Clean-label poisoning involves gradient alignment method
to make minimum modifications to the training data (Fow! et al., 2021). AdvFaces generate minor perturbations in
images that are hard to detect yet successful in tricking ML models. The technique employs methods to pinpoint
crucial facial features essential for recognition. By concentrating on these areas, the strategy guarantees that the
induced perturbations significantly affect the efficiency of face recognition systems (Deb et al., 2020). The
susceptibility of object detection models to clean-label poisoning attacks is evident when boats are mistakenly
classified as ferries, potentially hindering the identification of pirates approaching a boat (Lee et al., 2023).

B. Defensive techniques

Poisoning attacks may often be detected by monitoring the basic performance indicators of ML models like
accuracy of the model, false positive rate, loss function, mean squared error, loss function and area under the curve,
since they significantly degrade the classifier metrics. These types of attacks should be detected at training stage
not at deployment/training stage. To create strong model these attacks must be prevented during the training. Several
techniques are used in the literature to prevent Data Poisoning attack. Some of the widely used techniques are outlier
detection, smoothing, data sanitization, robust training, ensemble method and many more (Jagielski et al 2018).

i. Data Sanitization

These techniques are used to remove poisonous samples from training dataset so that only benign samples will be
used to train the classifier. Defensive technique against data poisoning attack called Reject on Negative Impact
(RONI) measures the effect of each training data point on the classifier’s accuracy. The data points which have a
negative effect on classifiers accuracy are removed from training data set. This technique provides better accuracy
but it is complex to configure and operate (Barreno et al., 2010). To detect the effect of distinct data point on the
performance of the trained model, Probability of Sufficiency (PS) method is used. Here model evaluation is done
by comparing its performance on a trusted data set (Chakarov et al., 2016). Defense against data poisoning attack
is shown using data provenance strategy which uses extra information about the data point that led to its formation,
origin and manipulation (Baracaldo et al., 2017). Label flipping attack is defended using K-Nearest-Neighbours (k-
NN) to identify malicious samples or data points that has harmful impact on the performance of classifiers(Paudice
et al., 2019). An outlier detection method is used to identify adversarial sample against Data Injection Attack
(Steinhardt et al., 2017). Clustering methods have also been used against poisoning attack (Laishram Ricky and Vir
Virander Phoha, 2016; Taheri et al., 2020). Data filtering and ensemble learning is also used against label flipping
attack (Venkatesan et al., 2021). The datasets should be secured by cyber security mechanism for authentication of
dataset origin and integrity after being cleaned (Schmidt Eric. 2023).

ii. Robust training

Trimmed loss function as a defensive technique is used against statistical attack for regression models (Wang et al.,
2022). Randomized smoothing technique is used against label flipping attack to provide certificate of robustness
(Rosenfeld et al., 2020). An ensemble of multiple models and subset aggregation as well as randomized smoothing
is used against data poisoning attack for neural networks (Levine Alexander and Soheil Feizi, 2020). Finite
aggregation method with ensemble of multiple models used as defensive technique (Wang et al., 2022).Using a
meta-algorithm, the learner may be made more robust against outliers by starting with a basic learner like least
squares or stochastic gradient descent (Diakonikolas et al., 2019). Table 1 shows detailed information about
defenses against Data Poisoning Attack.

1. RESULTS AND DISCUSSIONS

An attacker uses different strategies to violate the confidentiality, integrity and availability of ML model by
manipulating training data, testing data or centralized model through adversarial attacks. Various kinds of
adversarial attacks are used by an attacker to take advantage of vulnerability in ML model. A
Types of Adversarial Attacks: Various techniques used by malicious attackers to manipulate training or testing data
with harmful intentions as shown in Figure 1.1(Liu et al., 2018; Tabassi et al., 2019).

1. Testing Phase Security Threats
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a) Evasion Attack: In this attack, the attacker injects carefully crafted adversarial samples at test time to
classify them incorrectly. However, the information that attacker have about how the model produces its
predictions will determine how they craft these samples. The adversary just adds the crafted samples in the model
and keep an eye on their selection (Biggio et al., 2013).

i.Gradient-based Attacks: This generally involves algorithms that utilize gradient-based search techniques such as

. Limited Memory Broyden Fletcher Goldfarb Shanno (L-BFGS): It was the first algorithm employed
to produce misclassifications in a computer vision system model by using input perturbations that were not
noticeable to human observers (Szegedy, C, 2013).

. Fast Gradient Sign Method (FGSM): FGSM (Kurakin et al., 2018) enhances the computational
efficiency of gradient ascent with a Single Step approach, eliminating the need for iterations to obtain a perturbation
that causes a significant change in the loss function (Malik et al., 2024).

o Jacobian-based Saliency Map Attack (JSMA): The JSMA algorithm (Papernot et al., 2016) is an
iterative method that offers finer control over perturbed features, enabling the creation of more convincing
adversarial examples, albeit at a higher computational cost.

ii.Gradient Free Attacks: Adversarial examples are generated without depending on the gradient of the loss
function but usually require access to the model's confidence scores to be effective (Chen et al., 2018).

b) Oracle Attacks: In this attack scenario, an assailant interacts with the model through an Application
Programming Interface, providing inputs and observing the corresponding outputs. The input-output pairs obtained
from these oracle attacks can be employed to train a surrogate model that imitates the behavior of the target model
(Tang et al., 2024). Oracle Attacks encompass techniques such as Extraction Attacks, Inversion Attacks, and
Membership Inference Attacks (Papernot et al., 2018).
i.Extraction Attacks: The adversary derives the parameters or structure of the model by analyzing its predictions,

often utilizing the probabilities returned for each class (Papernot et al., 2018).

ii.Inversion Attacks: An adversary can reconstruct data used to train the model, potentially exposing personal
information and compromising individual privacy, enabled by inferred characteristics (Alves et al., 2019; Papernot
et al., 2018).

iii.Membership Inference Attack: A membership inference attack involves an adversary determining whether the
dataset contains data from a particular individual in the dataset to train the model (Hu et al., 2022).
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Fig. 1.1: Types of Adversarial Attacks
2. Training Phase Security Threats:
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a) Data Access Attacks: This attack creates substitute model by accessing some or all the training data. The
efficiency of probable inputs may be evaluated using this stand-in model before they are submitted as attacks during
the testing phase of operation (Liu et al., 2018).

b) Data Poisoning Attacks: The causative attack where an attacker perturb the training data by inserting
malicious samples or modifying training samples to achieve their goals is called as data poisoning attacks (Xiao et
al., 2015; Huang et al., 2015; Zhao et al., 2017). As it prevents the model from producing accurate predictions, it
may be called as an integrity attack. The main issue with data poisoning attack is that it's difficult to fix. Models are
retrained with recently gathered information at specific spans, depending upon their expected use and their
proprietor's preference. Since poisoning typically occurs over the long time, and over some number of preparing
cycles, it may be difficult to tell when prediction accuracy begins to deteriorate (Lucian Constantin, 2021). An
attacker attempts to poison part of training data to make the trained model meet desired objectives by considering
malicious samples in the training dataset. These malicious samples are perceived by the attacker to have similar
characteristics as non-poisonous samples but the labels are incorrect, causing a variation in the distribution of the
training data. As a result of this model performance is degraded with reference to accuracy, precision, recall, loss
function etc.

Following are the basic two types of Data Poisoning Attacks:

i.Indirect Data Poisoning: The attacker poisons the data before pre-processing (Tabassi et al., 2019).

ii.Direct Data Poisoning: Attacker may use the following 3 broad strategies with respect to level of data access and
process of learning:
. Data Injection: The attacker corrupts the target model by injecting malicious samples into the training
data, as they lack access to the training data and learning algorithm but have the capability to add new data to the
training set (Steinhardt et al., 2017; Abbas et al., 2019; Chakraborty et al., 2021).
. Data Modification: A malicious user has full access to the training data but lacks access to the learning
algorithm. Desired model is built on the modified data (Aladag et al., 2019; Chakraborty et al., 2021). It can be
done using two ways:
l. Label Modification: An attacker can modify the class label anticipated by the model.
1. Input Modification: An attacker manipulates the original training data by introducing intentional
modifications, such as injecting malicious examples, altering existing data points, or adding noise.
. Logic Corruption: The learning algorithm is interfered by an adversary. These attacks are referred as
logic corruption attack. Apparently, counter measures against these types of attacks are very hard because an
attacker attacks the model itself (Newaz et al., 2020).
B. Comparative Study of Defensive Techniques

Attacks mentioned above can substantially undermine the classifier metrics and should be identified during the
training phase rather than at deployment. Prevention of these attacks during training is crucial for building robust
models. Detecting poisoning attacks can be achieved by monitoring key performance metrics of ML models, such
as model accuracy, FPR, loss function, mean squared error, and area under the curve. Various techniques, including
outlier detection, smoothing, data sanitization, robust training, ensemble methods, amongst others, are commonly
employed in the literature to mitigate the risks posed by data poisoning attacks (Jagielski et al., 2018). Researchers
have made two different categories of defensive strategies against poisoning attack. One is proactive defense where
designer aims to stay ahead of adversaries by simulating possible attacks, analyzing their consequences, and crafting
appropriate countermeasures as needed, and another is reactive defense where designer responds to the attack by
assessing its impact and developing countermeasures (Biggio et al, 2013).

1. Reactive Defense Strategies: Strategies aimed at assessing the severity of attacks and implementing
corrective actions to mitigate their adverse effects are known as reactive defense measures. These countermeasures
are commonly utilized to safeguard systems against vulnerabilities, with several of the defensive techniques listed
below falling under the reactive defense classification.

a) Defensive Techniques for SVM: SVM is commonly employed supervised learning algorithm for
classification task. Several strategies to address poisoning attacks in ML against SVM have been developed by
various domain experts as shown in Table 1.1.
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Table 1.1 Defenses against SVM

Attack | Method Used Dataset Advantages Challenges
Data Influence Amazon For a given target item, | It assumes that an attacker is
injection | function-based | Digital influence function-based | aware ~ of  recommender
attack method (Fang | Music strategy is suggested to identify | system, its parameters and all
et al., 2020). (Music) and | the influential  user  set | rating data (Fang et al., 2020).
Yelp effectively. Suggested attack
performs better than current
ones.
Label Auto-encoder | MNIST To make classification models | The study does not explore
modificat | based defense more  resistant to  label | model diversity and gradient-
ion attack | (Aladag et al., modification attacks, an auto- | based optimization in an
2019). encoder model is used (Aladag | autoencoder (Aladag et al.,
etal., 2019). 2019).
Data Data MNIST, Outlier removal method is used | Defensiveness is  dataset
Injection | Sanitization IMBD, against a broad family of attacks | dependent and performance of
Attack (Steinhardt et | Dogfish by minimizing risk (Steinhardt | a deployed learning algorithm
al., 2017). etal., 2017). is not guaranteed.
Data Reject on | SpamBayes | RONI measures the effect of | RONI technique provides
poisoning | Negative each training data point on | better accuracy but it is
Attack Impact accuracy of the classifier. The | complex to configure and
(Barreno et al., data points which have a | operate (Barreno et al., 2010).
2010). negative effect on classifiers
accuracy are removed from
training data set.
Label Data filtering | KDD Cup 99 | Data poisoning attempts thatadd | 1. An attacker can simply get
flipping: | and ensemble | dataset or remove data are successfully | over data filtering
attack learning is used resisted by data filtering | mechanisms. 2.
(Venkatesan et techniques. The computational cost of
al., 2021). Data poisoning attacks that | ensemble learning approaches
include modifying the labels of | can be high, and they need a
the data can be successfully | lotof training data. 3.
defended against using | Model’s performance can be
ensemble learning techniques | degrading on clean data.
(Venkatesan et al., 2021).
Label Clustering is | MNIST Clustering based method has | 1. Proposed method is tested
Flipping | used with data been proposed which | against only one dataset. 2.
attack filtering successfully filters some of the | Here only one kind of
(Laishram et poison points from dataset used | attacking strategy is tested out
al., 2016). for retraining. Proposed method | of four label flipping attack
can be easily integrated into any | strategies.
system (Laishram et al., 2016).
b) Defenses against Other ML Models: ML models like regression, decision tree and K-nearest neighbor are

also used to test the effect of poisoning attack described in Table 1.2.

Table 1.2 Defenses against Other ML Models

Attack Algorithm Method Dataset Advantages Challenges
Statistical | OLS, LASSO, | Trimmed Health  care, | A defense algorithm | Author assumes that
attack ridge, and | loss function | loan called TRIM | attacker has an access

elastic net assessment, proposed by | to model parameters
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regression and real estate | Jagielski et al., 2018 | which is not always
(Jagielski et al., datasets that significantly | true. Secondly, only
2018). (Jagielski et al., | outperforms current | Regression  models
2018). robust regression | are used to test the
techniques is created | defense against data

by using a principled | poisoning attack.

design methodology.

Label Classification | k-Nearest- BreastCancer, | Label sanitization is | Proposed mechanism
flipping Neighbors MNIST  and | achieved using KNN | works — well for
attack (k-NN) SpamBase based defense | BreastCancer and
based effectively (Paudice | SpamBase  datasets
detection etal., 2019). but not for MNIST. It
method is assumed that the
attacker  has  full
knowledge of the
learning  algorithm,
loss function, training
data, and features used
in  model training,
which is impractical.

c) Defenses Against Neural Network (NN) Models: Another branch of ML proven to be highly successful in
various fields such as security, autonomous vehicle systems and biometric recognition named as deep learning is
based on neural networks. However, these applications are susceptible to tampered data or artificial inputs. The
accuracy of models can be significantly impacted by alterations in the input data, leading to the creation of
adversarial examples. Table 1.3 represents strategies used in the literature to defend against data poisoning attacks.

Table 1.3 Defenses against NN Models

Attack Method Dataset Advantages Challenges
Label flipping | Silhouette Drebin, Proposed  method  used | The proposed method uses
attack clustering Contagio clustering-based Semi- | higher computational
method (Taheri et | and supervised defense, | resources, leading to
al., 2020). Genome have higher Accuracy than | increased complexity.
the KNN-based Semi- | Another concern is the
Supervised defense (Taheri et | accuracy of the defense
al., 2020). technique when applied
with different
classification algorithms.
Label- Subset MNIST and | An ensemble of multiple | An  ensemble  based
flipping and | aggregation as | CIFAR-10 | models has been proposed | defense computationally
poisoning well as which may be used to | expensive and not scalable
attacks randomized strengthen the resilience of | for large datasets due to
smoothing ML models and offers a |the use of multiple base
(Levine et al., verifiable defenses against | models.
2020). poisoning attempts.
Poisoning Deterministic MNIST, The study by Wang et al. | Proposed  method s
attacks finite aggregation | CIFAR-10, | (2022) recommends the Finite | computationally
techniques and Aggregation method over the | expensive.
(Wang et al, | GTSRB Deep Partition method for its
2022). resilience. Additionally, their
proposed approach includes
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certified defenses utilizing
both deterministic and
stochastic aggregation.

d)

against data poisoning attack.

Table 1.4 Proactive Defense Methods

Proactive Defense Strategies: Following Table 1.4 shows the example of proactive defensive technique

Method used Dataset Advantages Challenges
A framework | spam filtering, | The proposed framework empowers | Implementing the proposed
for  practical | biometric classifier designers to proactively devise | framework may demand
assessment of a | authentication countermeasures against potential attacks by | substantial  efforts and
classifier and network | foreseeing and analysing possible attack | expertise, with the
(Biggio et al., | intrusion scenarios through "what if" analysis (Biggio | outcomes being greatly
2013). detection etal., 2013). influenced by the dataset
used.
Optimized pollution sensor | Proactive detection framework named | It was considered that
Jaccard datasets DISTINCT was proposed to detect data | trusted dataset is genuine
distance poisoning attack using optimized Jaccard | and certified.
(Sameen et al., distance. The suggested framework uses less
2022). space and is much faster than existing
Jaccard Distance variations (Sameen et al.,
2022).
Randomized MNIST, The suggested framework effectively offers | The efficacy of randomized
Smoothing CIFAR10, a certificate of robustness for every test point, | smoothing relies
(Rosenfeld et | IMDB and | thereby showecasing enhanced accuracy in | significantly on the
al., 2020). Dogfish countering poisoning attacks (Rosenfeld et | selection of noise
al., 2020). parameters, which can
introduce complexity to
model design and training
while ensuring certification
(Rosenfeld et al., 2020).

C. Effect of Poisoning Attack on ML Model

The performance of ML models is significantly compromised by data poisoning attacks. Section Il describes
different ways to attack ML model. As a result of these attacks model makes incorrect predictions or decisions.
Overall performance of the ML model is degraded by decreasing model accuracy or by increasing FPR. Model
integrity and reliability can be compromised with the presence of poisoned data in the training dataset. This section
estimates the influence of data poisoning attack on classifier.

1. Datasets
The experimental study involves the utilization of both the MNIST and RandomBIlob datasets.

. MNIST dataset: MNIST dataset contains images of handwritten digits 0-9. The proposed model uses
randomly selected two digits 1 and 7. The dataset consists of 1300 samples.

. RandomBlob dataset: It is a synthetic dataset generated by creating random clusters of data points with
specified centers and standard deviations. The dataset consists of 200 samples with 2 classes.

2. Data Poisoning Attack on MNIST Dataset

A classifier is trained on the MNIST dataset to recognize handwritten digits is targeted by an adversary seeking to
induce misclassifications. The attacker introduces perturbations in the images, manipulates handcrafted feature
values to deceive the learning model into making incorrect classifications. The poisoned data points are generated
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based on parameters like perturbation type, maximum perturbation and bounds for the attack space. The generated
poisoned points are then used to retrain the SVM classifier. It impacts the accuracy of the classifier which in turn
degrades the performance of classifier. Figure 1.2 shows the detailed steps used in the experiment.

Start

J

Load MINIST Dataset

l

Normalize Features

+

Train the SVM classifier using Training data

3

Ewaluate the performance of the classifier

o

Poison the dataset by providing poisont points

+

Train the SV classifier using Poisoned data

+

Ewaluate the performance of the classifier

3

Wisualize the result

+

End

Fig. 1.2: Flowchart for Data Poisoning Attack

The data presented in Table 1.5 demonstrates a decrease in accuracy post-attack, signaling that the model's accuracy
is adversely impacted with the inclusion of poisoned data during training. The manipulation of training data by
attackers poses a significant threat in ML security. The extent of the attack's impact is affected by factors like the
quantity of poisoning points and the size of datasets utilized for training, testing and validation. For this analysis,
digits 1 and 7 are extracted from the MNIST dataset. Figures 1.3 to 1.4 depict the transformations in the images
corresponding to the scenarios outlined in Table 1.5. Each figure illustrates a label reversal compared to the true
label following the attack.

Table 1.5 Effect of Data Poisoning Attack on SVM classifier

Sr.No | Training set Testing Set | Validation Set | Accuracy Before Post Attack Poison Points

Samples Samples Samples Attack Accuracy

1 500 400 400 98.00% 93.25% 15

2 500 400 400 98.00% 87.75% 30

3 700 500 500 98.60% 93.00% 15

4 700 500 500 98.60% 85.80% 30
Attack started,.. - dttack started...
Attack comletel ttark coaplefe!
Drigm’, accuracy on fest sett 90,08 original aceuracy m test sef:

fter attack o fest set: 87,758 duouraty after 3"3(( n st st B0

A0N0ARD ANOOAAD
§n000a0 AANONAR

Figure 1.3 Model Performance as Per First and Second Case Mentioned in Table 1.5
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Iriginal accuray on test set: 98,684 Original acturay on fest set: 98,608
Accuracy after attack o test set: 93,008 Accurary after attack m test set: 85, 60K

Al00RA0 RONDAAN
I070340 GAGARD

Figure 1.4 Model Performance According to the Third and Fourth Case From in Table 1.5

3. The Impact of Label Manipulation Attack

The impact of label manipulation attack on an SVM maodel trained on a synthetic dataset with two features and
three classes has been analyzed. In this experiment, the class labels of some training samples have been altered. The
accuracy of the SVM model was measured before and after these manipulations, as presented in Table 1.6. The
findings from Table 1.6 indicate that the model's robustness against isolated noise helps to prevent overfitting in
presence of label manipulation attack due to the majority of accurate labels. As the number of altered labels
increases the models performance deteriorates because poisoned labels skew the decision boundary, leading to
decreased accuracy on the test set. When a significant portion of the labels are incorrect, the model is unable to
distinguish between correct and manipulated data. This results in the model effectively “learning™ incorrect patterns,
leading to a substantial degradation in performance.

Table 1.6 Effect of Label Manipulation Attack on the SVM Model

No. of Labels Accuracy on Test Set Before Accuracy on Test Set After
Manipulated Poisoning Poisoning

1 94.00% 94.00%

25 94.00% 89.00%

40 94.00% 74.00%

50 94.00% 48.00%

75 94.00% 48.00%

The impact of label poisoning is initially minor but becomes severe as the proportion of poisoned labels increases.
This highlights the need of securing data validation processes and training methods relating to noise and
manipulation. In summary, the results highlights model accuracy is inversely proportional to the number of
manipulated labels. The degree of label manipulations directly correlates with the degradation of the model's
performance as shown below.

If we consider initial accuracy of the model is AC, and after modifying n labels accuracy is AC (n).
If n = 1then AC(1) =~ AC,
Ifn > 1then AC(n) = ACy, — f(n)

Here, f(n) is a non-negative, monotonically increasing function of n that signifies the deterioration in accuracy
resulting from label manipulations. In general, f(n) could be characterized as linear, nonlinear or logarithmic,
based on the extent of the decline in performance. The derivative of AC(n) can be expressed using Equation (1).
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dac(n) _

. —f'(n) Equation (1)

As f'(n) = 0, it confirms decrease in accuracy when there is increase in number of modified labels.

Table 1.6 shows that the association between the quantity of manipulated labels n and the model accuracy AC (n)
exhibits a non-linear decrease. This indicates that the effect of label manipulation on accuracy is not consistent but
intensifies as a greater number of labels are modified.

IVV. CONCLUSIONS

This work has explored the survey of different types of hostile attacks on ML models. Adversarial attacks are
intended to be as undetectable as possible, making them challenging to stop. Attackers who want to bypass current
defenses are always coming up with new ways to do so. There are no established standards for assessing the potency
of defensive strategies. Adversarial attacks require a thorough understanding of both security and ML. Each
defensive technique mentioned in this work faces some challenges. Experimental results indicate that inclusion of
poisoned data significantly impacts the accuracy of the classifier, leading to a decrease in performance post-attack.
This highlights the vulnerability of ML models to adversarial attacks and emphasizes the importance of robust
defenses against data poisoning attack. Additionally, the findings underscore the critical need for enhanced security
measures to protect ML models from such threats and ensure their reliability and accuracy in real-world
applications. Protecting training data from adversarial attacks to maintain the model's integrity, security and
reliability is the main concern for ensuring the robustness and trustworthiness of ML models. Almost all defenses
discard the poisoned data, which may lead to incorrect ML model. The development of new methodologies that can
correct the detected malicious samples so that the model will train on the whole dataset rather than just part of it is
much needed.
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