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Abstract—The increasing reliance on cloud storage systems to manage massive volumes of data has
highlighted the need for robust, efficient, and intelligent fault-prevention mechanisms. Traditional fault tolerance
methods rely on reactive measures, leading to increased downtime and inefficiencies. This study introduces a
proactive fault prevention approach using advanced machine learning techniques to enhance data resilience in
cloud storage management. Utilizing the NSL-KDD dataset, undergoes preprocessing, including feature-label
separation, one-hot encoding of categorical variables, and feature scaling to standardize input values before being
split into training and testing sets. A Long Short-Term Memory (LSTM) model is implemented for failure
prediction for binary classification. The model is trained using the Adam optimizer and evaluated with accuracy,
loss, confusion matrix, and ROC curve, achieving high accuracy (93.87% training, 92.92% testing). To further
enhance reliability, a reinforcement learning (RL)-based replica placement strategy is introduced, dynamically
adjusting the number of replicas based on network topology, access patterns, node reliability, and resource
constraints. Furthermore, failure to failover provisions allows continuous latency measuring for the system to
perform optimally. The integration of resources and the use of predictive analytics in this work greatly improve
cloud storage reliability and efficiency.

Keywords—Cloud Computing, Data Reliability, Cloud Storage, Fault Prevention, Cloud Data Management,
Machine Learning, NSL-KDD, Reinforcement Learning, LSTM.

I. INTRODUCTION

Cloud computing, through its on-demand scalable services along with cost savings and efficiency with
flexibility, transformed the way consumers and organizations handle IT resource management [1][2]. Cloud
computing enables users to store and access enormous amounts of data through the Internet through its key storage
component [3][4] Organizations now recognize cloud storage as essential for data management because it provides
secure remote data storage that can grow while making the data easily accessible [5][6]. The advantages of cloud
storage exist while the systems experience failures that generate substantial service interruptions combined with
data loss and deteriorated service quality [7][8]. The complexity of cloud infrastructure includes coordination over
a huge amount of physical machines (PMs), virtual machines (VMs), and data centers dispersed across different
locations, driving these risks[9][10].

Cloud storage management has become a critical area of focus where data reliability in cloud storage
management is enhanced [11][12][13]. Whichever, cloud system faults due to software or hardware failures, human
error results in system downtime, data loss performance degradation [14]. However, as cloud computing is
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developing, traditional fault tolerance (FT) methods, such as replication and checkpointing are widely used to
guarantee data reliability [15][16]. Replication ensures data redundancy across several systems to avoid loss, and
on the other hand, checkpointing saves the system state to facilitate recovery after failure [17][18]. These
mechanisms, nevertheless, have their pros which include; high implementation costs and low resource demands.
Hence, there is an increasing demand for proactive fault prevention measures that are aimed at preventing failure
before it happens[19][20]. This way, using real-time monitoring and analyzing the signs of system decline, in terms
of performance and hardware problems, cloud systems can prevent potential failures [21][22].

However, there are other more sophisticated replication approaches, such as adaptive and dynamic replication
schedules, that will guarantee the availability of data to meet high requirements or when systems fail [23]. These
approaches of new generation envisage to achieve maximum utilization of the resources and at the same time ensure
high availability of data to the users and business organizations [24][25]. Some of the research challenges in cloud
computing include; enhancing the cloud system fault tolerance and accurately predicting the cloud performance
[26]. This study tackles important issues in cloud computing by improving data dependability in cloud storage
management through the use of ML models to enhance fault prevention in cloud performance. A better option for
efficiently monitoring automation systems is provided by current technologies, which include LSTM based on
ML and reinforcement learning.

. Motivation /Novelty and Contribution

The proposed work aims at enhancing the efficiency parameters and stability of cloud storage systems, as the
current systems face numerous difficulties due to vast quantities of data and the increasing sensitivity and specificity
of certain applications. Traditional methods for failure prediction and replica placement are often static and
inefficient, motivating integration of advanced ML techniques, such as LSTM for failure prediction and
reinforcement learning for dynamic replica optimization, to improve data availability and system performance. This
paper contribution is listed below:

Develop a fault prevention cloud storage system integrating advanced machine learning and reinforcement learning
techniques to enhance data reliability and optimize replica placement dynamically.

Utilized the NSL-KDD dataset to gather relevant data for failure prediction and replica placement optimization in
cloud storage systems.

Applied robust data cleaning, one-hot encoding for categorical features, and feature scaling to prepare the dataset,
ensuring consistency and enhancing the performance of models.

Trained an LSTMmodel for failure prediction and implemented a reinforcement learning agent to optimize replica
placement based on system dynamics.

The LSTM model's performance was evaluated using metrics such as recall, accuracy, precision, and F1-score; the
reinforcement learning framework's performance was monitored via latency and failover responses.

Applied reinforcement learning for dynamic optimization of replica placement based on network conditions, data
criticality, and resource availability.

Implemented real-time latency monitoring to detect high-latency events and trigger failover mechanisms for
improved system resilience.

. Structure of the paper

This is the proposed structure of the paper: Previous research on data reliability in cloud storage management
utilizing various ways is presented in Section Il, while the recommended material and methods are presented in
Section I11. The experimental data are discussed and examined in Section V. Section V presents a conclusion and
further research.

1. LITERATURE REVIEW

Literature review based on data reliability in cloud storage management using multiple methods and techniques
for fault prevention is present in this section. Also summary of related work is in Table I.
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Wen et al. (2024) the data security and reliability of cloud storage are increasingly threatened by unreliable
factors, resulting in major data security problems. As the data security of cloud platforms becomes increasingly
prominent, this study starts with the current cybersecurity situation and the challenges of cloud data storage and
emphasizes the urgency of developing an efficient and reliable data verification mechanism. Subsequently, they
propose a novel type of machine learning model that leverages advanced algorithms to identify and defend against
potential threats of data breaches and corruption. In addition, they have verified an effectiveness of a model through
a series of rigorous experiments, and an experimental outcomes show that the model can not only accurately identify
various security vulnerabilities, but also adapt to different cloud platform environments, and provide a strong
guarantee in terms of data integrity and confidentiality[27].

Kumar (2024) study a lot of research on Al-driven strategies, like how to improve security and privacy, get data
faster, use advanced compression techniques, get rid of duplicate data, and manage data automatically throughout
its lifecycle. Aside from that, they also look at how Al-powered storage options might help lower costs and meet
the needs of specific industries. Al and ML can make cloud storage systems much better, according to their research.
They can also lead to new, cheaper, and more environmentally friendly storage options. This study offers ideas for
future research that could better use Al technologies to meet the growing need for cloud storage services by putting
together existing research and finding gaps in the field[28].

Shahid et al. (2023) study enhances cloud fault detection using ML algorithms—Naive Bayes, LibSVM, MLR,
SMO, KNN, and RF—with delta-checkpointing (D-CP). Data from ETH Zurich’s HPC system and virtual
machines were analyzed using 5-fold cross-validation. Results showed NB excelled on CPU-Mem, SMO on HDD,
and RF had high accuracy but higher time complexity. Modified SMO (MSMO) with D-CP is proposed to enhance
fault prediction, accuracy, and reliability[29].

Tengku et al. (2022) have put up a thorough assessment method to forecast task failure. They constructed five
TML models and three DL models to evaluate their ability to predict work and task failure using the GCT dataset.
They identified two top-performing models, one based on DT and the other on RF, for task-level prediction. The
accuracy score for the models is 89.75% and the F-value is 0.9154. When it comes to determining whether a work
or task has been terminated, the TML models outperform the DL models by a small margin[30].

Uppal et al. (2022) proposed defect prediction model was evaluated using the RF, GNB, KNN, and
DT algorithms; on the dataset that was provided, random forest performed better than the others. With an accuracy
of 91.25 percent, random forest was determined to be the most effective of the ML approaches used to loT-based
sensors for monitoring this hospital automation process. The suggested model has the potential to aid the user in
deciding on the suggested solution and in controlling unforeseen losses caused by automation process errors [31].

Alzahrani et al. (2022) offer a hybrid method that combines erasure coding with replication to achieve the best
storage solution, with an emphasis on recovery and dependability. To facilitate future dynamic structure building
and data model testing, learning and training methods were established. Various experimental setups are formulated
using RAID architecture. The suggested hybrid framework has a substantial effect on cloud storage performance,
as shown by the total results. It was determined that the ideal setup for optimal performance was RAID-6¢ on the
server side [11].

TABLEI. CONCISELY SUMMARIZES EACH STUDY'S METHODOLOGY, KEY RESULTS, BENEFITS, DRAWBACKS,
AND POTENTIAL FUTURE IMPROVEMENTS

Reference Methodology Results Analysis Advantages Limitations Future Work

Wen et al. | Proposed an ML-based | The model effectively | Ensures data | May require | Enhance  model

(2024) data reliability | identifies security | integrity and | continuous efficiency
mechanism to detect | threats and adapts to | confidentiality in | updates to adaptto | scalability for real-
security vulnerabilities | different cloud | cloud storage. emerging threats. | world cloud
in cloud storage. environments. platforms.

Kumar Investigated Al-driven | Al and ML | Reduces  costs | Challenges in | Explore Al-based

(2024) strategies for | significantly enhance | and enhances | integrating Al | solutions
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storage security, | performance and | environmental cloud cloud storage
compression, efficiency. sustainability. infrastructure. needs.
deduplication, and
automation.
M. Shahid | Applied ML | RF achieved high | Improves fault | RF had higher | Optimize MSMO
et al. | algorithms (NB, | accuracy, while SMO | prediction  and | time complexity. further for better
(2023) LibSVM, MLR, SMO, | provided better time | reliability in fault tolerance in
KNN, RF) with delta- | efficiency. Modified | cloud computing. cloud computing.
checkpointing for | SMO (MSMO) was
cloud fault detection. proposed for
improvement.
Tengku et | Evaluated five TML | Decision Tree (DT) | TML models | Limited  dataset | Extend  analysis
al. (2022) | and three DL models | and RF performed | outperformed DL | scope; may not | with diverse
for predicting task/job | best with 89.75% | models in | generalize to all | datasets and
failures using the GCT | accuracy and 0.9154 | classifying task | cloud improve model
dataset. F-score. failures. environments. generalization.
Uppal et | Used ML models (DT, | RF achieved the | Efficient Model Expand model
al. (2022) | KNN, GNB, RF) for | highest accuracy of | monitoring  of | performance applications to
cloud-based fault | 91.25%. loT-based depends on the | other  loT-based
prediction automation dataset quality and | industries.
processes. variability.
Alzahrani | Developed a hybrid | RAID-6c at the server | Enhances Requires high | Improve  hybrid
et al. | model combining | side provided optimal | reliability =~ and | computational model efficiency
(2022) replication and erasure | storage performance. | recovery in cloud | resources for real- | for large-scale
coding for cloud storage. time deployment. | cloud applications.

storage optimization.
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Fig. 1. Flowchart of cloud storage management for proactive fault prevention with improve data reliability
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I1l. METHODOLOGY

The proposed methodology integrates advanced machine learning techniques to improve data reliability in cloud
storage management with proactive fault prevention, this propose system shows in Figure 1. Initially, the NSL-
KDD dataset undergoes exploratory data analysis and pre-processing, including feature-label separation, one-hot
encoding, and feature scaling, ensuring compatibility with an LSTM-based fault prediction model. The LSTM
model, trained with Adam optimization and categorical cross-entropy loss, achieves high accuracy, precision,
recall, f1-score and ROC predicting failures, enabling proactive data replication. Additionally, reinforcement
learning optimizes replica placement by dynamically adjusting replication factors based on criticality, failure
probability, and resource constraints. A latency monitoring mechanism further enhances system resilience by
identifying performance anomalies and triggering failover mechanisms in real time. This combined approach
ensures robust, adaptive, and efficient fault prevention in cloud storage systems. These whole processes are
discussed below:

. Data Collection and Visualization

The NSL-KDD dataset consists of 25,192 samples and 42 features, including categorical and numerical
variables. An initial EDA reveals that there are no missing values in the dataset. Among the categorical features,
protocol type has 66 unique values, service has 11 unique values, dst_host_srv_rerror_rate has 22 unique values,
and duration has 3 unique values shown in Figures 2, 3 and 4. The dataset’s numerical columns exhibit varying
distributions, requiring standardization for better model performance. The target column Label originally contained
21 unique values, which were mapped into a binary classification format: 0 (12,697 instances) representing normal
traffic and 1 (12,495 instances) representing attack traffic shown in Figure 5. This binary conversion balances the
dataset for enhanced model learning and ensures effective classification.
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Fig. 6. Scatter plot for label mapped

Figure 6 presents a scatter plot visualizing the relationship between the ‘flag' and 'src_bytes' variables,
differentiated by the ‘label mapped' categories (0 and 1). The plot reveals a potential correlation between ‘'flag’ and
'src_bytes', suggesting that as 'flag' values increase, 'src_bytes' also tend to increase.

. Data Preprocessing

The first step in putting ML defect avoidance into practice was data preparation. The quality of the dataset is
improved in this step, which impacts the performance of fault prevention. The dataset was pre-processed as:

1) Feature and Label Separation

Splitting the dataset into features-containing independent variables (X) and an attack-label-containing target
variable () allowed for classification of traffic as either normal or malicious.

2) One-Hot Encoding for Categorical variables

One of the most popular ways to handle the neutralization of categorical characteristics is via one-hot encoding.
Converts categorical columns in X into numeric form using one-hot encoding to ensure compatibility with the
model.

3) Feature Scaler

In ML, a feature scaler is a tool for uniformly distributing features or independent variables across NSL KDD
datasets [32]. Standardizes X to have a mean of 0 and a standard deviation of 1. Using Eq. (1), the normalization
procedure was carried out. This procedure reduced all the numerical values to the integers from 0 to 1.

X =x-£ (1)

o
The original feature value, X, and the normalized value, X', are both represented in this equation. The standard
deviation is denoted by o, whereas the mean is represented by p.
4) Label Conversion

Convert Labels into categorical format. The original multi-class attack labels were mapped into a binary
classification (0: Normal, 1: Attack) to simplify detection, making it suitable for a binary classification task.

. Data Splitting

An 80:20 split between the data sets should be used for training and testing purposes. A considerable percentage
of the data is used to train the model, and its performance is suitably assessed on a separate test set.

. Proposed Long-Short-Term Memory (LSTM) Model

An enhanced LSTMmodel is used in this research for cloud storage management for proactive fault prevention
with improve data reliability on NSL-KDD dataset. LSTM, initially proposed by Hoch Reiter and Schmid Huber
in 1997 and later refined by Alex Graves, has emerged as a powerful and widely adopted neural network
architecture[33]. LSTM effectively addresses the challenge of long-term dependencies in sequential data by design,
enabling it to retain and utilize information over extended time spans effortlessly[34]. There are two steps to a
single neuron's computation in the LSTM repeat module: changing the network state and calculating the output
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value [33]. The input gate, the forgetting gate, and the output gate are three circuits that make up a neurone. The
gate function regulates the values of input, memory, and output.

The quantity of data that is now being deleted by the state of the neural network may be controlled by the
forgetting gate. Here is the calculating method for the forgetting gate (2):

ft = o(Wp.[he—q x¢] + by 2

where f; represents the forgetting gate's output, h,_, is the last-minute hidden condition, and the information
fusion controls the fraction of forgotten information Wy , b; , and sigmoid function of o.

There are two components to the input gate: the original input value and the new input (3,4):
iy = oWy [he, x ] + by) 3)
6f = tanh (VVC. [h't—1' xt] + bC) (4)
The input gate excludes data from the input layer when the tanh function's output falls within the range of -1 to
1. The calculation technique for the input gate is as follows (5):
Ct = fr-Cooq + 1. G ®)
where the current state of the NN is represented [35], by C;. Here is the procedure for calculating the hidden
state and output gate (6,7):
o = o(W,. [he—q, x¢] + by) (6)
ht = Ot.tal’lh (Ct) (7)
where ¢ is a sigmoid activation function, [h;_;, x.] concatenates the previous hidden state and the current input.
Each gate has its own weight matrix (W,) and bias vector (b,). C; represent the cell state of each LSTM cell unit.

. Model Training

The LSTM model for the NSL-KDD dataset consists of two LSTMlayers: the first with 64units returning
sequences for stacking, followed by a dropout layer (20%) to prevent overfitting. The second LSTMIayer has 32
units and outputs a single vector, followed by another dropout layer (30%). The softmax activation function is used
for binary classification in a fully linked dense layer that has two output neurones. For adaptive learning rate control,
the Adam optimizer is used to optimize the model, with categorical cross-entropy serving as the loss function. The
ROC curve, confusion matrices, loss trends, and accuracy are used to assess performance.

Model: "sequential™

Layer (type) Output Shape Param #

1stm (LSTM) (None, 1, 64) 52,224

dropout (Dropout) 5 1, 64) )

1stm_1 (LSTH) , 32) 12,416

dropout_1 (Dropout) s 32) <]

dense (Dense) . 2) 6

Total params: 64,706 (252.76 KB)
Trainable params: 64,706 (252.76 KB)
Non-trainable params: © (9.0@ B)

Fig. 7. Summary of LSTM Model

Figure 7 displayed the overview of a multi-layer sequential neural network model that includes LSTM, Dropout,
and Dense layers. An LSTM layer is the first part of the model. It has 52,224 trainable parameters and an output
shape of (None, 1, 64). Next, there is a Dropout layer that lacks parameters but has the same output form. Next,
another LSTM layer is present, which reduces the output shape to (None, 32) and has 12,416 parameters. The output
shape is preserved by an additional parameter-free Dropout layer that follows. An output shape of (None, 2) is
achieved via a Dense layer, which contains 66 trainable parameters. With the exception of a few non-trainable
parameters, all 64,706 of the model's parameters are trainable. The model's total size is 252.76 KB.
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. Model Evaluation

The experimental outcomes that were achieved by using the LSTM architecture are the main emphasis of this
section. Five criteria for classification evaluation—accuracy/loss, recall, precision, and F1 score—along with ROC
curve, classification report, and conclusion matrix—were chosen via fault prevention studies. The confusion matrix
has the following values:

True Positive (TP): Count of samples when the expected and actual labels are both positive.

True Negative (TN): The sum of all samples for which the expected and real labels were negative.

False Positive (FP): Count of samples when the anticipated value is positive and the actual value is negative.
False Negative (FN): The total number of samples that had positive labels but negative projected labels.

Accuracy (Acc): To measure accuracy, take a ratio of a number of occurrences in the dataset to the number of
properly predicted values (TP or TN). The model is doing a good job if its accuracy is high. It is measured as (8):

(8)

Precision (PRE): The percentage of samples that were really positive out of all the samples that were projected
to be positive by the model is represented by PRE. It is measured as (9):

TP+TN

Accuracy = —
Y = TPYTN+FP+FN

TP
TP+FP

Precision =

9)
Recall (RE): REC is a measure of how well the model predicted the real positive samples relative to all positive

samples. It is measure as (10):

TP
TP+FN

Recall = (10)

F1-score (F1): F1 is an all-encompassing statistic that finds the weighted harmonic average of the two metrics,
Precision and Recall. It is measure as (11):

F1 — Score = 2 X Precision*Recall (11)

Precision+Recall

Loss: Measures error between predicted and actual values (model-specific).

Receiver operating characteristic (ROC) curve: The curve of acceptance. Distinct judgement criteria lead to
distinct points on the curve, which indicate reactions to the same signal source. The X-axis points and the Y-axis
points of the curve represent FPR and TPR, respectively. A better model's performance is often indicated by a ROC
curve that is closer to the top-left corner.

. Reinforce learning

The reinforcement learning (RL) approach learns replica placement from system feedback dynamically to
optimize them in a cloud storage network. Then an RL agent is trained to place replicas such that placed replicas
result in key metrics being shown, e.g. network topology, historical access patterns, node reliability, and resource
utilization. This allows making the reward function that penalizes undesirable states to produce optimal replica
distribution. Replication factor starts at value of 3 and is adjusted depending on data criticality, failure probability,
and available resources to achieve reliability balance between reliability and system constraint. It provides efficient
fault tolerance minimizes the data loss, and improves in general cloud storage reliability.

IV. RESULT ANALYSIS AND DISCUSSION

In this section provide the experimental results of LSTM model and Reinforce learning for enhancing data
reliability in cloud storage management with proactive fault prevention on NSL-KDD dataset. The tests conducted
in this paper were coded in Python 3. The experiment was carried out using a desktop computer that has a 64-bit
version of Windows 10, 4GB of RAM, and an Intel core i3 - 2.00 GHz processor. The following Table Il provides
the efficiency of the LSTM model Performance.
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TABLE II. RESULTS OF LSTM MODEL FOR DATA RELIABILITY IN CLOUD STORAGE MANAGEMENT ON NSL-
KDD DATA
Performance | Long-Short-term Memory
Matrix (LSTM)
Train Test
Accuracy 93.87 92.92
Loss 17.14 21.19

Performance of LSTM Model for Cloud
Storage Management

100 93.87 92.92
80
60

40
1714 21.19
20

Train Test

IN %

Long-Short-term Memory (LSTM)

Accuracy Loss

Fig. 8. Bar graph for LSTM Model Performance

Results from an LSTM model training on the NSL-KDD dataset for data dependability in cloud storage
management are shown in Table 11 and Figure 8. The model's training accuracy was 93.87% and its testing accuracy
was 92.92%, as shown in the table. There is a loss of 17.14 in training and a loss of 21.19 in testing, as shown in
the table respectively. The LSTM model demonstrates effectiveness in predicting data reliability in cloud storage
management because it achieves high accuracy in both training and testing data.

Accuracy Owver Epochs
—— e

0.94
.———’——/_——’_7

/

Accuracy

0.86
— Train Accuracy

wvalidation Accuracy

o 2 4 (=] a8
Epochs

Fig. 9. Accuracy Curve for LSTM Model

Figure 9 displays an accuracy curve for an LSTM model in proactive fault prevention. The training (blue) and
validation (orange) accuracies steadily rise, plateauing at 93.87% and 92.92%. Their close convergence suggests
good generalization without overfitting, highlighting the model’s effectiveness.
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Fig. 10. Loss Curve for LSTM Model

Figure 10 displayed a loss curve for an LSTM model in proactive fault prevention. Training (blue) and
validation (orange) losses drop rapidly, stabilizing at 17.14% and 21.19%. Their close alignment suggests effective
learning, minimal overfitting, and strong generalization to unseen data.

Confusion Matrix Test

1250

Actual

- 1000

Predicted

Fig. 11. Confusion matrix for LSTM Model

Figure 11 displays the confusion matrix of the LSTMmodel on the NSL-KDDdatasets. With 215 FP and 142
FN, the model managed 2372 TP and 2310 TN. High true values and low misclassifications indicate strong
performance, allowing further evaluation through precision, recall, and F1-score.

Classification Report (Test Data):

precision recall fl-score  support

4] 9.94 8.91 8.93 2525

1 8.92 8.94 8.93 2514

accuracy 8.93 5839
macro avg 8.93 8.93 8.93 5839
weighted avg 8.93 8.93 8.93 5839

Fig. 12. Classification matrix for LSTM Model

Figure 12 presents the classification report for an LSTM model's performance on an NSL-KDD dataset,
providing key evaluation metrics for proactive fault prevention. There is support for both classes 0 and 1 as well
as precision, recall, and F1-score in the report. For class 0, Pre is 0.94, the Re is 0.91, and the F1 is 0.93. For class
1, the Pre is 0.92, Re is 0.94, and F1 is 0.93. The overall Acc of the model is 0.93. Both macro and weighted
averages for Pre, Re, and F1 are also 0.93 with support 5039, reflecting the balanced performance across both
classes.
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ROC-AUC Curve
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Fig. 13. ROC Curve for LSTM Model

Figure 13 displays the ROCcurve for the LSTMmodel on the NSL-KDD dataset, showing its ability to
distinguish between classes. With an AUC of 0.9732, the model demonstrates high separability, indicating strong
performance in proactive fault detection.

. Results of Reinforce Learning

A reinforcement learning (RL) environment was developed to optimize replica placement within a storage
network.

Reward Trends Across Episodes

Total Reward

—— Total Reward per Episode
=== Zero Reward

o 500 1000 1500 2000 2500
Episode

Fig. 14. Total Rewards across episodes

Figure 14 illustrates total reward trends across 2500 episodes, showing initial fluctuations with frequent
negative rewards due to the agent’s early exploration phase. As training progresses, rewards improve, frequently
approaching the zero-reward line, indicating better decision-making. However, some episodes still show steep
drops, with rewards occasionally falling below -100, reflecting the impact of unpredictable state transitions and
learning variability. The wide range of total rewards across episodes (from values close to 0 to significantly negative
ones) reflects the randomness in the initial states, transitions, and episode terminations.

State Metric Contributions to Reward

0.40 —— Topology Contribution

Weighted Contribution

010

Sample Index

Fig. 15. Static Metric contribution

Figure 15 illustrates the contributions of state metrics—Topology, Access Patterns, Reliability, and
Utilization—to the reward function across 100 samples. Topology and Access Patterns show the highest
fluctuations, often exceeding 0.35 in weighted contribution, indicating their dominant influence on decision-
making. Reliability and Utilization contribute less, generally remaining below 0.15, suggesting secondary
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importance. The variability highlights the dynamic nature of the system, requiring adaptive strategies for optimal
performance.

Replication Factor Calculation Breakdown

Final Factor: 5

)

Adjustment Value

a

Base Factor Criticality Adjustment Failure Adjustment Resource Limit

Fig. 16. Calculation of replication factor

The Replication Factor Calculation Breakdown is in the Figure 16 chart. The number of replicas for a resource
based on its base factor, criticality, failure probability, and resource availability. Starting with a base of 3 replicas,
it adds or subtracts replicas depending on criticality (+2 for high, 0 for medium, and -1 for low). It then adjusts
downward by twice the failure probability and ensures the factor is at least 1. Finally, it limits the factor to a
maximum value proportional to resource availability (resource availability * 10). For the input provided
(criticality="high', health=0.8, failure_prob=0.1, resource availability=0.9), the function calculates a replication
factor of 5 by starting with 5 (3 + 2 for high criticality), adjusting minimally for failure probability (-0), and keeping
it within the resource limit (9).

Latency Monitoring Over Time

Latency (s}

—s— Latency
== High Latency Threshold

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5
Time (Seconds)

Fig. 17. Latency Monitoring over time

Figure 17 illustrates latency monitoring over time, capturing fluctuations in response times over 20 seconds.
Real-time latency monitoring to support performance evaluation in a system with failover mechanisms. A list of
20 random latency values is generated to represent system response times, and a high latency threshold is set at 0.8
seconds to flag potential performance issues. A line plot is created to show latency trends over time, with a dashed
red line marking the threshold for high latency. The latency varies between approximately 0.1s and 1.0s, with
multiple spikes exceeding the high-latency threshold of 0.8s, particularly around 2.6s, 7.6s, 13s, and 17s. Periodic
dips below 0.2s indicate instances of optimal performance, but overall, the system experiences unstable latency,
requiring optimization strategies for improved reliability.

. Discussion

A comparison of traditional and ML techniques for proactive fault prevention using the NSL-KDD dataset
highlights the superiority of deep learning models in ensuring data reliability shown in Table 11l. LSTM achieves
the highest accuracy of 92.92%, with precision, recall, and F1-score of 93%, demonstrating its ability to effectively
capture sequential patterns in network traffic. KNN follows with 91% accuracy and a recall of 93%, but its lower
precision of 81% suggests susceptibility to false positives. AdaBoost achieves 89% across all metrics, indicating
balanced performance but slightly lower reliability than LSTM. Convolutional Neural Networks (CNN) exhibit
moderate performance with 79.75% accuracy and 86.46% precision but a significantly low recall of 56.96%,
suggesting difficulty in identifying all attack patterns. Artificial Neural Networks (ANN) attain 78% accuracy with
a high 96% precision, yet its recall of 62.05% indicates a trade-off favouring fewer false alarms at the cost of
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missing threats. Deep Neural Networks (DNN) display the lowest accuracy of 75.75%, with a precision of 83%
and recall of 76%, reflecting moderate but inconsistent results. Overall, LSTM stands out as the most effective
model for proactive fault prevention, ensuring superior data reliability in cloud storage management.

TABLE I COMPARING TRADITIONAL AND MACHINE LEARNING TECHNIQUES FOR PROACTIVE FAULT
PREVENTION ON NSL-KDD

Models | Accuracy | Precision | Recall | F1-

score
LSTM 92.92 93 93 93
KNN[36] |91 81 93 91
AdaBoost | 89 89 89 89

[37]
CNN [38] | 79.75 86.46 56.96 | 59.71

ANNI[39] | 78 96 62.05 | 75.57

DNN[40] | 75.75 83 76 75

This study presents a significant advancement in cloud storage reliability by integrating LSTM-based failure
prediction with reinforcement learning-driven replica placement. The LSTM model effectively captures sequential
patterns in network traffic, achieving high accuracy (92.92%) while minimizing false positives and overfitting in
compare to other existing CNN, KNN, ANN, and DNN. The RL-based approach dynamically optimizes replica
distribution based on system conditions, enhancing fault tolerance and resource efficiency. Additionally, real-time
latency monitoring ensures proactive performance management, reducing downtime and improving data
availability. Compared to traditional static replication methods, this intelligent framework offers adaptive, scalable,
and efficient cloud storage management, making it highly suitable for modern data-driven applications.

V. CONCLUSION AND FUTURE WORK

This study demonstrates the superiority of the LSTM model in proactive fault prevention for cloud storage
management using the NSL-KDD dataset. The LSTM model outperforms KNN alongside AdaBoost, CNN, ANN
and DNN through its highest accuracy of 92.92% while maintaining equivalent precision, recall and F1-score at
93%. Unlike static fault-tolerance techniques, this approach integrates reinforcement learning (RL)-based replica
placement to optimize redundancy dynamically, reducing resource wastage while ensuring data reliability. Real-
time latency monitoring functions together with this method to preserve system performance by minimizing
disruptions, which proves the method is a reliable adaptive solution for cloud storage reliability. Their LSTM
system delivers excellent results but needs more training time with extensive datasets, plus requires substantial
technical resources for its operation. Real-time deployment needs specific modifications when operating with
changing cloud settings. The future direction of their work will be model pruning and quantization to improve
efficiency, federated learning for decentralizing the training, as well as to enhance adaptability to changing attack
patterns using the self-learning Al capabilities. Moreover, expanding the dataset and incorporating additional cloud
storage parameters will further refine the model's reliability and robustness.
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