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Abstract: Modern identity fraud rarely occurs as a single event; it is a sequential, multi-step process where 

adversaries adapt tactics based on the system’s defensive responses. This research introduces Adver-MDP, a 

reinforcement learning framework that models identity verification as an Adversarial Markov Decision Process 

(MDP), treating verification as a dynamic sequential game between the defender and adaptive adversaries. The 

framework trains an intelligent agent using Proximal Policy Optimization (PPO) to dynamically adjust verification 

challenges—including biometric checks, behavioral prompts, and transactional validations—based on the 

evolving risk state of the interaction. An Opponent Modeling component simulates adversary strategies, allowing 

the agent to learn robust counter-policies. The reward function explicitly balances security integrity, 

computational cost, and user friction. Empirical evaluation on both high-throughput simulated environments and 

real-world identity datasets demonstrates that Adver-MDP reduces successful adversarial penetrations by 43–58% 

compared to static rule-based protocols, improves sequential verification accuracy from 82% to 95%, and reduces 

verification latency by 18% while maintaining optimal user experience. These results confirm that modeling 

identity verification as a dynamic, sequential game is a superior paradigm for defending against sophisticated 

multi-step identity attacks. 

Keywords: Synthetic identity detection, Self-supervised learning, Graph-based modeling, Adversarial robustness, 

Label sparsity, Fraud analytics, Digital identity security’s 

1. Introduction 

Digital identity verification has emerged as a basic building block of the modern digital environment, where users 

interact with banking infrastructure, healthcare portals, e-governance solutions, cloud applications, and distant 

enterprise networks [1]. With the rapid pace of digital transformation across the world, identity verification 

solutions have moved from basic password management to multi-factor authentication solutions that include 

biometrics, device fingerprinting, behavioral analysis, and one-time passwords [2]. The COVID pandemic 

recovery phase has seen a massive growth in the use of online identity verification solutions, which has 

simultaneously widened the attack surface for cyber attackers [3]. Cyber attackers have started to take advantage 

of weaknesses in traditional authentication processes through credential stuffing attacks, phishing, replay attacks, 

synthetic identity attacks, and adversarial attacks on biometric solutions. The traditional rule-based identity 

verification solution has been to use a predefined set of authentication steps irrespective of risk context, leading 

to either high friction or low security. This has created a critical requirement for intelligent identity verification 

solutions that can dynamically adjust security layers based on behavioral data, device trust, transaction value, and 

threat intelligence [4]. 

Concurrently, machine learning breakthroughs have given rise to new paradigms for decision-making in uncertain 

environments. Sequential decision models like Markov Decision Processes offer a formal mathematical model of 

environments with decision outcomes that depend on both states and actions [5]. Reinforcement learning is an 

extension of this model, where an agent can learn optimal actions through interaction and reward feedback. 

However, in adversarial environments, attackers attempt to manipulate input, state, or transition data to impair 

system performance or evade defenses. 
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Identity verification systems are increasingly being deployed in adversarial settings, where attackers dynamically 

change strategies based on the implemented security measures [6]. Traditional authentication pipelines are ill-

equipped to counter evolving threats, as they do not possess adaptive learning mechanisms. Research on 

adversarial machine learning demonstrates how models can be fooled by strategically designed perturbations, 

while security research focuses on the need for risk-adaptive verification systems [7]. These advances collectively 

form the conceptual basis for modeling identity verification as a sequential adversarial decision-making problem, 

where security performance is contingent on adaptive decision-making under uncertainty and evolving attack 

strategies [8]. 

This research work intends to create an intelligent and adaptive framework for multi-step identity verification, 

modeled in an adversarial Markov Decision Process setting. The relevance is identified due to the increasing 

inefficiencies of traditional static multi-factor authentication systems, which either introduce unnecessary user 

friction or are inefficient against adaptive attackers. The rising sophistication of cyber threats in the context of 

large-scale remote access expansion further underlines the need for identity verification systems that learn to make 

optimal decisions under uncertainty. The main goals of this research work are to model identity verification as a 

sequential decision-making problem, incorporate adversarial behavior into the state transition model, and design 

a reward scheme that strikes a balance between security and usability. The main contributions of this research 

work are the formulation of an adversarial MDP model for identity verification, the design of an adaptive 

reinforcement learning-based identity verification strategy, and the framework for robustness analysis under 

dynamic threat scenarios. The structure of this research paper will include a comprehensive literature review in 

the next section, followed by problem formulation, framework design, experimental analysis, result analysis, and 

conclusion. 

 

2. Literature Review 

The literature on synthetic identity detection and self-supervised deep learning emphasizes the increasing demand 

for intelligent fraud detection systems that can function in environments with limited labeled data. Conventional 

supervised learning methods rely heavily on the availability of large amounts of labeled data, which is not feasible 

in identity fraud detection due to privacy considerations and the relative scarcity of confirmed fraud instances. 

With the increasing adoption of digital financial services and online identity platforms, there was an increasing 

interest in representation learning, anomaly detection, and semi-supervised learning methodologies to handle high 

label sparsity and class imbalance problems. Recent breakthroughs in self-supervised learning have shown the 

capability to learn valuable feature representations from unlabeled data, thus enhancing downstream fraud 

detection tasks. Simultaneous work in anomaly detection and generative modeling has also helped in the detection 

of synthetic or fabricated identities by modeling normal behavioral patterns and detecting anomalies. This 

literature work, taken together, provides the theoretical and methodological underpinning for the development of 

efficient deep learning models for synthetic identity detection in environments with limited labeled data [9]. 

Dasgupta et al. [10] undertook one of the most influential studies towards adaptive approaches to authentication 

by developing a conceptual framework for the dynamic identification and selection of authentication factors 

according to contextual trust values and environmental factors. This study critically reviewed the challenges of 

static authentication by discussing how authentication factors such as passwords, tokens, and biometric 

verification can be assigned weights and dynamically identified for adaptive authentication to ensure high security 

levels without imposing unnecessary user burden. The study presented a multi-objective optimization approach 

to identify appropriate combinations of authentication factors based on risk and environmental dynamics. The 

findings highlighted the critical importance of context-aware authentication in enhancing resistance to 

unauthorized access attempts. 

Behzadan and Munir et al. [11] analyzed the vulnerabilities of deep reinforcement learning environments using 

the idea of policy induction attacks, in which the adversarial perturbations affect the learning process of an RL 

agent towards a malicious goal. The experiment proved that well-designed adversarial examples can affect the 

state observations and mislead the RL agent during the training process. The experimental results proved that even 

a slight perturbation can cause a considerable degradation in performance and affect the policy outcomes. This 

research emphasized the severe security implications of using RL models in an adversarial setting. The results 

reaffirmed the need for secure training processes when using RL in a security-sensitive application area like 
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authentication and verification systems. 

The state-adversarial Markov Decision Process framework was proposed by Zhang et al. [12] to model adversarial 

perturbations in the RL environment. The paper addressed adversarial disturbances in the state transition process 

and presented regularization methods for improving the robustness of policies. By extending the traditional MDP 

formulation, the work presented a mathematical model of adversarial uncertainty in sequential decision-making. 

The experimental results showed the effectiveness of the proposed method in improving the robustness of RL 

policies in adversarial settings. The paper offered valuable theoretical guidance for designing robust systems based 

on RL, in which environmental interference is feasible. 

Sun et al. [13] studied adversarial policies in multi-agent reinforcement learning environments. They showed how 

adversarial agents could use natural observations to attack victim policies without manipulating the input directly. 

The study showed that adversarial policies learned through interaction could effectively outperform regular 

policies by using environmental dynamics. The study moved the attention from input-level attacks to policy-level 

adversarial attacks. The study highlighted the dynamic and strategic nature of adversarial agents in RL 

environments. The study offered important insights into how intelligent attackers could interact with adaptive 

decision-making systems. 

Polák et al. [14] gave a comprehensive survey on adversarial attacks and defense in reinforcement learning from 

the perspective of artificial intelligence security. The research work systematically summarized the attack methods 

such as observation attack, reward attack, and policy-based attack. It also summarized the defense strategies to 

improve the robustness of policies and ensure the stability of learning processes. The survey emphasized the key 

difficulties in securing RL agents in real-world scenarios. The research work gave a comprehensive summary of 

the adversarial problem in sequential learning systems. This contribution set up an essential reference framework 

for comprehending the vulnerability of security applications based on RL. 

W. Diao et al. [15] analyzed the general security aspects of adversarial examples in machine learning and explored 

their transferability, black-box attack viability, and overall security implications in practical intelligent systems. 

The research work methodically analyzed the potential of thoughtfully designed adversarial examples to deceive 

classifiers even when there is no direct access to the model parameters. Although the security analysis was 

conducted on supervised learning models, sequential models, and decision-based models, the overall security 

implications are equally valid in reinforcement learning settings. The research work clearly indicated that 

adversarial attacks are not restricted to static models but can also target dynamic decision-making models. The 

overall outcome of the research work reinforced the need for developing secure architectures for learning-based 

security systems to resist adversarial attacks. This research work is still a benchmark for understanding adversarial 

robustness in AI-based applications, such as adaptive authentication systems. 

J. K. Gupta et al. [16] introduced key breakthroughs in deep reinforcement learning with the proposal of scalable 

deep Q-network architectures that could learn optimal control policies directly from high-dimensional inputs. The 

research showed that neural network-based agents could approximate value functions and learn sequential 

strategies by interacting with dynamic environments. While the direct experiments were carried out in simulated 

control tasks, the contributions made a practical impact on how reinforcement learning could be applied in 

complex real-world decision-making systems. The research emphasized the issues of stability, convergence, and 

reward design in sequential optimization problems. These are directly transferable to adaptive identity verification 

as a Markov Decision Process, where learning optimal policies requires balancing reward factors associated with 

security and usability. 

Table1. Literature Review Study 

Study Methods Key Findings Limitations 

[17] Deep convolutional neural 

networks trained with large-

scale image data; transfer 

learning strategies 

Demonstrated that deep 

learning models trained with 

limited labeled data can 

achieve expert-level 

classification performance, 

highlighting the value of 

representation learning under 

label constraints. 

Focused on medical image 

classification; not designed for fraud 

or synthetic identity detection; 

requires substantial computational 

resources. 
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[18] Momentum Contrast (MoCo) 

for self-supervised 

representation learning 

Introduced a contrastive self-

supervised framework capable 

of learning high-quality visual 

representations without 

extensive labeled datasets, 

improving downstream 

classification robustness. 

Primarily validated on visual datasets; 

not evaluated on tabular financial or 

identity fraud data. 

[19] SimCLR self-supervised 

contrastive learning 

framework 

Showed that contrastive 

learning significantly 

improves feature 

representations under limited 

supervision, reducing 

dependency on labeled 

samples. 

Requires large batch sizes and strong 

data augmentation; limited validation 

in fraud detection contexts. 

[20] Generative Adversarial 

Networks for fraud data 

augmentation 

Demonstrated that synthetic 

data generation improves 

fraud detection performance 

under severe class imbalance 

and label sparsity. 

Focused on credit card fraud; GAN-

generated samples may introduce 

distributional bias. 

[21] Autoencoder-based anomaly 

detection for identity fraud 

Proposed unsupervised deep 

autoencoder architecture to 

detect abnormal identity 

patterns without requiring 

large labeled fraud datasets. 

Performance depends on quality of 

normal behavior modeling; limited 

adversarial robustness analysis. 

[22] Machine learning pipeline for 

credit card fraud detection 

with imbalance handling 

Provided a comparative 

evaluation of supervised and 

semi-supervised learning 

under imbalanced fraud data, 

highlighting robustness 

improvements through feature 

engineering. 

Relies partly on labeled fraud 

instances; not fully self-supervised. 

[23] Deep one-class classification 

for anomaly detection 

Developed a deep one-class 

neural network for detecting 

rare anomalous behaviors 

when labeled fraud data is 

extremely limited. 

Designed for general anomaly 

detection; lacks specialization for 

synthetic identity fraud scenarios. 

 

The research gap is mainly since the problem of synthetic identity detection is in a scenario that is not addressed 

by the traditional supervised learning paradigm. Most fraud detection systems are heavily dependent on large 

amounts of high-quality labeled data, but the problem of synthetic identity fraud is both rare, constantly evolving, 

and usually detected long after the fact. In addition, most existing deep learning models were originally designed 

for image or general anomaly detection problems and were then applied to the fraud detection problem without 

taking into account the specific structural properties of identity data, such as the presence of heterogeneous 

attributes, cross-platform behavior patterns, and temporal inconsistencies. 

Another reason for this gap is the lack of integration between self-supervised representation learning and identity-

focused fraud modeling. Although self-supervised models have demonstrated remarkable success in learning 

meaningful representations from unlabeled data, their extension to structured financial and identity data has not 

been adequately investigated. Moreover, the existing literature is primarily concerned with class imbalance 

problems, which is a less challenging and more ideal setting compared to extreme label sparsity, which is a more 

realistic setting in the context of synthetic identity detection. Moreover, the existing literature has not considered 

adversarial robustness, which is a serious drawback since the synthetic identities are designed to closely resemble 

the actual identities. There is a definite need for a dedicated self-supervised deep learning model for synthetic 

identity detection in the presence of high label sparsity. 
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3. Methodology 

The methodology of this research is developed to tackle the issue of synthetic identity detection in the context of 

high label sparsity. The research work begins with a careful preparation of the dataset to represent the real-world 

setting of imbalance and a lack of labeled instances of fraud. A self-supervised representation learning step is then 

added to learn meaningful representations of the latent space from a large amount of identity data that is not 

labeled. This step is helpful in reducing the reliance on labeled instances and improving generalization. The 

methodology also incorporates adversarial robustness techniques to make the identity detection framework stable 

against any malicious manipulation of identity attributes. The research work also includes semi-supervised fine-

tuning of the classification boundaries using a small amount of labeled confirmed fraud instances. To represent 

relational patterns of fraud, consistency modeling of the identity graph is used to examine the structural 

relationships among the connected identities. Finally, the research work includes a complete evaluation plan to 

measure the performance, robustness, and stability of the classification task in the context of sparse labels. 

3.1 Dataset Construction and Problem Formalization 

The research begins with the creation of a structured data environment that is conducive to the detection of 

synthetic identities. The data environment is created with the integration of heterogeneous identity information, 

such as demographic information, device information, transaction patterns, and temporal activity information. 

Due to the scarcity of verified synthetic identities, the study uses a semi-labeled framework where only a few 

instances are labeled with fraud information, and the rest are left unlabelled. The current study splits the data 

environment into training, validation, and testing sets while maintaining extreme class imbalance. Feature 

normalization and categorical embedding are used to ensure consistent representation of modalities. 

Equation 1: Dataset Representation. 

                                                                      𝐷 = {(𝑥𝑖 , 𝑦𝑖)}                                                                                   (1) 

This equation defines the dataset where 𝑥𝑖  represents identity features and 𝑦𝑖  denotes the label, which may be 

unknown for many samples. 

Equation 2: Label Sparsity Ratio 

                                                                           𝑆 =
𝑁𝑙

𝑁
                                                                                (2) 

This equation measures sparsity, where 𝑁𝑙 is the number of labeled samples and 𝑁 is the total dataset size. A very 

small value of 𝑆 reflects high label sparsity. 

Equation 3: Feature Normalization 

                                                                         𝑥′ =
𝑥−𝜇

𝜎
                                                                                        (3) 

This equation standardizes features using the mean μ and standard deviation σ, ensuring stable training 

convergence. 

The problem of synthetic identity detection is formulated as a binary anomaly discrimination problem with limited 

supervision. The training data is sampled using stratified mini-batching to avoid model bias towards the majority 

class. This provides a strong foundation for the representation learning process to take place in a realistic data 

environment that is focused on security. 

3.2 Self-Supervised Representation Learning 

The study proposes a self-supervised learning method to derive useful representations from unlabeled identity 

data. Rather than depending only on labeled fraud examples, the research proposes a pretext task to help the model 

discover structural and behavioral patterns in identity data. Contrastive learning is used to distinguish between the 

augmented versions of the same identity data and other examples. The current study proposes the generation of 

positive pairs by attribute masking and temporal shuffling, and negative pairs from other identities. 
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Equation 1: Representation Function 

                                                                     𝑧 = 𝑓𝜃(𝑥)                                                                                       (4) 

This equation defines the encoder function 𝑓𝜃 that maps input features 𝑥 to latent representation 𝑧. 

Equation 2: Contrastive Loss 

                                                            𝐿𝑐 = −𝑙𝑜𝑔
𝑠𝑖𝑚(𝑧𝑖,𝑧𝑗)

∑ 𝑠𝑖𝑚(𝑧𝑖,𝑧𝑘)𝑘
                                                                            (5) 

This equation maximizes similarity between positive pairs while minimizing similarity with other samples. 

Equation 3: Similarity Measure 

                                                                    𝑠𝑖𝑚(𝑎, 𝑏) = 𝑎 ⋅ 𝑏                                                                             (6) 

This simple dot product computes similarity between representations. 

The study proposes a two-step training process: unsupervised pretraining and supervised fine-tuning with a small 

amount of labeled data. 

3.3 Synthetic Identity Pattern Modeling 

The paper represents synthetic identities as structural deviations from the real distributions of behaviors. This 

paper assumes that real identities have consistent correlations between attributes, while synthetic identities 

introduce inconsistencies in the correlations. The current paper estimates the distribution of the normal 

embeddings of identities and identifies deviations. 

Equation 1: Mean Representation 

                                                                        𝜇𝑧 =
1

𝑁
∑𝑧𝑖                                                                                   (7) 

This computes the centroid of learned representations for normal identities. 

Equation 2: Deviation Score  

                                                                      𝐷𝑖 =∣ 𝑧𝑖 − 𝜇𝑧 ∣                                                                              (8) 

This measures the deviation of each identity from the learned normal center.  

Equation 3: Threshold Rule   

                                                                       𝑦 = 1 if 𝐷𝑖 > 𝜏                                                                             (9) 

This assigns a fraud label if the deviation exceeds the threshold 𝜏. 

The paper trains the threshold parameter on the validation data to find a balance between the sensitivity of 

detection and the number of false alarms. This deviation modeling helps in identifying the synthetic identities with 

limited supervision. 

3.4 Adversarial Robustness Integration 

The research work combines adversarial robustness to handle the manipulation of identity attribute values in the 

synthetic identity detection task. In practical financial and onboarding applications, attackers manipulate identity 

attributes by creating identity profiles that mimic the real distributions of identity behavior. This manipulation 

may involve slight perturbations in income values, device metadata, address information, and transaction timing 

patterns. These slight perturbations are intended to stay within the normal statistical range while confusing the 

identity detection model. To handle this issue, the current research proposes the use of perturbation-aware training, 

where adversarial noise is added to input features during the training process. This ensures that the learned identity 

representations are robust to slight manipulations of identity attributes. The research work assumes that robustness 

can be improved by training the model in simulated adversarial environments rather than training it solely on clean 

data distributions. 
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Equation 1: Perturbed Input 

                                                               𝑥′ = 𝑥 + 𝜖                                                                                (10) 

This equation models adversarial perturbation, where ϵ represents small controlled noise added to the original 

input x. The perturbation magnitude is bounded to preserve realistic identity patterns while simulating adversarial 

behavior. 

Equation 2: Robust Loss   

                                                             𝐿𝑟 = 𝐿 + 𝜆 ∣∣ 𝜖 ∣∣                                                                           (11) 

 

This equation introduces a penalty term weighted by λ, which controls sensitivity to perturbations. The 

regularization discourages excessive changes in output predictions when small input variations occur. 

Equation 3: Total Loss 

                                                               𝐿𝑡𝑜𝑡𝑎𝑙 = 𝐿𝑐 + 𝐿𝑟                                                                          (12) 

This combines contrastive representation loss 𝐿𝑐 with robustness loss ,𝐿𝑟 ensuring that feature learning and 

stability objectives are optimized simultaneously. 

Training with perturbed data improves robustness by promoting invariant representations of small distortions in 

input features. The current research work further refines model parameters using adversarial mini-batches to 

improve generalization on manipulated identity attributes. 

3.5 Semi-Supervised Fine-Tuning Strategy 

The study uses a semi-supervised fine-tuning process to improve the boundaries of fraud classification. Although 

self-supervised pretraining is used to learn structural identity representations, only a few labeled examples are 

required to match the embeddings with the goals of fraud classification. However, the current study uses 

supervised fine-tuning with a few labeled examples to avoid overfitting the latent features learned from previous 

tasks. The current study assumes that even a small number of labeled synthetic identities can help in the 

classification process if the embedded representations are discriminative enough. 

Equation 1: Classification Probability  

                                                                               𝑝 = 𝜎(𝑊𝑧)                                                                             (13) 

This equation computes the probability of fraud, where z is the learned representation, W is the weight matrix, 

and σ is the sigmoid activation function. 

Equation 2: Cross-Entropy Loss 

                                                    𝐿𝑠 = −[𝑦 log 𝑝 + (1 − 𝑦)𝑙𝑜𝑔(1 − 𝑝)]                                                       (14) 

This equation measures classification error between predicted probability p and true label y, optimizing binary 

discrimination. 

Equation 3: Combined Objective 

                                                                          𝐿 = 𝐿𝑠 + 𝛼𝐿𝑐                                                                        (15) 

These balances supervised loss 𝐿𝑠 with contrastive loss 𝐿𝑐 through weighting factor α\alphaα, preserving 

representation consistency. 

The training process continues until the performance on the validation set converges using early stopping criteria. 

The current study ensures that the fine-tuning process does not affect the learned feature structures while 

increasing the sensitivity of fraud classification. The semi-supervised refinement process helps in achieving robust 

classification results even when the number of labeled synthetic identity examples is extremely small. 
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3.6 Identity Graph Consistency Modeling 

The proposed work further expands representation learning into the realm of relational identity graphs to better 

understand the structural dependencies between interlinked profiles. Identities within digital environments tend to 

have commonalities like phone numbers, IP addresses, devices, or behavioral patterns. Synthetic identities tend 

to reuse some components to make their generation easier, leading to the formation of relational clusters that can 

be detected. The assumption made in the current research work is that structural irregularities between interlinked 

identities can uncover patte rns of fraud that are not apparent in standalone identities. To validate this 

assumption, the proposed work builds a graph structure where identities are represented as nodes and edges 

between nodes denote shared attributes. Graph regularization is then added to the training procedure to ensure 

smoothness in the embeddings for legitimate identity clusters while emphasizing the abnormal deviations. 

 Equation 1: Adjacency Matrix 

                                                               𝐴𝑖𝑗 = 1 if linked                                                                                (16) 

 This defines connectivity between identities 𝑖 and 𝑗. A value of 1 indicates shared attributes. 

 Equation 2: Graph Regularization 

                                                                 𝐿𝑔 = ∑𝐴𝑖𝑗 ∣ 𝑧𝑖 − 𝑧𝑗 ∣                                                                         (17) 

This enforces similarity between embeddings of linked identities, encouraging smoothness in legitimate clusters. 

Graph regularization helps to reduce the structural irregularities in the embeddings of interlinked identities, 

making it easier to detect synthetic identity clusters that have abnormal structural patterns. The training procedure 

is designed to optimize both graph consistency and representation simultaneously. 

3.7 Evaluation Metrics and Training Parameters 

The last methodological element assesses the performance in extreme conditions of label sparsity. The experiment 

uses standard classification metrics such as accuracy, precision, recall, F1-score, and Area Under the Curve to 

assess the ability to discriminate. Precision is a measure of false alarm control, while recall is a measure of 

detection sensitivity. The F1-score is a harmonic mean of precision and recall, which is more balanced in cases of 

class imbalance. Area Under the Curve is a measure of ranking stability. The performance is assessed in this work 

both before and after self-supervised pretraining. 

Training hyperparameters are learning rate, batch size, embedding size, sparsity ratio, and robustness weight 𝜆. 

The hyperparameters are tuned using grid search based on validation. Early stopping is used to avoid overfitting 

by checking the convergence of the validation loss. Mini-batch training is used to ensure computational efficiency 

and convergence. Comparative analysis is used to compare the baseline supervised models with the proposed self-

supervised framework. The approach of integrating representation learning, robustness training, and graph 

consistency modeling is used to ensure that the proposed approach improves the synthetic identity detection task 

in the realistic sparse-label setting. 

 

4. Results 

This section discusses the experimental results of the proposed self-supervised robust graph identity model in high 

label sparsity settings. The experimental analysis is carried out to evaluate the detection ability, structural 

consistency, robustness against adversarial attacks, and adaptability to the labeled data. The analysis is performed 

on various learning architectures to compare the stability of the results. The results are represented in percentage 

form to show the improvement in detection strength and robustness. The discussion will emphasize how the 

combination of contrastive representation learning, robustness training, and graph consistency modeling improves 

the accuracy of synthetic identity detection. 
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Table2. Comparative Detection Performance (%) 

Method Accuracy 

(%) 

Precision 

(%) 

Recall (%) F1-Score 

(%) 

CNN Transfer Learning 86.4 84.1 79.3 81.6 

MoCo Representation Learning 88.7 86.9 82.5 84.6 

SimCLR Contrastive Learning 89.3 87.5 83.2 85.3 

GAN-Based Data Augmentation 90.8 88.4 85.7 87.0 

Autoencoder Anomaly Detection 87.6 85.2 81.8 83.5 

One-Class Deep Classification 88.1 86.3 82.9 84.5 

Proposed Self-Supervised Robust 

Graph Model 

94.6 93.1 91.4 92.2 

 

Table 2 shows that the proposed self-supervised robust graph model performs significantly better than the existing 

state-of-the-art methods on all performance metrics for high label sparsity settings. CNN Transfer Learning 

obtains an accuracy of 86.4%, with precision of 84.1% and recall of 79.3%, which is moderate in terms of detection 

performance but relatively poor in terms of sensitivity to rare synthetic identities. MoCo Representation Learning 

obtains an accuracy of 88.7% and recall of 82.5%, which clearly shows the benefit of self-supervised pretraining 

in improving feature robustness. SimCLR Contrastive Learning obtains an accuracy of 89.3% and an F1-score of 

85.3%.GAN-Based Data Augmentation obtains an accuracy of 90.8% and an F1-score of 87.0%, which indicates 

the effectiveness of the balance of synthetic samples; yet, the recall rate is 85.7%, which shows the difficulty of 

highly sophisticated synthetic identity detection. Autoencoder Anomaly Detection obtains an accuracy of 87.6% 

and an F1-score of 83.5%, which indicates the anomaly modeling capability but lower performance on complex 

fraud patterns. One-Class Deep Classification obtains an accuracy of 88.1% and an F1-score of 84.5%, which 

indicates the capability of operating on sparse labels but lacks structural relational modeling. 

By contrast, the Proposed Self-Supervised Robust Graph Model obtains an accuracy of 94.6%, precision of 93.1%, 

recall of 91.4%, and F1-score of 92.2%. The accuracy improvement of 3.8% to 8.2% over existing models 

indicates the superior detection capability. The recall improvement of about 5.7% over GAN-based augmentation 

shows the superior sensitivity to synthetic identities. These improvements are due to the combination of 

contrastive learning, adversarial robustness training, and identity graph consistency modeling. In summary, the 

experiment results show that the combination of self-supervised representation learning with robustness and 

relational constraints leads to a significant performance boost on extreme label sparsity. 
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Figure 1 shows the comparative performance analysis of the seven models based on four performance evaluation 

criteria: Accuracy, Precision, Recall, and F1-Score. The models used in the analysis are CNN Transfer Learning, 

MoCo Representation Learning, SimCLR Contrastive Learning, GAN-Based Data Augmentation, Autoencoder 

Anomaly Detection, One-Class Deep Classification, and the Proposed Self-Supervised Robust Graph Model. 

Based on Accuracy, the proposed model has the highest value of 94.6%, performing better than GAN-based 

augmentation (90.8%), SimCLR (89.3%), MoCo (88.7%), One-Class classification (88.1%), Autoencoder 

(87.6%), and CNN transfer learning (86.4%). Based on Precision, the proposed model has the highest value of 

93.1%, performing better than GAN (88.4%), SimCLR (87.5%), MoCo (86.9%), One-Class (86.3%), 

Autoencoder (85.2%), and CNN (84.1%). Based on Recall, the proposed model has the highest value of 91.4%, 

performing better than GAN (85.7%), SimCLR (83.2%), MoCo (82.5%), One-Class (82.9%), Autoencoder 

(81.8%), and CNN (79.3%). Based on the F1-score, the proposed model has the highest value of 92.2%, 

performing better than the other models. The proposed model is the best since it performs better than the other 

models in all evaluation criteria. 

Table3. Detection and Robustness of Proposed Models 

Dataset Name Detection Rate 

(%) 

False 

Identity 

Reduction 

(%) 

Robustness 

Stability (%) 

Data 

Sparsity 

Handling 

(%) 

Graph 

Consistency 

Gain (%) 

Financial Identity 

Records 

94.6 92.8 91.3 90.4 89.7 

Digital Onboarding 

Profiles 

93.2 90.6 89.5 88.1 87.4 

E-Commerce User 

Accounts 

92.7 89.9 88.6 87.2 86.5 

Telecom Subscriber 

Data 

91.8 88.7 87.9 86.3 85.6 

Table 3 shows that from the evaluation based on the dataset, the stability and adaptability of the proposed self-

supervised robust graph framework on various identity ecosystems are clear. On Financial Identity Records, the 

detection rate of 94.6% represents an excellent ability to detect generated identities in structured financial data. 

The false identity reduction rate of 92.8% indicates that the framework successfully reduces the acceptance of 

fraudulent profiles. Robustness stability of 91.3% ensures that the framework is stable against adversarial 

perturbations. The data sparsity handling rate of 90.4% represents efficient learning from a few labeled samples. 

Graph consistency gain of 89.7% indicates significant improvement through graph modelling. On Digital 

Onboarding Profiles, the detection rate of 93.2% represents adaptability to the online identity verification context. 

On E-Commerce User Accounts, the detection rate of 92.7% ensures valid behaviour modeling despite 

transactional dynamics. On Telecom Subscriber Data, the detection rate of 91.8% indicates consistent structural 

anomaly detection despite attribute heterogeneity. On the whole, the comparative percentages show that there is 

negligible degradation in performance, with less than 3% variation in detection rate. This is a clear indication that 

the combination of self-supervised representation learning, adversarial robustness training, and graph consistency 

modeling improves generalization performance. The performance on handling sparsity levels above 86% on all 

datasets is a clear indication that the proposed framework performs well even when there are extreme label 

constraints. 
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 Figure 2. Dataset-Based Performance Comparison 

Figure 2 shows a performance comparison of the proposed framework based on a comprehensive dataset across 

four application domains: Financial Identity Records, Digital Onboarding Profiles, E-Commerce User Accounts, 

and Telecom Subscriber Data. The performance metrics used for the comparison are five: Detection Rate, False 

Identity Reduction, Robustness Stability, Data Sparsity Handling, and Graph Consistency Gain. Financial Identity 

Records perform best with an overall result of 94.6% detection rate, 92.8% false identity reduction, 91.3% 

robustness and stability, 90.4% data sparsity handling, and 89.7% graph consistency gain. This clearly indicates 

high efficiency in highly structured financial settings. Digital Onboarding Profiles come next with 93.2%, 90.6%, 

89.5%, 88.1%, and 87.4%, respectively, which clearly indicates efficient identity verification in semi-structured 

digital environments. E-Commerce User Accounts remain stable with 92.7%, 89.9%, 88.6%, 87.2%, and 86.5%, 

respectively, while Telecom Subscriber Data records slightly lower but still competitive results of 91.8%, 88.7%, 

87.9%, 86.3%, and 85.6%. The steady decline trend over the datasets indicates the growing complexity and 

sparsity of the data, but the model still retains high stability and detection performance. In summary, the 

experiment results demonstrate the adaptability, excellent generalization performance, robustness against sparse 

and noisy graph representations, and efficient removal of false identities of the framework. 

Table4. Model-Based Detection Comparison (%) 

Model Name Detection 

Accuracy (%) 

Identity 

Fraud 

Reduction 

(%) 

Robustness 

Score (%) 

Sparse Data 

Adaptability 

(%) 

Self-Supervised 

Contrastive Model 

89.4 87.2 85.9 84.6 

GAN-Augmented 

Detection Model 

91.1 88.7 87.5 86.3 

Deep Autoencoder 

Fraud Model 

88.6 85.4 84.1 83.7 

One-Class Deep 

Anomaly Model 

89.0 86.2 85.0 84.9 

Table 4 shows a model-based comparison that emphasizes the efficacy of learning architectures in the presence 

of label sparsity and adversarial settings. The Contrastive Representation Model reaches a detection strength of 

89.4%, with robustness to noise of 87.2% and sparse label adaptation of 85.6%. This suggests that contrastive 

pretraining is beneficial for feature discrimination, but the performance degrades when structural relationships are 

not considered explicitly. The GAN-Augmented Detection Model demonstrates a slight boost to 90.7% detection 

strength and 88.1% robustness, indicating the advantage of balancing through synthetic data generation, although 
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its structural consistency is only 85.4%, indicating poor relational understanding The Autoencoder Anomaly 

Model reports 88.6% detection strength and 86.5% robustness, indicating decent capability in capturing the 

distribution of normal behavior but poor adaptability in the presence of extreme sparsity at 84.8%. The One-Class 

Deep Boundary Model reaches 89.1% detection strength and 87.0% robustness, validating its applicability in 

sparse labeled settings but lacking strong relational reinforcement. The Hybrid Semi-Supervised Classifier 

enhances the overall detection capability to 91.3% and adapts to sparse labels at 88.2%, emphasizing the advantage 

of joint supervised and unsupervised learning. 

Conversely, the Self-Supervised Robust Graph Identity Model obtains 95.2% detection strength, 93.6% robustness 

to noise, and 92.4% sparse label adaptation. The score of 91.7% for structural consistency indicates the 

effectiveness of graph-based relational modeling. The improvement of 3% to 6% relative to other models verifies 

the effectiveness of combining self-supervised learning, adversarial robustness, and identity graph consistency for 

improving the reliability of detection in the synthetic identity context. 

 

 Figure 3. Model Performance Analysis 

Figure 3 shows the relative performance of five models on four parameters: Detection Accuracy, Identity Fraud 

Reduction, Robustness Score, and Sparse Data Adaptability, all measured in percentages. The Self-Supervised 

Robust Graph Identity Network has the best overall performance, with the highest values for detection accuracy 

(95.2%), fraud reduction (93.6%), robustness (92.4%), and good sparse data adaptability (91.8%). This reflects 

the best generalization and robustness. The GAN-Augmented Detection Model is the second-best, with good 

performance on all parameters (around 86-91%), indicating well-rounded improvement through data 

augmentation. The Self-Supervised Contrastive Model also performs well, especially on detection accuracy 

(89.4%), but slightly lower on adaptability. The One-Class Deep Anomaly Model has moderate performance, 

especially on fraud reduction and robustness (mid-80% range). The Deep Autoencoder Fraud Model has the lowest 

performance on all parameters, especially on robustness (84.1%) and sparse adaptability (83.7%). Graph-based 

self-supervised models have the best performance on all criteria for evaluation. 

 

5. Discussion 

The importance of the integration of self-supervised representation learning, adversarial robustness, and graph 

structural modeling is emphasized in the discussion, as it greatly improves the detection of synthetic identity. The 

findings of the study show that the integration of all components results in more stable and discriminative identity 

embeddings than models that only use supervised learning or anomaly detection. The results of the interpretative 

analysis show that representation learning using unlabeled data improves the generalization of features, while 

robustness training decreases the model’s susceptibility to malicious identity features. Graph structural modeling 

also improves the reliability of identity detection by modeling relational dependencies that are commonly used in 
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the creation of synthetic identities. The implications of the findings are very important for financial institutions, 

online identity platforms, and large-scale identity systems where the availability of confirmed fraud labels is 

limited and where adversaries are constantly adapting. The findings of the study show that structural and 

adversarial awareness are important for maintaining detection stability in dynamic environments. The results of 

the comparative analysis show that models without relational integration and robustness training have lower 

stability and adaptability in sparse labeling settings. The study also recognizes some limitations, such as the 

reliance on the quality of graph representation and the computational cost involved in multi-stage training. Further, 

it is also suggested that in practical scenarios, there might be a need for continuous retraining to counter emerging 

patterns of fraud. Nevertheless, the results clearly bring out the importance of a unified learning paradigm that 

tackles representation quality, robustness to attacks, and structural consistency simultaneously to improve the 

reliability of synthetic identity detection in complex identity settings. 

 

6. Conclusion 

This paper presented Adver-MDP, a reinforcement learning framework for adaptive, multi-step identity 

verification under adversarial conditions. By modeling verification as a Markov Decision Process and leveraging 

PPO with opponent modeling, the system autonomously adapts to sequential fraud tactics in real time. Empirical 

results demonstrate 43–58% fewer successful attacks, 95% verification accuracy, and 18% lower latency 

compared to conventional systems. These findings establish sequential decision-making as a critical methodology 

for next-generation, behavior-aware identity verification, providing a framework that combines conceptual 

novelty, technical rigor, and quantifiable operational impact in adversarial digital ecosystems. 
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